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1. PREFACE

1.1. INTRODUCTION TO NMEDBUROUTER

This manual describes the installation, operation, alagnosticsof the AparianModbus
Router Series BIMBR/B) The Modbus Router provides intelligentdata routing between
EtherNet/IPand Modbus (serial ModbusRT232, ModbusRTU485and EthernetModbus
TCPR. TheModbus Router allows the user to integrat®lodbus devices into a Rockwell
AutomationLogix platform(ControlLogixor CompactLogixor PLC (SLC hicroLogiy with
minimal effort

EtherNet/IP

Aparian
Modbus s
Router

Aparian
Modbus i
Router

Aparian
Modbus
Router

Modbus-RTU
(RS485)

Modbus-RTU
(RS232)

Modbus-TCP

T 5|55 | ] v s o 6
Modbus Device Modbus Device

Modbus Device

Figurel.l ¢ Typical Setup

The module can be configured in one ofreiMter modes:

Scheduled Tag

The MBR/B opetasas aModbus Clientandtransfers data between a Modbus device and a
number of Logix tags, using preconfigured scheduledNo Logix or remote device
configuration is requiredThe MBR/B caexecute up to 100 Modbus message instructions
(e.g., Modbus Holding Register Read) and exchange the Modbus data with Logix tags in up to
three Logix ControllersEachModbus Message struction is executed at one of four

Document NoD1(6-018 PageB of 204
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configured rates.The Modbus data is exchanged usiogly one of the availablgorts
(Ethernet TCP, RTU232, or RTU485).

Reactive Tag

The MBR/Bperatesas aModbus Servelandtransfers data between Modbus Clients and a
number of Logix tags, using a preconfigured tag mepLogix or remote device configuration

is required. The MBR/B can map up to 100 Modbus message instructions (e.g., Modbus
Holding Register Read) and exchange the Modbus data with Logix tags in up to three Logix
Controllers.The Modbus data is exchanged usongy one of the availableorts (Ethernet

TCP, RTU232, or RTU485).

Unscheduled

The MBR/Boperates asa Modbus Clientand senddModbus messages to Modbus devices
when receiving a Logix Message Instructions frovidesthe userwith complete control
(from Logiy of whichModbus instructions must be sent and at whicedquency.The Modbus
data is exchanged usiogly one of the availablports (Ethernet TCP, RTU232, or RTU485).

Enhanced
The user can decide if the MBR/B is operating as a Modbus Client or Server as well as if the

MBR/B is operating an EtherNet/IP Target or EtherNet/IP Originator.

In Enhanced Mode the MBR/B can be configured inaangpof the four combinations:

Modbus EtherNet/IP
Client Target
Client Originator
Server Target
Server Originator

Tablel.1 ¢ Enhanced Mode Operating Combinations

ModbusMode
Modbus Server
The data from theonfigured EtherNet/IP devicg€gsing either Class 1 Assemblies
Explicit messagingr LogixDirectto-Tag readbwrites) will be written to, or read
FNRYZ (GKS Y2RdzZ SQa Augitg3heltefnal MapRhesza wS 3
registers can be accessed by a remote Modbus Client using either Modbus TCP,
Modbus RTU232, Modbus RTU48bany simultaneous combination of these.

Modbus Client
The data from theonfigured EtherNet/IP devic€ssing either Class 1 Assemblies
Explicit messagingr LogixDirectto-Tag readawrites) will be written to, or read

Document NoD1(6-018 Page9 of 204
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FNRYZ GKS Y2RdzZ SQa AYGSNYI f arBeModiais wS3I A 2
Auxiliary Map can then be used to configure the Modbus data exchange between

Ydzf GALIX S NBY2030S a2Rodza { SNIWSNJ RSOAOSa
registers. The Modbus communication can be via Modbus TCP, Modbus RTU232,
Modbus RTU48%r any simultaneous combination of these.

EtherNet/IP Mode
EtherNet/IP Target
As a EtherNet/IP target, the modulean exchange the Class 1 data with
devices on théModbusnetwork:

1 EtherNet/IP Class 1 connection

Here a remote EtherNet/IP device (e.g. a Logix controller) establishes
between 1 and %lass 1 connections to the moduModbusdata can

be mapped intofour separate input and output class 1 cyclic
connections to the Logix controller (allowing up2iiB input and2KB
output to be exchanged at the requested packet intery&PI).

EtherNet/IP_Originator
As an EtherNet/IP originator, the module can use one of two methods to read
and write data to and from th&odbusnetwork:

1 EtherNet/IP Explicit Messaging

This allows thaMBR/Bto exchange data with up to 10 EtherNet/IP
devices. The module can use either Class 3 or Unconnected Messaging
(UCMM) to Get and Set data in the remote EtherNet/IP devices.

91 DirectToTag

This allows thé/IBR/Bto exchange data with a Logix controller without
the need to write any application code (e.g. ladder) in Studio 5000. The
Modbusdata is directly read from, or written to, Logix tags.

M EtherNet/IP Class 1 connection

Modbusdata can beanapped to a maximum of 10 EtherNet/IP devices

using input and output class 1 cyclic connections. This will allow the
MBRB(I 2 a2¢yé GKS 90KSNDbS(k Modbug F NB S G
RFEGF dzaAy3a GKS 9GKSNbSiGkLt RSOAOSQa

Bridge

The MBR/Bcan operate as a transparent link for Modbus between different media (TCP,
RTU232, and RTU485). This all@avslodbus client on Modbus TCP to communicate with
Modbus devices on RS232 or RS485 and vice versa.

Document NoD1(6-018 PagelOof 204
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Concentrator

In Concentrator Modethe MBR/B will collect data frorm humber ofModbus devices and
provide theconsolidateddata toone or moreModbus Clients. ie MBR/B will b&@ Modbus
Server on one port, and Modbus Clients on the other partss will allona Modbus SCADA
to efficiently read the data froomultiple Modbus devices, because the data from the various
Modbus devices have been concentrated into the MBR/B.

TheModbusRouteris configured using the Aparian Slatpplication. This program can be
downloaded fromwww.aparian.confree of charge.

The module provides a range of statist@#/odbuspacketanalyzer, andan InternalModbus
Register viewer to help fault find any problems.

The ModbusRoutersupports Modbus on three ports which can be configured from the Slate
environment: ModbusRTU232 (Serial), Modb#TU485 (Serial), and ModbUEP
(Ethernet).

The Modbus Router uses isolated RS28&Qisolated RS485 favlodbusserialcommunication
providing better noise immunity. The RS232 and RS485 ports use a terminal block for
convenient installation.

The MBR/B suppostsecurity services allowing the user to configure various levels of module
security.

The module has two Ethernet ports and supports DelieeelRing (DLR) architectures.

A builtin webserver provides detailed diagnostics of system configuration and operation,
including the display dflodbusoperation andcommunication statistics, without the need for
any additional software.

1.2. FEATURES

MBR/B can operate as a Modbus Client or Modbus Server

Modbus Client mode can communicate with up to 100 Modbus Servers.
Supports Modbus passthrough messaging.

Modbus Server mode supports full Modbus data range

Modbus Server mode supports emulating multiple Modbosles.

Configurable Modbus TCP Port numbers.

=4 =2 4 A -4 A -2

Supports EtherNet/IP Target and Originator modes:
o0 EtherNet/IP Target (Class 1 connection)

Document NoD1(6-018 Pagellof 204
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o EtherNet/IP Originator (Class 1 connection with up to 10 EtherNet/IP devices and
Explicit Messaging, includin@irectToTag Logix tag access, with up to 10
EtherNet/IP devices).

1 Supports CIP USB interface for Logix controllers.

1 EtherNet/IP Class 1 target connections support 2kbyte input and 2kduteut data
to Logix input and output assemblies.

1 SupportsModbus media conversion allomg for a transparent link from one media to
another (e.g., Modbus TCP to Modbus RTU232).

Slate provides a Modbus packet capture utility for better diagnosis.
Dual Ethernet ports which support DevicevelRing (DLR).

Network Time Protocol (NTP) supported for external time synchronization.

= =2 =4 =

Small form facto DIN rail mounted.

The security services provide the following features:
Configurable level of security

Encrypted EtherNet/IP communication

Fixed User Roles and Custom Users
Configurable Password rules

Login Expiry

Failed Login Coalff and Account Disable options
Configurable Global Services and Custom Ports
Optional IP Address Access Control List
Optional MAC Access Control List

Restrictions on Reset command

Restrictions on Device Flash options

=4 =4 =4 4 -4 -4 -4 45 -5 -2 -2 -°

Security Audit trail in Event Log

Document NoD1(6-018 Pagel2of 204
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1.3. ARCHITECTURE

The figures below provide an example of the typical network setup for connecting Modbus
networks to either EtherNet/IP or PCCC networks.

\#\_

]

ControlLogix®

EtherNet/IP

Aparian
Modbus
Router

Modbus-RTU
(RS485)

Modbus-RTU
(RS232)

Modbus-TCP

Modbus Device

Figurel.2 - Enhanced mode as a Modbus Cliamtd EtherNet/IP Target

Modbus Device

Document NoD1(6-018 Pagel3of 204
Revision 111



Preface

SCADA Modbus SCADA Modbus SCADA Modbus
Client RTU-485 Client RTU-232 Client TCP
Client Client Client
Modbus-TCP

Aparian
Modb
Modbus-RTU i
(RS232)
Modbus-RTU
(R5485)
EtherNet/IP
CompactLogixﬂ'

Figurel.3 - Enhancednode as a Modbus Servand EtherNet/IP Target

SCADA Modbus SCADA Modbus SCADA Modbus
Client RTU-485 Client RTU-232 Client TCP
Client Client Client
Modbus-TCP
Aparian
Modbus-RTU Modbus
(RS232)
Modbus-RTU
(RS485)
EtherNet/IP
- e B ]
= T _
PowerFlex® D

Drive Flex-10® (1794)

Figurel.4 - Enhanced mode as a Modbus Server and EtherNet/IP Originator
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SCADA Modbus
Client TCP
Client

Modbus-TCP
Aparian
Modbus Router
Bridge Mode
Modbus-RTU Modbus-RTU
(RS232)

(RS485)

RTU

RTU = RTU —

[

21

Modbus Device

Figurel.5 ¢ Bridge Mode from Modbus TCP to Modbus RA32/RTU485

SCADA Modbus
Client TCP
Client

Modbus-TCP
Aparian
Modbus Router
Concentrator Mode
Modbus-RTU

Modbus-RTU

RTU = RTU —

RTU —

Modbus Device

Figurel.6 ¢ Concentrator Mode; Modbus TCP SCAD®erfacingwith Modbus RTU devices
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ControlLogix

EtherNet/IP

Modbus
Router

Maodbus
Router

Modbus-TCP

Electrical Protection Units

RTU m—

Modbus RTU

Modbus-RTU
(RS232/RS485)

Modbus RTU

Figurel.7 - Example of a typical network setup in scheduled/unscheduled mode

Systems that rely on a central Lo@i@ntroller communicating to a number of remote Modbus
devices, (e.g. Electrical Protection Units or Remote Terminal Units), may find the Modbus
Routeruseful when operating in Scheduled Teigde as shown in the figure above. The
module, acting as a Modbudient, will exchange data between the Modbus device and Logix

platform at a configured interval without any need for additional coding or mapping.

The Modbus Router can also communicate with a Logix controller using the USB port on the
front of the controller. This will allow the user to setup redundant Logix Controllers each with

its own Modbus Router directly connected to the Logix Controller b\&8. Only the Modbus

GKS t NAYFNE O2y(GNRBff SNJ
address. When the primary and standby Logix Controllers swap the Modbus Routers will

A ¥ 4 A x

G2

follow the primary controller and that specific Modbus Reruwill become active.
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[l

CompactLogix

EtherNet/IP

Outstation

Modbus-TCP

Modbus-RTU |

i

CompactLogix

SCADA - Modbus
Polling Master

Control Room EtherNet/IP

Outstation

Figurel.8 - Example of a typical network setupreactive mode

By conveting and redirecting serid¥lodbus messages from legacy devices to EtherNet/IP
the module provides an interface for data exchang® AllenBradley ControlLogiand
CompactLogiyplatforms. This enables user to replace legacy devices and systems with
minimal effort and downtime.

TheModbusRouterallows a Logix platforrto seamlessly intgrate into aModbusnetwork
with Reactive TagMode. The module will routtodbusmessagsdirectly to Logix tags with
no need for additional ladder code.

ControlLogix
k ®

usB

Modbus
Router

Modbus-RTU
(RS232/RS485)

Electrical Protection Units

Figurel.9 - Example of a typical network setup using the Logix Controller USB port.
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Control Room

SCADA - Modbus
Polling Master

Modbus TCP

ControlLogix ControlLogix

Redundancy Fiber Pair

Figurel.10- Redundant Logix Controller communicating with Modbus Router over USB.

RSLogix 5000 / Studio 5000

EtherNet/IP

ControlLogix

Figurel.11 ¢ Connect to Logix with Studio 5000 over USB.
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1.4. ADDITIONAL INFORMATION

The following documents contain additional information that can assist the user with the
module installation and operation.

Resource Link

Slatelnstallation http://www.aparian.com/software/slate

ModbusRouterUser Manual
ModbusRouterDatasheet https://www.aparian.com/products/modbusroutdy
Example Code & UDTs

www.cisco.com/c/en/us/td/docs/video/cds/cde/cde205 220 420/installation/guidt
cde205 220 420 hig/Connectors.html

Ethernet wiring standard

CIP Routing The CIP Networks Library, Volume 1, Appendix C:Data Management

Modbus http://www.modbus.org

Tablel.2 - Additional Information

1.5. SUPPORT

Technical suppotis provided via the Web (in the form of user manuals, FAQ, datasheets etc.)
to assist with installation, operation, and diagnostics.

For additional support the user can use either of the following:

Resource Link
Contact Usveb link www.aparian.com/contacus
Support email support@aparian.com

Tablel.3 ¢ Support Details
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Installation

2. INSTALLATION

2.1. MODULBRAYOUT

The module haswvo ports at the bottom of the enclosure as shown in the figure below. The
ports are used for Ethernet, RS282RS48%erial, and power. The power port usetheee-
way connector which is used for the DC powarpply positive and negative (or ground)
voltage as well as the earth connection.

The Ethernet cable must be wired according to industry standards which can be found in the
additional information section of this document.

SD Card

Ethernet A

Ethernet B

5 RS232 Power

Figure2.1 ¢ ModbusRouterside andront view

The module providesixdiagnostic LEDs as shown in thent view figureabove These LEDs
are used to provide information regarding the modusdgstem operation, the Ethernet
interface, and the auxiliary communication interface (RS@3RS48p
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Switches

o
o

o N

Figure2.2 ¢ ModbusRoutertop view

The moduleprovides four DIBwitches at the top of the enclosure as shown in tbe view
figureabove

DIPSwitch Description

DIPSwitchl PaASR (2 FT2NDS (KS:eW2R&SY AWia{d{FISTE 2
load the application firmware andill wait for new firmware to be downloadedhis
should only be used in the rare occasion when a firmware update was interrupti
a critical stage.

DIPSwitch2 This will force the module into DH@®de which is useful when the user has forgott
the IP address of the module.

DIPSwitch 3 This DIP Switch is used to lock the configuration from being overwritten by Slate. '
set, Slate will not be able to download to the module.

DIPSwitch 4 When this DIP Switch is set at bootup it will force the module Ethernet IP addre
192.168.1.100and network mask 255.255.255.0. The user can then switch the
switch off and assign the module a static IP address if needed.

Table2.1 - DIP Switch Settings

2.2. MODULE MOUNTING

c NOTE:This module is an opetype device and is meant to be installed in an
enclosure suitable for thenvironment such that the equipment is only accessible
with the use of a tool.
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The module provides a DIN ralip to mount ontoa 35mmDIN rail.

=

RO8

R08

—-—J-.— 1+0.04

Sezione A / Section A

27+0.2

R1.2
I 2,2 min. fino o/ To 2,5 max
e —

Sezione A / Section A

2402

Figure2.3 - DIN railspecification

The DIN raitlip is mounted on the bottom of the module at the back as shown in the figure
below. Use a flascrewdriverto pull the clip dowrward. This will enable the user to mount
the module onto theDIN rail. Once the module is mounted onto the DIN rail the clip must be
pushed upwards to lock the module onto the DIN rail.

Ethernet A

Ethernet B

Figure2.4 - DIN railmouting
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2.3.

A three-way power connector is used toonnect Power+, Power(GND), and earth. The
module requires an input voltagef 10¢ 32Vdc.Referto the technical specifications section

POWER

in this document

2.4.

The nine-way connector is used to connect thRS232 and RS4&®nductors for serial
communication. The shield terminal can be used for shielded cable in high noise

Po

wer

Earth

+

SSS

Figure2.5 - Power connector

RS23IRS48FORT

environments.

G8vSH

[ARAY=

RS485 A (-)
RS485 B (+)
RS485 GND

Shield
RS232 GND

RS232 RTS

RS232 CTS
RS232 TX
RS232 RX

SSSSSSS

QS

Hardware Revision “C”

G8vSH

[ANA Y=

RS485 A (-)
RS485 B (+)
RS485 EN
Shield
RS232 GND
RS232 RTS
RS232 CTS
RS232 TX
RS232 RX

SRISHRISIRIS

Pre-Hardware Revision “C”

Figure2.6 - RS23mRS485onnector

TheRA85port provides the standard(-), B(+) conductors

For longR3485 networks, it is recommended tsoconnect theRA85 Groundreference

This is available as a dedicate85GNDLIA Yy 2 Y
ForPrel | NRg I NB wS RASS Grauyid wiré niust bekc@nected to tRE232-GND

Il F NRolNBE wS@AraArzy

pin, and theR3485 Ground Bridgeption enabled in the configuration.

®

NOTE:The Hardware Revision is indicated on the product label by a single
character to the right othe F/W REV.
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The RAA85 (EN transmit drive enable is provided to allow tmeodule to be used with

repeaters and radios that may require a transmit enable lifl@is pin is not available in
| F NRgI NB wS@OAaA2y G/ é FyR fI G4SN

Note that the ENpin is referenced toR®232-GNDand requires theR485 Ground Bridge
option to be enabled in the configuration.

The RS232 port provides the standard communicapors (RX TX and GND as well as
hardwarehandshaking lines for legacy systerRI & Request to Send;TS; Clear to Send).

Both RS232 and RS485 share a common cable shield connection which should be connected
to the shield of the outgoing cable (RS232 and/or RS485).

NOTEThe shield of the RS282548%ort is internally connected to the power
connector earth. Thus, when usinglaield,it is important to connect the Earth
terminal on the power connector to a clean earth. Failing to do this can lower
the signal quality of the RS2825485communication.

' NOTEWhen using a shielded cable, it is important that omhe end of the
VAN shield is connected to earth to avoid current loops. It is recommended to
connect the shield to the ModbuRouter module, and not to the other
Modbus device.

2.5. RS485 TERMINATION

All RS485 networks need to be terminated at the extremi{s&art and end point) of the
communication conductorThe terminatiorfor the RS485 network can be enabled/disabled
via the module configurationEnabling the termination wilkonnectan internal 150 Ohm
resistor across the positive (+) and negatiyecdnductors of the RS485 network.

2.6. ETHERNET PCRT

The Ethernet connectsrshould be wired according to industry standardeferto the
additional information sectioim this documenfor further details.

The module has an embedded switabnnecting the two Ethernet ports.

2.7. USB PORT

The module supports USB2.0 on its USB port and will opesat)&B Host devic&he user
will require aUSB Typ&\ connector on the Modbus Router side and generallySB Typ®
connector on the device side (i.e. Logix Controller).
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-
Figure2.7 ¢ USB 2.0 TypA to USB TypB cable
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3. SETUP

3.1. INSTALL CONFIGURATION SOFTWARE

All the network setup and configuration of the module is achieved by means of the Aparian
Slate device configuration environment. This software can be downloaded from
http://www.aparian.com/software/slate

Aparian-Slate - m] X

File Device Tools Window Help

el S AR E LS

Figure3.1 - Aparian Slaté&nvironment
3.2. NETWORRARAMETERS

The module will have DH@Pynamic Host Configuration Protopehabled as factory default.
Thus,a DHCP server must be used to provide the module with the required network
parameters (IP address, subnet mask, efthere are a number of DHCP utilities available,
however it is recommended that the DHCP server in Slatesed.

Within the Slateenvironment, the DHC&erver can be found under the Tools menu.

Aparian-Slate

File Device | Tools | Window Help
el M %

£ Target Browser
4% DHCP Server
] Event Viewer
% DeviceFlash

Packet Capture Viewers

GSD File Management

CAN EDS File Management
Build DeviceMet EDS Catalog

Application Settings

Figure3.2 - Selecting DHC®erver
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Once opened, the DHGRrver will listen on all available network adapters for DHCP requests
and display their corresponding MAC addresses.

E DHCP Server =0 I <
MAC Address Vendor Requests Elapsed Assigned IP Assign Status Identity
00:60:35:29:53:FC Aparian 4 2 Assian Discover
Figure3.3 - DHCFServer
NOTEIf the DHCRPequests are not displayed in the DHCP Server it may be due
G2 GKS 20t t/Qa FANBglLffd 5dzNAy3a Ay

automatically created for the Windows firewalknother possibility is that
another DHCP Serveraperational on the network and it has assigned the IP

address.
¢ 2 FaaA3dy ||y Lt I RRNB&aasx Of A0] 2y GKS 0O2NJ
Assignment window will open.
= [E]ER]
MAC Address Vend B = El a8 e A Rt Identity
00-60-35:29-53FC Apar Assign IP Address for MAC : 00:60:35:29:53:FC — O X

er

IP Address Recent

| 192 . 168 1 . 14 | 192.168.1.170
192.168.1.172
192.168.1.175
Enable Static (Disable DHCP) 192.168.1.159

192.168.1.173

Ok Cancel

Figure3.4 - Assigning IP Address

The required IP address can then be either entered, or a recently used IP address can be
selected by clickingn an item in the Recent List.
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LY GKS a9yltoftS {idlIGAO¢ OKSO162E Aa OKSO|lSR:
assignment, thereby disabling future DH@Ruests.

Once the IP address window has been accepted, the Bel@er will automatically assign the
IP address to the module and then read the Identity object Product name from the device.

The successful assignment of the IP address by the device is indicated by the green
background of the associated row.

DHCP Server = B

MAC Address Vendor Requests Elapsed Assigned IP Assign Status Identity
00:60:35:29:53:FC Aparian 26 2 192.168.1.174 | Assian Set Static Modbus Router/B

Figure3.5 - Successful IP address assignment

It is possible to force the module back into DHfiGte by powering up the device with DIP
switch 2 set to the On position.

A new IP address can then be assigned by repeating the previous steps.

é NOTEIt is important to return DIP switck back to Off position, to avoid the
module returning to a DHGRode after the power is cycled again.

LT (KS Y2 RdZisSnGhe O doditiordudng theCakldress assignmetite user will
be warned by the following message.

DHCP Server P4
A
,r’fl\:\ Cannot set IP address to static. Check module's hardware DIP-switch settings.

.

Figure3.6 - Force DHC®arning
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In addition to the setting the IP address, a number of other network parameters can be set
during the DHCRProcess. These settings can be viewed and edited in Gkate ! LILIX A OF G A
Settings, in the DHCP Server tab.

Once the DHCPBrocess has been completed, the network settings can be set using the
Ethernet Port Configuration via the Target Browser

The Target Browseran be accessed under the Tools menu.

Aparian-Slate

File Device | Tools | Window Help
+|:I‘E| |p

Target Browser
DHCP Server

Event Viewer

¥

DeviceFlash

¢ oow S

Packet Capture Viewers 3
G5D File Management

CAMN EDS File Management
Build DeviceMNet EDS Catalog

# Application Settings

Figure3.7 - Selecting the Target Browser

The TargeBrowserautomatically scans the Ethernet network for EtherNetH¥ices.

Target Browser E\@

...? G) Done

192.168.1.174 : Modbus Router/B &

192.168.1.211: DNP3 Router

192.168.1.172 : PLX51-PBM
192.168.1.175: PLX51-PBS
192.168.1.225 : Modbus Router
192.168.1.230 : PLX51-DLP-232
192.168.1.171 : PLX51-DLP-232
192.168.1.170 : DF1 Messenger
192.168.1.236 : Time Sync
192.168.1.229 : DF1 Router

192168.1.210 : DNP3 Router

192.168.1.156 : PLX51-HART-4l

o Yo i J s s 0 o o s s |

192168.1.231: DNP3 Router W

Figure3.8 - Target Browser
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Rightclicking on a device, reveals the context menu, including the Port Configuration option.

Target Browser

+II
YO
--------- ﬂ 192.168.1.174 : Modbus Boutar/R
Select
--------- ﬂ 192.168.1.211 : DNP3 Rg
Scan
--------- ﬁ 192.168.1.172: PLX51-P Add Child Node
--------- ﬁ 1921681175 - PLX51-P Properties
Port Configuration |
--------- ﬂ 192.168.1.225 : Modbus Reset Module N
--------- B 1921681230 PLX51DLP 3

Figure3.9 - Selecting Port Configuration

All the relevant Ethernet port configuration parameters can be modified using the Port
Configuration window.

Ethernet Port Configuration - O *

Port Configuration  |nterface Statistics Media Statistics

MNetwork Configuration Type
O Dynamic Method ~ DHCP
@ Static Auto Auto

Static Configuration

MAC Address | 00:60:35:2953FC |

Domain Name

IP Address [ 192 188 . 1 14| e
SubnetMask | 255 255 _ 255 0o |
Default Gateway | 0 D 0 0 | Half Duplex Full Duplex
Primary NS | 0 0o 0 0 | General
SecondaryNS [~ o 0 |

| |

| |

Haost Name TCP Inactivity Timeout 120 (s)

o Cance

Figure3.10- Port Configuration

Alternatively, these parameters can be modified usiRgckwell Automatiof &SLinx
software.
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3.3. CREATING A NEW PROJECT

Before the user can configure the modugenewSlateproject must be createdUnder the
File menu, select New.

Aparian-Slate - <New Project>*

File | Device Tools Window Help
@ Open .

E Close

B Save
Save As
Recent 3

Exit

Figure3.11 - Creating a new project

A Slateproject will be created, showing the Project Explorer tree vi€w.save the project
use the Save option under the File menu.

A new device can now be added by selecting Add under the Device menu.

Aparian-Slate - <New Project>*

File | Device | Tools Window Help
adk A FOEL e

R oo

------ Al Export
Cut
Copy
Paste
Delete

Figure3.12 - Adding a new device

In the AddNew Device window select tHdodbusRouter and click the Ok button.
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Add New Device X
Select Device Type
Image Device Name - Description 2
i:) IP Point Hart Out HART Single Channel Output Communication Module
ﬂ J1939 Router SAE J1939 to Logix Communication Module
ﬂ Modbus Router Modbus to Logix Communication Module
n Modbus Router/B Modbus Router - Series B
ﬂ Modbus Router 485 Modbus 485 to Logix Communication Module
D PMIO Scanner 1756 Honeywell PMIO Scanner
ﬂ Process Cache Process Cache Module
W
corol

Figure3.13 ¢ Selectinga new ModbusRouter

Thedevice will appear in th€roject Exploretree as shown belowand its configuration
window opened The device configuration windowan be repened by eithedouble clicking
the module in the Project Explorertree or right clickingthe module and selecting
Configuration

ModbusRouter - Configuration E@
General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map  EtherNet/IP Devices EtherNet/IP Map  Intemal Map  Advanced
Identity
Instance Name ‘MOdbusRouter
Description ‘
IP Address A ‘ o . 0 . 0 . 0 | Major Revision |2 ~
IP Address B [0 - o . 0o . o |[=

Operational Mode

EtherNetIP
Router Mode Enis A EtherNet/IP Retry Limit [0-5]
Controller Mode Logix - EtherNet/IP EtherNet/IP TimeOut ms
Enhanced Mode Server ~
EtherNetlP Mode  EtherNetIP Targst ~ Target Connections 1 »
Ok Apply Cancel Help

Figure3.14 ¢ ModbusRouterconfiguration
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Refer to the additional information section in this document for Slge Ay &Gl f £ |

operationdocumentation.

3.4. GENERAL PARAMETERS

The MBR/B parametersill be configured by Slat&/hen downloading this configuration into
the module it will be saved in nevolatile memory that persists when the module is powered
down.

ﬁ NOTEWhen a firmware upgrade performed the module will clear all the
module configuration stored in newolatile storage.

The general configuration is shown in the figure below. The Modjaumeral configuration
window is opened by either double clicking on the module in the tree or4Gibking the
module and selectin@onfiguration

ModbusRouter - Configuration E@
General Modbus Ports  Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices  EtherNet/IP Map Internal Map  Advanced
Identity
Instance Name |MﬂdbusRquEr
Description |
IP Address A | 192 . . . 1 116 | Major Revision 2 ~
IP Address B [ o 0 0 o | [=
Operational Mode EtherNetIP
Router Mode ElEesd i EtherNeVIP Retry Limit [0-5]
Controller Mode Logix - EtherNet/IP EtherNetIP TimeOut ms
Modbus Mode Server ~
EtherNetIP Mode |EtherNet/IP Target ~ Target Connections 5 -
Ok Apply Cancel Help

Figure3.15- General Configuration

The general configuration consists of the following parameters:

l.j

Parameter Description
Instance Name This parameter is a user defined name to identify between various MoRbusers.
Description This parameter isised to provide a more detaitl description of the application fol
the module.
Major Revision The major revision of the module
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IP Address A

When not operating in Logix USB Redundant mode, this is the IP address of th
Modbus Router. When ihogix USB Redundant mode this will be the IP addres
Modbus Router A in the redundant setup.

IP Address B

When not operating in Logix USB Redundant mode, this is not applicable. Wt
Logix USB Redundant mode this will be the IP address of Modbus Router B
redundant setup.

Router Mode

The mapping mode will determine how the Modbugssages are routed.
Scheduled Tag mode

In Scheduled Tamode, the ModbusRouterwill initiate the exchange between thi
remote Modbus device and Logix. Either by reading data from a Modbus devic
writing it into a preconfigured Logix tag or vice versa. Modbarsmunication in this
mode is initiated by the Modbus RouteFhe Controller Modeselection will become
available when this mode is selected.

Reactive Tag mode

In Reactive Tamode the module will automatically route the Modbusessage anc
function to the appropriate preonfigured Logix tagModbuscommunication in this
mode is initiated by the remote Modbus devicEhe Controller Modeselection will
become available when this mode is selected.

Unscheduled mode

In Unschedulednode the ModbusRouter routes Logix messages to the remo
Modbus device and returns the result. There is little configuration required in
Modbus Router as the routing information is configured by Logix for each mes
transaction. Modbugommunication in this mode is initiated by Logix.

Enhanced mode

In Enhanced modehe user can decide if the MBR/B is operating as a Modbus C
or Server as well as if the MBR/B is operating as an EtherNet/IP Target or Ether
Originator.TheModbus Modeand EtherNet/IP Modeselectionwill become available
when this mode is selected.

Bridge mode

In Bridge Mode, theVlBR/B can operate as a transparent link for Modbus betw:
different media (TCP, RTU232, and RTU485). This altovexample,a Modbus client
on Modbus TCP to communicate wittultiple Modbus devices on RS232 or RS485.
vice versa.

Concentratormode

In Concentrator Mode, the MBR/B will collect data framumber ofModbus devices
and provide theconsolidateddata toone or moreModbus Client. The MBR/B will k
a Modbus Server on one port, amdModbus Clienbn the other ports. This will allov
a Modbus SCADA to efficiently read the data frmitiple Modbus devices, becaus
the data from the various Modbus devices have been concentrated into the MBF

Controller Mode

THIS IS ONLY RELEVANSCHEDULED AND REACTIVE MODE

This option will allow the user to communicate to either ControlLogix/CompactL
or SLC/MicroLogix. When Logix has been selected the user can use either Ethe
or USB. The Logix USB option also allows for Logix redundancy. The mapping
will provide more details regarding how to enter and use the target tag for each o
controller sets.

Logixg EtherNet/IP
ControlLogix or CompactLogix controllers using EtherNet/IP.
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Logix¢ USB
ControlLogix or CompactLogix controllers using USB.
NOTEWhen used for Modbus Mapping communication the Modk
Router the USB cable must be plugged directly into the L

Controller used. Plugging the USB cable into a routing devige
EN2TR) will not work for Modbus Mapping.

Logix¢ USB Redundant
Redundant ControlLogix controllers using USB.

NOTEWhen used for Modbus Mapping communication the Modk
Router the USB cable must be plugged directly into the L
Controller used. Plugging the US&ble into a routing device @
EN2TR) will not work for Modbus Mapping.

MicroLogix/SLC Ethernet

MicroLogix or SLC controllers.

ModbusMode

THIS IS ONLY RELEVAMNENHANCED MODE

Modbus Server

The data from the configured EtherNet/IP devicesing either Class 1 Assembli¢
Explicit messaging or Logix DirtztTag reads/writes) will be written to, or read fron
0KS Y2RdzZ SQa AYyUiSNYylf az2Rodza wS3IAads
accessed by a remote Modbus Client using eitvdbus TCP, Modbus RTU2:
Modbus RTU485, or any simultaneous combination of these.

Modbus Client

The data from the configured EtherNet/IP devices (using either Class 1 Asser
Explicit messaging or Logix DiremtTag reads/writes) will be written to, or read fron
0KS Y2Rdzf SQ&d AYyGSNYylf a2Rodza wS3IAails
Map can then be used to configure the Modbus data exchange between mu
NBEY2(GS az2Rodza { SNBSNJ RSGAOSa FyR (F
Modbus communication can be via Modbus TCP, Modbus RTU232, Modbus R
or any simultaneous combiniai of these.

EtherNet/IP Mode

THIS IS ONLY RELEVANENHANCED MODE

EtherNet/IP Target
As an EtherNet/IP target, the module can exchange the Cldssalwith devices on
the Modbus network:

9 EtherNet/IP Class 1 connection

Here a remote EtherNet/IP device (e.g. a Logix controller) establi
between 1 and 5 Class 1 connections to the module. Modbus data ce
mapped into four separate input and output class 1 cyclic connections tc
Logix controller (allowing up to 2Kt and 2KB output to be exchanged
the requested packet interva RPI).

EtherNet/IP Originator
As an EtherNet/IP originator, the module can use one of two methods to read
write data to and from the Modbus network:

1 EtherNet/IP Explicit Messaging

This allows the MBR/B to exchange data with up to 10 EtherNe
devices. The module can use either Class 3 or Unconnected Mess
(UCMM) to Get and Set data in themote EtherNet/IP devices.

Document NoD1(6-018 Page35of 204

Revision 111



Setup

i DirectToTag

This allows the MBR/B texchange data with a Logiontroller without the
need to write any application code (e.g. ladder) in Studio 5000. The Mo
data is directly read from, or written to, Logix tags.

EtherNet/IP Class 1 connection

Modbus data can be mapped to a maximum of 10 EtherNet/IP devices using inpt
2dz Lzl OfFaa m O8OftAO O2yySOiGA2yaod d(
GFNBSG RSOAOS IyR SEOKIy3S az2Ro6dza R
output assemblies.

ENIP Retry Limit

The amount of EtherNet/IP retries the module will make once no response
received from the Logix Controller.

ENIP TimeOut

The time in milliseconds after which a retry is sent. Once the first retry is sent the
retry will be sent after the samamount of time. This will repeat until the ENIP Re
Limit is reached.

Target Connections

The number of EtherNet/IP Connections to be used in the exchange with Logix (1
The first connection is used for status information while connection 2 to 5 is use
Modbus data exchangevhen operating in Enhanced mode).

A NOTEThis value must match that configured in the Logix 10O tree

Table3.1 - General configuration parameters

3.5. MODBUSARAMETERS

The Modbusconfiguration is shown in the figure below. The Modbus configuration window
is opened by either double clicking on the module in the tree or right clicking the module and
selectingConfiguration.Once in the configuration window select the second tab at the top

Modbus
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MaodbusRouter - Configuration

Modbus Parameters

Node Address
Update Rate
Timeout
Retry Limit
Reply Wait Time III
Inactivity Timeout
TCP Port 502

Base Address Modbus (Base 0) ~ Modbus-RTU

Il ="

] muti-server

(ms)

[100-5000] (ms)

[0-255] (ms) o
(ms)

(0 implies default port 502)

Ok Apply Cancel Help

Figure3.16 ¢ Modbus Configuration

The Modbusonfiguration consists of the following parameters:

Parameter

Description

Modbus Parameters

Base Address

The Modbus Router can be configured to operate in one of two Base Adi
modes; Modbus (Base 0) or PLC (Base 1).

For example, when operating in Base 0 mode the first holding register adi
will be 40000 whilst in Base 1 mode the first holding register address wi
40001. Depending on the system being interfaced to the user will need to s
the correct option.Failing to do this will result in the data being misaligned
one register.

Node Address

The Modbus node address of the Modbus Router.

Multi-Server

When this option is selected the user can select multiple nodes for the mag
items in the Reactive Tag Map when the module is a Modbus Server
Enhanced modeThis will allow the Modbus Router to emulate multiple Modk
Node Addresses.

Update Rate

The period (in milliseconds) between Client requggtsthe Modbus Auxiliary
Map)to the target Modbus device

Only validfor Modbus Clientwhen operating in Enhancethode.

Timeout The time (in milliseconds) the module will wait fovaid Modbus response.
Only validfor Modbus Client when operating in Enhanced mode Reactive
Mode.

Retry Limit The number of successive Modbus request retries before the requdstined

to have failed.
Only validfor Modbus Client when operating in Enhanced mode.
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Reply Wait Time The reply message wait is the minimum delay before the Modtapdy is
transmitted to the Modbus device.

Inactivity Timeout The amount of time during which no Modbus requests have been received b
the MBRB indicates that the connection to the Modbus Client is no longer act

Only valid for Modbus Server when operating in Enhanced mode.

TCP Port The TCP port to be used for the ModBIGPcommunication. By default, the
module will use the standard TCP port 502.

Modbus Legacy Only Relevant foiScheduledReactiveand UnscheduledModes

Protocol The ModbusRouter can interface to the Modbus device(s) on either sei
(ModbusRTU) or Ethernet (ModbtECP)

Redundant IP Address | When using Controller Modeogix¢ USB Redundanthe user carconfigurean
additional IP Addresasedonly ¥ 2 NJ a2 Rodza ¢/t @gKAOK
partner Modbus Router. See the Logix Redundancy section for more informg

Modbus Concentratoic Only Relevant for Concentrator Mode

Server Port The Modbus port which will be communicating with the Modbus Client.
Only valid for Concentrator Mode.

Table3.2 ¢ Modbusconfiguration parameters

3.6. PORT®LARAMETERS

The Ports configuration is shown in the figure below. TRerts configuration window is
opened by either double clicking on the module in the tree or right clicking the module and
selectingConfiguration.Once in the configuration window select the second tab at the top
Ports

MeodbusRouter - Configuration E@

Enhanced

RS232 Port

o BAUD Rate  [19200 v (kbitis)
19200 Parity Nome v
MNone

RS5485 Port

BAUD Rate 19200 ~ | (kbit/s)

Parity None e
Physical
[] Enable RS-485 Terminator RS-485 Ground Bridge
Ok Apply Cancel Help

Figure3.17 ¢ PortsConfiguration
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ThePortsconfiguration

consists of the following parameters:

Parameter

Description

Legacy Only Relevant for

ScheduledReactiveand Unscheduledvodes

Serial Port The user can select either 32 or R85 for Modbus RTU.

BAUD Rate The BAUD rate will configure at what speed the data is send across the |
or RS485erial network. The module provides the following speeds:
1200, 2400, 4800, 9600, 19200, 38400, 57600, and 115200

Parity ¢KS LI NRGE LI NIFYSGSNI gAtt O2y FA3d

serial port. The module allows for Even, Odd, or None parity setting.

Enhanced; Only Relevant

for Enhanced, Bridge, and Concentrator Modes

RS232 Porg Baud Rate

The BAUD rate will configure at what speed the data is send across the |
serial network. The module provides tfalowing speeds:

1200, 2400, 4800, 9600, 19200, 38400, 57600, and 115200

RS232 Port Parity

¢CKS LI NARGE LI NI YSUGSNI oAff
The module allows for Even, Odd, or None parity setting.

O2y TA3d

RS485 Porg Baud Rate

The BAUD rate will configure at what speed the data is send across the |
serial network. The module provides the following speeds:

1200, 2400, 4800, 9600, 19200, 38400, 57600, and 115200

RS485 Por Parity

The parity parameterwiD2 y T A 3dzNB G KS LI NAsérial paetd
The module allows for Even, Odd, or None parity setting.

Physical

Enable R8&85 Terminator

Enables the oiboard 125K RS485 terminating resistor.

RS$S485 Ground Bridge

Connects thésolated RS485 ground to the external Ground terminal.

NOTEWhen enabled, the isolated RS232 and RS485 grounds are connec

NOTETh

®

3.7.

Table3.3 ¢ Portsconfiguration parameters

e Modbus Routesupports 8 data bits and 1 stop bit.

SCHEDULED TNGDE

The Scheduled Tagputing mode transfers data between Modbugevices and Logix

controllers. Unlike the

Reactive tag mode, the Modbus Ro(#ren in the Scheduled Tag

mode) initiates the messaging.

In this mode the Mod

devices without any configuration or programming required in either the Modbus device or
e data will be exchanged at a fixed interval which is configured in Slate

the Logix controller. Th

budkouter transfers data between a Logix controlland Modbus
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MaodbusRouter - Configuration EI@
General Modbus Ports Scheduled Tag Reactive Tag Services Mulii-Server Bridge Modbus Auxiliary Map EtherNetfIP Devices EtherNet/IP Map Intemal Map Advanced
Logix Controller / PLC Mapping (max. of 3 items.) Scan Configuration

Logix Name Logix Controller Path Browse Scan Interval (ms)

» North 192.168.1.8.1,0 1000

» B 2000

c 5000

D 10000

Logix / PLC Tag Mapping (max. of 100 items_)

Element Element
Modbus Function Scan  Node Start Count Data Type Target Name Target Tag Browse

~ £ e ~

Ok Apply Cancel Help

Figure3.18 - Scheduled Tag configuration

The Schedule Tagode is configured in three steps. First the user must create a Target Name
(CIP path to the destination Logix contro)larhich will be used to link the Modbdignction
and register range to the destination Logix.tag

f NOTEWhen using USB to connect to the Logix Controller, the CIP path is
required for operation as the Modbus Router will be plugged directly into the
Logix Controller.

3.7.1. LOGIXCONTROLLERPE
3.7.1.1. ErTHERETIP

The Logix controllgraths can either be entered manually or the user can browse to them by
clicking the Browse button. The Target Browsell open and automatically scan for all
available EtherNet/IEevices.

If the Ethernet/IPmodule is a bridge module, it can be expanded by rdicking on the
module and selecting the Scan option.
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192.168.1.42 : BMEP5840

192.168.1.101 : 190 Scann

--------- ﬁ 192.168.1.41 : BMEP5840

192.168.1.102 : i90 Scanne

192.168.1.8 : 1756-EN2TR/B

192.168.1.30 : 1766-L32B

Select

Scan

Add Child Node
Properties

Port Configuration
Reset Module

T

Figure3.19- Scanning node in the Target Browser

Target Browser

YO

Done

3 1 ) s 1

i R

:DESKTOP-RJTTETN
127.00.1: DESKTOP-RJTTETN
192.168.1.6: 1756-EN2TR/B
192.168.1.7 : 1786-EN2TR/C

192.168.1.8: 1756-EN2TR/B

E
00 : 1756-L85E/B

01:1756-EN2TR/B

ﬁ 02 : 1756-CNBR/E 11.005

|
I 03 :1756-L62/B LOGIX5562

192.168.1.30 : 1766-L32BXBA B/14.00

192.168.1.41: BMEP584040

Ok

Cancel

Figure3.20 - Target Browser selection

The required Logix controllean then be chosen by selecting it and clicking the Ok button, or
by doubleclicking on the controller module.

A maximum number of 3 controller mapping entries can be added.

The second part of the Scheduled Tagde setup is to configure the scan intervals. The scan
intervals allow different data items to be transferred at different rates. There are 4 scan
classes, viz. A, B, C and D. The intervals for each can be adjusted by entering the scan time in
millisecands. The interval must be between 200 milliseconds and 60 seconds.

The third part of the Scheduled Tagpde setup is to configure the link between a Modbus
function and register range combination to a Logix tag, and the associated action and scan

required
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ModbusRouter - Configuration

Logix Controller / PLC Mapping (max. of 3 items.)

Logix Name Logix Controller Path Browse

v North 192.168.1.8,1,0 1]
.

Logix / PLC Tag Mapping (max. of 100 items_)

Element Element
Modbus Function Scan  Node Start Count Data Type Target Name Target Tag

» Read Discrete Input vl A v 1 0 8 BOOL ~ North ~ | LevelSwitches[0]

~ e ~ w

Ok Apply Cancel Help

ESH EEl =%

General Modbus Pors Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNey/IP Map Internal Map  Advanced

Scan Configuration

Scan Interval (ms)
1000
2000
5000
10000

o0 mw

Browse

Figure3.21 ¢ Scheduled Tag Mapping

The Modbus Function is used to determine the actual Modbus command to be sent to the

device, as described in the table below:

Selected Function Modbus Data Type| Single / Multiple| Modbus Function

Read Coil Boolean Both 01- Read Coils
ReadDiscrete Input Boolean Both 02 - Read Discrete Inputs
Read Holding Registe Integer Both 03- Read Holding Registers
Read Input Register Integer Both 04 - Read Input Registers
Write Coil Boolean Smgle 05-Wr!te Smgle COII.
Multiple 15 - Write Multiple Coils
Write Register Integer Slngle 06-Wr!te Slng.le Regls.ter
Multiple 16 - Write Multiple Registers

Table3.4 - Modbus Function Mapping

The Scan field specifies at what rate trensaction will be executed. Select a scan class letter
that matches the required interval. Care must be taken to select a realistic scan interval,

taking into account the configured Baud rate and message size.

z

RSQOAOS

¢KS Lt IFRRNX&da IyR b2RS A& GKS NBY2GS
NOTEThe IP address is only relevant (and visible) if the ModiLiR protocol
is selected The Node address is relevant for both Modbus protocols.

The range of data to be accessed from the remote device must also be specified. This is

achieved by entering thRegister Starand Element Countalues.
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Modbusread and write functions involve the transfer of either Booleans or integers (16 bit).
A part or combination of integers may represent other types. For this reason, the Modbus
Router allows the mapping of integbased functions to the following Logixtdaypes:

T SINT

T INT
1 DINT
1 REAL.

All discrete or Boolean based function neeb®mapped to a Logix BOOL array.

NOTE When mapping a range of registers to a Logix array, it is important to
ensure that the destination Logix array is sufficiently large to accommodate all
the data.

NOTE When mapping a range of registers to a Logix DINT or REAL array, the
Register Start must be an even number, else the integer data will not be
aligned with the 32bit destination Logix tag.

NOTEWhen writing to a DINT or REAL datatype the user cannot write a single
Modbus element (14it). At least two elements will need to be written to
either of the above 32it datatypes (DINT or REAL).

NOTE When doing a single/multiple coil/discrete write to a Logix Bool array
datatype the remaining bits of the 3&t aligned Bool array will be overwritten.

> B B P

One of the Target Names configured in the first step can be selected by means of the target
Name combo box.

The Target Tagan be either entered manually or selected using the Tag Browser in Btegte
Tag Browser requires the controller to be available on the network.

To browse to the tag, click on the Browse button. The Tag Browser will open and scan all the

tags inside that controller. If the controller has been recently scanned in this &lason,

then a cached version of the tags will be displayed. A rescan of the tags can be triggered by
aStSOGAYy3a GKS wWSTFNBaK odzitd2y Ay GKS ¢l 3 . NBG

Only tags of a relevant type will be enabled, guiding the user to select a suitable tag.
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Logix Tag Browser O X
«BHE
Tagname - Data Type ~
=} LevelSuitches BOOL[32]
LevelSwitches[0] BOOL
[~ LevelSwitches[1] BOOL
—LevelSwitches[2] BOOL
—LevelSwitches[3] BOOL
I~ LevelSwitches[4] BOOL
[~ LevelSwitches[5] BOOL
—LevelSwitches[6] BOOL
—LevelSwitches[7] BOOL
[~ LevelSwitches[8] BOOL
—LevelSwitches[9] BOOL
—LevelSwitches[10] BOOL
~LevelSwitches[11] BOOL
I~ LevelSwitches[12] BOOL
—LevelSwitches[13] BOOL
—LevelSwitches[14] BOOL
I~ LevelSwitches[15] BOOL
—LevelSwitches[16] BOOL
—LevelSwitches[17] BOOL
I~ LevelSwitches[18] BOOL v
o
Tag DB Build Complete

Figure3.22 ¢ Tag Browser tag selection

3.7.1.2. USB

NOTE The Modbus Router can only communicate &iragleLogix Controller.

NOTE The Modbus Routenust be directly connected to the Logix controller
(via USB) with which it will exchange data.

NOTE The userdoes not need to enter the Logix Controller path in the
mapping, because the Modbus Router is directly connected to the Logix
Controller (via USB). The Logix Controller Pathowijt be used for browsing

the tags of the Logix Controller when connected on the same network.

NOTE The user will need to ensure that if a Controller is being scanned for
tags, that the CIP Path used is to the same Logix Controller directly connected
to the Modbus Router (via USB)

> bbb

The Logix controllgpath (used for scanning the Logix Controller tags) can either be entered
manually, left blank (it the tags are manually being entered), or the user can browse to them
by clicking the Browse button. The Target Browsél open and automatically scan for all
available EtherNet/I@evices.

If the Ethernet/IPmodule is a bridge module, it can be expanded by rddicking on the
module and selecting the Scan option.
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il

- 192.168.1.8 : 1756-EN2TR/B

--------- 192.168.1.30 : 1766-L32B

Select

Scan
--------- 192.168.1.41 : BMEPS84() Add Child Node

--------- 192.168.1.42 : BMEP5840 Properties

Port Configuration
Reset Module 3

--------- 192.168.1.101 : 130 Scann

--------- 192.168.1.102 : 190 Scanne

=

Figure3.23- Scanning node in the Target Browser

Target Browser - O e
"'i G} Done

B2 :DESKTOP-RJTTETN
127.0.01:DESKTOP-RJTTETN
192.168.1.6: 1756-EN2TR/B
192.168.1.7: 1756-EN2TR/C
192.168.1.8: 1756-EN2TR/B

Ed
00:1756-L85E/B

01:1756-EN2TR/B

ﬁ 02 :1756-CNBR/E 11.005

&
03 :1756-L62/B LOGIX5562
192.168.1.30 : 1766-L32BXBA B/14.00

192.168.1.41: BMEP584040

s

Ok Cancel

Figure3.24 - Target Browser selection

The required Logix controllean then be chosen by selecting it and clicking the Ok button, or
by doubleclicking on the controller module.

The second part of the Scheduled Tagde setup is to configure the scan intervals. The scan
intervals allow different data items to be transferred at different rates. There are 4 scan
classes, viz. A, B, C and D. The intervals for each can be adjusted by entering the scan time in
milliseconds. The interval must be between 200 milliseconds and 60 seconds.

The third part of the Scheduled Tagpde setup is to configure the link between a Modbus
function and register range combination to a Logix tag, and the associated action and scan
required

Document NoD1(6-018 Page45of 204
Revision 1.1



Setup

Logix / PLC Tag Mapping (max. of 100 items_)

Element Element
Modbus Function Scan  Node Start Count Data Type Target Name Target Tag

» Read Discrete Input vl A v 1 0 8 BOOL ~ North ~ | LevelSwitches[0]

~ e ~ w

Ok Apply Cancel Help

ModbusRouter - Configuration E@
General Modbus Pors Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNey/IP Map Internal Map  Advanced
Logix Controller / PLC Mapping (max. of 3 items.) Scan Configuration

Logix Name Logix Controller Path Browse Scan Interval (ms)

v North 192.168.1.8,1,0 1] 1000

. B 2000

c 5000

D 10000

Browse

Figure3.25¢ Scheduled Tag Mapping

The Modbus Function is used to determine the actual Modbus command to be sent to the

device, as described in the table below:

Selected Function Modbus Data Type| Single / Multiple| Modbus Function

Read Coil Boolean Both 01 - ReadCoils

Read Discrete Input Boolean Both 02 - Read Discrete Inputs

Read Holding Registe Integer Both 03- Read Holding Registers

Read Input Register Integer Both 04 - Read Input Registers

Write Coil Boolean Smgle 05-Wr!te Smg.le coli ,
Multiple 15- Write Multiple Coils

Write Register Integer Slngle 06-Wr!te Slng.le Regls.ter
Multiple 16 - Write Multiple Registers

Table3.5 - Modbus Function Mapping

The Scan field specifies at winate the transaction will be executed. Select a scan class letter
that matches the required interval. Care must be taken to select a realistic scan interval,

taking into account the configured Baud rate and message size.

z

RSQOAOS

¢KS Lt IFRRNX&da IyR b2RS A& GKS NBY2GS
NOTEThe IP address is only relevant (and visible) if the ModiLiR protocol
is selected The Node address is relevant for both Modbus protocols.

The range of data to be accessed from the remote device must also be specified. This is

achieved by entering thRegister Starand Element Countalues.
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Modbusread and write functions involve the transfer of either Booleans or integers (16 bit).
A part or combination of integers may represent other types. For this reason, the Modbus
Router allows the mapping of integbased functions to the following Logixtdaypes:

T SINT

T INT

1 DINT

1 REAL.

All discrete or Boolean based function need to be mapped to a Logix BOOL array.

NOTEWhen mapping a range of registers to a Logix array, it is important to
ensure that the destination Logix array is sufficiently large to accommodate all
the data.

NOTE When mapping a range of registers to a Logix DINT or REAL array, the
Register Start must be an even number, else the integer data will not be
aligned with the 32bit destination Logix tag.

NOTEWhen writing to a DINT or REAL datatype the user cannot write a single
Modbus element (14it). At least two elements will need to be written to
either of the above 32it datatypes (DINT or REAL).

NOTE When doing a single/multiple coil/discrete write to a Logix Bool array
datatype the remaining bits of the 3&t aligned Bool array will be overwritten.

> B B P

One of the Target Names configured in the first step can be selected by means of the target
Name combo box.

NOTE The target CIP Path is only used for browsing to the Logix Controller
from Slate when using USB, because the Modbus Router is already directly
connected to the Logix Controller (via USB).

>

The Target Tagan be either entered manually or selected using the Tag Browser in Btete
Tag Browser requires the controller to be available on the network.

To browse to the tag, click on the Browse button. The Tag Browser will open and scan all the

tags inside that controller. If the controller has been recently scanned in this &iaggon,

then a cached version of the tags will be displayed. A rescan of the tags can be triggered by
aStSOGAYy3a GKS wWSTFNBaK odzitd2y Ay GKS ¢l 3 . NBG

Only tags of a relevant type will be enabled, guiding the user to select a suitable tag.
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Logix Tag Browser O X
«BHE
Tagname - Data Type ~
=} LevelSuitches BOOL[32]

LevelSwitches[0] BOOL
[~ LevelSwitches[1] BOOL
—LevelSwitches[2] BOOL
—LevelSwitches[3] BOOL
I~ LevelSwitches[4] BOOL
[~ LevelSwitches[5] BOOL
—LevelSwitches[6] BOOL
—LevelSwitches[7] BOOL
[~ LevelSwitches[8] BOOL
—LevelSwitches[9] BOOL
—LevelSwitches[10] BOOL
~LevelSwitches[11] BOOL
I~ LevelSwitches[12] BOOL
—LevelSwitches[13] BOOL
—LevelSwitches[14] BOOL
I~ LevelSwitches[15] BOOL
—LevelSwitches[16] BOOL
—LevelSwitches[17] BOOL

I~ LevelSwitches[18] BOOL v

oo

Tag DB Build Complete

Figure3.26 ¢ Tag Browser tag selection

3.7.2. MICROQOGIXSLCCONTROLLER'PE

The MicroLogix/SLC controlleaths can either be entered manually or the user can browse
to them by clicking the Browse button. The Target Browgéropen and automatically scan
for all available EtherNet/IBevices.

Target Browser - O X
*? C’) Done

192.168.1.153 : HART 40ut

192.168.1.214 : DNP3 Router

192.168.1.213 : DNP3 Router

192.168.1.212 : DNP3 Router

192.168.1.211: DNP3 Router

182.168.1.207 : Modbus Router 485

w
B

192.168.1.40 - 2080-LC20-20AWEB

Pl
4

192.168.1.128 : PanelView Plus_6 1250

192.168.1.24 : 1788-EN2PAR/B

192.168.1.30 - 1766-L32BXBA B/14.00

192.168.1.28 1 1756-ENBT/A

[t
=

" G O O | s s § s i | s ] i

Ok Cancel

Figure3.27 - Target Browser selection

The required MicroLogix/SLC controlam then be chosen by selecting it and clicking the Ok
button, or by doubleclicking on the controller module. A maximum number of 3 controller
mapping entries can be added.
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The second part of th&cheduledTagmode is to configure the link between a Modbus
function and register rangéo a MicroLogix/SLC File numbdrhis will allow the Modbus
message initiator to effectively write to, or read from, a MicroLogix/SLC File using traditional
Modbus functions.

MaodbusRouter - Configuration E@
General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNeyIP Devices EtherNeyIP Map Internal Map  Advanced
Logix Controller / PLC Mapping (max. of 3 items.) Scan Configuration

Logix Name Logix Controller Path Browse Scan Interval (ms})

ML 1400 192 168.1 30 1000

’ sLc 192.168.1.31 [ ] B 2000

» c 5000

D 10000

Logix / PLC Tag Mapping (max. of 100 items.)

Element Element

Modbus Function Scan  Node Start Count Data Type Target Name Target Tag

» |Read Holding Register ~ A 1 0 10 INT ~ [ML1400 v
. H

~ ~ ~

Ok Apply Cancel Help

Figure3.28 ¢ Scheduledrag Mapping (MicroLogix/SLC Controller Type)

Modbusread and write functions involve the transfer of either Booleans or integers (16 bit).
A part or combination of integers may represent other types. For this reason, the Modbus
Router allows the mapping @itegerbased functionso the following data types when using
the MicroLogix/SLC controller:

1 BOOL
T INT
1 REAL

All discrete or Boolean based function need to be mapped to a BOOL array (eg. B3:0).

NOTE When mapping a range of registers to a File array, important to
ensure that the destination File array is sufficiently large to accommodate all
the data.

NOTE When mapping a range of registers to a Float File array, the Register
Start must be an even number, else the integer data will noalgned with

the 32bit destination Float File.

NOTEWhen writing to a REAL datatype the user cannot write a single Modbus
element (16bit). At least two elements will need to be written a float datatype.
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f NOTE When doing a single/multiple coil/discrete write to a MicroLogix/SLC
Bool array datatype the remaining bits of the-BR aligned Bool array will be
overwritten.

Next the range of Modbus data to be accessed must be specified. This is achieved by selecting
aRegister Starand Element Count

If the ModbusElement Counis 1, it is possible to map a single integer register to a single
integer tag. All other combinations will require a File array to be selected.

Below is an example of the target File selection. The File must be entered manually by typing
in the needed File (e.g. N7:20).

ModbusRouter - Configuration E@

General Modbus Ports Scheduled Tag Reactive TagServices Multi-Server Bridge Modbus Auxiliary Map EtherNey/IP Devices EtherNetIP Map Internal Map  Advanced

Logix Controller / PLC Mapping (max. of 3 items.) Scan Configuration

Logix Name: Logix Controller Path Browse Scan Interval (ms})

ML1400 192.168.1.30 1000

3 sLc 192.168.1.31 [ B 2000
. c 5000
D 10000

Logix / PLC Tag Mapping (max. of 100 items.)

Element Element
Modbus Function Scan  Node Start Count Data Type Target Name Target Tag

Read Holding Register |~ A 1 0 10 INT e ML1400 ~ IN7:20

pe ~ ~ w ~

Ok Apply Cancel Help

Figure3.29 ¢ File Selection for MicroLogix/SLC Controller Type

The message routing executes in the exact same way as the Logix Controller type in section
3.7.1

3.8. REACTIVE TAG MODE

The Reactive Taguting mode allows mapping of virtual Modbus registers to Logix tags
across multiple controllers. In this mode the ModliRsuterwill redirect a Modbus message
to a Logix controlleat a preconfigured path.

Thus, the routing of Modbueead and write register requests is managed by the Modbus
Router and converted to direct Logix tag read and write functions.
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MaodbusRouter - Configuration E@

General Modbus Ports Scheduled Tag Reactive TagServices Multi-Server Bridge Modbus Auxiliary Map EtherNeyIP Devices EtherNeyIP Map Internal Map  Advanced

Logix Controller / PLC Mapping (max. of 3 items.)

Target Name Logix Controller Path Browse

- —

Logix /PLC Tag Mapping (max. of 100 items_)

A?;’:’eis Function Element Start Element Count Data Type Target Name Target Tag Browse

[ ~ ~ ~

Ok Apply Cancel Help

Figure3.30 - Reactive Tagiode configuration

The Reactive Tagode is configured in two steps. First the user must create a Target Name
(CIP path to the destination Logix contro)larhich will be used to link the Modbdignction
and register selectioto the destination Logix tag

3.8.1.1. LOGIXCONTROLLERPE
3.8.1.1.1. ETHERNET/IP

The Logix controllgraths can either be entered manually or the user can browse to them by
clicking the Browse button. The Target Browsell open and automatically scan for all
available EtherNet/IEevices.

If the Ethernet/IPmodule is a bridge module, it can be expanded by rdicking on the
module and selecting the Scan option.

- 192.168.1.8 : 1756-EN2TR/B

--------- 192.168.1.30 : 1766-L32B

]

Select

Scan
Add Child Node
--------- 192.168.1.42 : BMEP5840, Properties

--------- 192.168.1.41 : BMEP5840,

Port Configuration
Reset Module 3

--------- 192.168.1.101 : 130 Scann

=

--------- I 192.168.1.102 : 190 Scanne

Figure3.31- Scanning node in the Target Browser
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Target Browser - O *
"? C’) Dane

E2 :DESKTOP-RJTTETN 2
B2 127001 :DESKTOP-RJTTETN

EE 192.168.1.6: 1756-EN2TR/B

52} 192.168.1.7: 1756-EN2TR/C

= 192.168.1.8: 1756-EN2TR/B

. ﬂ 00 : 1756-L85E/B

01:1756-EN2TR/B
02:1756-CNBR/E 11.005
03:1756-L62/B LOGIX5562
192.168.1.30 : 1766-L32BXBA B/14.00

192.168.1.471 : BMEP584040

i

Ok Cancel

Figure3.32 - Target Browser selection

The required Logix controllean then be chosen by selecting it and clicking the Ok button, or
by doubleclicking on the controller module.

A maximum number of 3 controller mapping entries can be added.
The second part of the Reactive Tagde is to configure the link between a Modbusiction

and register rangéo a Logix tagThis will allow the Modbus message initiator to effectively
write to, or read from, a Logix tag using traditional Modbus functions.

ModbusRouter - Configuration EI @

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNet/IP Map Intemal Map Advanced

Logix Controller / PLC Mapping (max. of 3 items.)

Target Name Logix Controller Path Browse
North 192.168.1.8,1,0
» South

Logix /PLC Tag Mapping (max. of 100 items.)
MNode

Addrass Function Element Start Element Count + Data Type Target Name Target Tag Browse
3 Read Holding Register 0 10 INT w ~
: = = South
Ok Apply Cancel Help
Figure3.33 ¢ Reactive Tag Mapping (Logix Controller Type)
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Modbusread and write functions involve the transfer of either Booleans or integers (16 bit).
A part or combination of integers may represent other types. For this reason, the Modbus
Router allows the mapping aitegerbased functionso the following Logix data types when
using a ControlLogix or CompactLogix controller:

T SINT
T INT

1 DINT
1 REAL

All discrete or Boolean based function need to be mapped to a Logix BOOL array.

NOTE When mapping a range of registers to a Logix array, it is important to
ensure that the destination Logix array is sufficiently large to accommodate all
the data.

NOTE When mapping a range of registers to a Logix DINT or REAL array, the
Register Start must be an even number, else the integer data will not be
aligned with the 32bit destination Logix tag.

NOTEWhen writing to a DINT or REAL datatype the user cannot write a single
Modbus element (14it). At least two elements will need to be written to
either of the above 32it datatypes (DINT or REAL).

NOTE When doing a single/multiple coil/discrete write to a Logix Bool array
datatype the remaining bits of the 3&t aligned Bool array will be overwritten.

> B B P

Next the range of Modbus data to be accessed must be specified. This is achieved by selecting
a Register Starand Element Count

If the ModbusElement Counts 1, it is possible to map a single integer register to a single
integer tag. All other combinations will require a Logix tag array to be selected.

Below is an example of the target tag selection. The Targetdrabe either entered manually
or selected using the Tag Browser in Slatee Tag Browser requires the controller to be
available on the network.

To browse to the tag, click on the Browse button. The Tag Browser will open and scan all the

tags inside that controller. If the controller has been recently scanned in this &iaggon,

then a cached version of the tags will be displayed. A rescan of the tags can be triggered by
aStSOGAYy3a GKS wWSTFNBaK odzitd2y Ay GKS ¢l 3 . NBG

Only tags of a relevant type will be enabled, guiding the user to select a suitable tag.
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Logix Tag Browser O x
cEE
Tagname - Data Type ~
[l LogixArray INT[100]
—LogixArray[1] INT
—LogixArray[2] INT
—LogixArray[3] INT
I~ LogixArray[4] INT
I~ LogixArray[5] INT
—LogixArray[6] INT
—LogixArray[7] INT
—LogixArray[8] INT
I~ LogixArray[9] INT
[~ LogixArray[10] INT
—LogixArray[11] INT
—LogixArray[12] INT
—LogixArray[13] INT
I~ LogixArray[14] INT
[~ LogixArray[15] INT
—LogixArray[16] INT
—LogixArray[17] INT
—LogixArray[18] INT v
care
Tag DB Build Complete

Figure3.34 ¢ Tag Browser tag selection

The figure below is an example of hdwodbusmessages are routed to the Logix tags using
the Reactive Talylap mode.

size matches that of the Modbusessage request$-ailing to do this can cause

2 NOTEL G A& (GKS dzaSNIDa NI a&LRy dakadypd ahdi &
unexpected results and communication faults.

Logix Controller Mapping (max. of 3 items.)

Target Name Logix Controller Path Browse
[ North 192.168.1.101,1.0
South 192.168.1.133,1.0

Logix Tag Mapping (max. of 20 items.)

Function Register Start Element Count Data Type Target Name Target Tag Browse
| Read Holding Register _~ | 0 10 INT | North ;[ LogixArray[0]
| Read Input Register x| 0 20 REAL = South ;[ Temperatures[0]
e - v ;‘
Modbus-TCP EtherNet/IP
Read Holding Register *
Start 0 : Count 10
. |
SCADA - Modbus \
Polling Master Modbus \ '\.
Router
“North” “South”
192.168.1.101 192.168.1.133

Figure3.35- Reactive Tag mode configuration in Slate (example route 1)
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Logix Controller Mapping (max. of 3 items.)

| Target Name Logix Controller Path | Browse
Narth 192.168.1.101,1,0
|_ South 192.168.1.133,1,0
2

Logix Tag Mapping (max of 20 items.)

Function Register Start Element Count | Data Type Target Name Target Tag | Browse
Read Holding Register = | 0 10 INT | North ~ || LogixArray[0]
|_ Read Input Register LI 0 20 REAL L] South L] Temperatures[0]
53 - | LI L]

EtherNet/IP

Modbus-TCP
Read Input Register

Start 0 : Count 20

P N 4 —
H= \ ® ( ®
SCADA - Modbus [ |
Polling Master Modbus \ \
Router
“North” “South”
192.168.1.101 192.168.1.133

Figure3.36 - Reactive Tag mode configuration in Slate (example route 2)

3.8.1.1.2. USB

NOTE The Modbus Router can communicate only &irayleLogix Controller.

NOTE The Modbus Routenust be directly connected to the Logix controller
(via USB) with which it will exchange data.

NOTE The userdoes not need to enter the Logix Controller path in the
mapping, because the Modbus Router is directly connected to the Logix
Controller (via USB). The Logix Controller Pathowijt be used for browsing

the tags of the Logix Controller when connected on the same network.

NOTE The user will need to ensure that if a Controller is being scanned for
tags, that the CIP Path entered is to the same Logix Controller directly
connected to the Modbus Router (via USB)

> bbb

The Logix controllgnath (used for scanning the Logix Controller tags) can either be entered
manually, left blank (it the tags are manually being entered), or the user can browse to them
by clicking the Browse button. The Target Browsér open and automatically scan for all
available EtherNet/IEevices.
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If the Ethernet/IPmodule is a bridge module, it can be expanded by ridicking on the
module and selecting the Scan option.

[ 192.168.1.8 : 1756-EN2TR/B

--------- 192.168.1.30 : 1766-L32B

il

Select

Scan
Add Child Node
--------- 192.168.1.42 : BMEP5840) Properties

--------- 192.168.1.41 : BMEP5840,

Port Configuration

--------- I 192.168.1.107 ;190 Scann
Reset Module 4

--------- 192.168.1.102 - i90 Scanne

=

Figure3.37 - Scanning node in the Target Browser

Target Browser - O X
...‘-lur @ Done

[ :DESKTOP-RJTTETN ~
127007 :DESKTOP-RJTTETN
192.168.1.6: 1756-EN2TR/B

192.168.1.7 : 1756-EN2TR/C

I " o

192.168.1.8: 1756-EN2TR/B

i
00 : 1756-L85E/B

ﬂ 01:1756-EN2TR/B

ﬁ 02 :1756-CNBR/E 11.005
Ed
I 03:1756-L62/B LOGIX5562
192.168.1.30: 1766-L32BXBA B/14.00

192.168.1.41: BMEP584040

Ok Cancel

Figure3.38 - Target Browser selection

The required Logix controllean then be chosen by selecting it and clicking the Ok button, or
by doubleclicking on the controller module.

The second part of the Reactive Tagde is to configure the link between a Modbusiction
and register rangéo a Logix tagThis will allow the Modbus message initiator to effectively
write to, or read from, a Logix tag using traditional Modbus functions.

Document NoD1(6-018 Page56 of 204
Revision 1.1



Setup

General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNey/IP Devices EtherNeyIP Map Intemal Map Advanced

Logix Controller / PLC Mapping (max. of 3 items.)

Target Name Logix Controller Path Browse

North 192.168.1.8.1.0
> T
Logix /PLC Tag Mapping (max. of 100 items.)
A;‘Igrd:ss Function Element Start Element Count Data Type Target Name Target Tag Browse
S Read Holding Register 0 10 INT v North ~ [
v ~

o

Ok Apply Cancel Help

ModbusRouter - Configuration EI@

Figure3.39 ¢ Reactive Tag Mapping (Logix Controller Type)

Modbusread and write functions involve the transfer of either Booleans or integers (16 bit).
A part or combination of integers may represent other types. For this reason, the Modbus
Router allows the mapping aitegerbased functions$o the following Logix data types when

using a ControlLogix or CompactLogix controller:

1 SINT
T INT

T DINT
1 REAL

All discrete or Boolean based function need to be mapped to a Logix BOOL array.

> B B b

NOTE When mapping a range of registers to a Logix array, it is important to
ensure that thedestination Logix array is sufficiently large to accommodate all
the data.

NOTE When mapping a range of registers to a Logix DINT or REAL array, the
Register Start must be an even number, else the integer data will not be
aligned with the 3zbit destination Logix tag.

NOTEWhen writing to a DINT or REAL datatype the user cannot write a single
Modbus element (16it). At least two elements will need to be written to
either of the above 3it datatypes (DINT or REAL).

NOTE When doing a single/multiple coil/discrete write to a Logix Bool array
datatype the remaining bits of the 3t aligned Bool array will be overwritten.
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Next the range of Modbus data to be accessed must be specified. This is achieved by selecting
a Register Starand Element Count

If the ModbusElement Counts 1, it is possible to map a single integer register to a single
integer tag. All other combinations will require a Logix tag array to be selected.

Below is an example of the target tag selection. The Targetdralge either entered manually
or selected using the Tag Browser in Slatee Tag Browser requires the controller to be
available on the network.

To browse to the tag, click on the Browse button. The Tag Browser will open and scan all the

tags inside that controller. If the controller has been recently scanned in this &iasgon,

then a cached version of the tags will be displayed. A rescan of the tags can be triggered by
aSt SOGAYy3a GKS wWSTFNBaK odzid2y Ay GKS ¢+ 3 . NBG

Only tags of a relevant type will be enabled, guiding the user to select a suitable tag.

Logix Tag Browser O X
cHBE
Tagname - Data Type ~
[~ LogixArray INT[100]
— LogixArray[1] INT
i~ LogixArray[2] INT
— LogixArray[3] INT
— LogixArray[4] INT
I~ LogixArray[5] INT
— LogixArray[6] INT
i~ LogixArray[7] INT
— LogixArray[8] INT
I~ LogixArray[9] INT
— LogixArray[10] INT
— LogixArray[11] INT
—LogixArray[12] INT
I~ LogixArray[13] INT
— LogixArray[14] INT
— LogixArray[15] INT
—LogixArray[16] INT
—LogixArray[17] INT
— LogixArray[18] INT w
cors
Tag DB Build Complete

Figure3.40¢ Tag Browser tag selection

The figure below is an example of hdwodbusmessages are routed to the Logix tags using
the Reactive Taljlap mode.

size matches that of the Modbusessage request$-ailing to do this can cause

: NOTELG A& (GKS dzaSNRa NBalLlRy dakadypdandl & (2
unexpected results and communication faults.
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Logix Controller / PLC Mapping (max. of 3 items.)

Target Name. 1 Logix Controller Path Browse
» North 1192.168.1.101,1,0 |

Logix /PLC Tag Mapping (max. of 40 items.)
Node

Function Element Start Element Count Data Type Target Name Target Tag Browse

| | 2 |Read Holding Register | v | a \ 10 [inT | North ~| 1 |

\ | \ | ] | | |

Modbus-TCP usB

Read Holding Register
Start 0 : Count 10

FH

SCADA - Modbus
Polling Master

“North”

Figure3.41 - Reactive Tag mode configuration in Slate (via USB)

3.8.1.2. MICRQOGIXSLOCONTROLLERPE

The MicroLogix/SLC controllpaths can either be entered manually or the user can browse
to them by clicking the Browse button. The Target Browaéropen and automatically scan
for all available EtherNet/IBevices.

Target Browser — O X
w C‘) Done

192.168.1.153 . HART 40ut
182.168.1.214 : DNP3 Router
192.168.1.213: DNP3 Router
192.168.1.212 : DNP3 Router
192.168.1.211: DNP3 Router
192.168.1.207 - Modbus Router 485
192.168.1.40 : 2080-LC20-20AWB
192.168.1.128 : PanelView Plus_6 1250

192.168.1.24 : 1788-EN2PAR/B

192.168.1.30 : 1766-L32BXBA B/14.00;

192.168.1.28 : 1756-ENBT/A

" O O O | s | s ] s § s ] s | s

Ok Cancel

Figure3.42 - Target Browser selection
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The required MicroLogix/SLC controliam then be chosen by selecting it and clicking the Ok
button, or by doubleclicking on the controller module. A maximum number of 3 controller
mapping entries can be added.

The second part of the Reactive Tagde is to configure the link between a Modbusiction

and register rangdo a MicroLogix/SLC File numbdris will allow the Modbus message
initiator to effectively write to, or read from, a MicroLogix/SLC File using traditional Modbus
functions.

ModbusRouter - Configuration \EI@

General Modbus Poris Scheduled Tag Reaclive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNel/IP Devices EtherNeyIP Map Internal Map Advanced

Logix Controller / PLC Mapping (max. of 3 items.)
Target Name Logix Controller Path Browse

ML 1400 192168 1.30

v sLe 192.168.1.31 [ ]
.
Logix /PLC Tag Mapping (max. of 100 items_}
Node
Address Function Element Start Element Count Data Type Target Name Target Tag

3 Read Holding Register 0 10 INT v
~

£

Ok Apply Cancel Help

Figure3.43 ¢ Reactive Tag Mapping (MicroLogix/SLC Controller Type)

Modbusread and write functions involve the transfer of either Booleans or integers (16 bit).
A part or combination of integers may represent other types. For this reason, the Modbus
Router allows the mapping @itegerbased functionso the following data types when using

the MicroLogix/SLC controller:

1 BOOL
T INT
1 REAL

All discrete or Boolean based function need to be mapped to a BOOL array (eg. B3:0).

NOTE When mapping a range of registers to a File array, it is important to

ensure that the destination File array is sufficiently large to accommodate all

the data.

NOTE When mapping a range of registers to a Float File array, the Register
Start must be an even number, else the integer data will not be aligned with

the 32hit destination Float File.
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element (16bit). At least two elements will need to be written a float datatype.

NOTE When doing a single/multiple coil/discrete write to a MicroLogix/SLC
Bool array datatype the remaining bits of the-BR aligned Bool array will be
overwritten.

é NOTEWhen writing to a REAL datatype the user cannot write a single Modbus

Next the range of Modbus data to be accessed must be specified. This is achieved by selecting
aRegister Starand Element Count

If the ModbusElement Counts 1, it is possible to map a single integer register to a single
integer tag. All other combinations will require a File array to be selected.

Below is an example of the target File selection. The File must be entered manually by typing
in the needed File (e.g. N7:20).

MeodbusRouter - Configuration \EI@

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNey/IP Map Internal Map Advanced

Logix Controller / PLC Mapping (max. of 3 items.)
Target Name Logix Controller Path Browse
ML1400 192.168.1.30

, SLC 192.168.1.31 [ ..
.

Logix /PLC Tag Mapping (max. of 100 items.)
Node

Address Function Element Start Element Count Data Type Target Name Target Tag
Read Holding Register 0 10 INT e ML1400 ~ IN7:20
3 ~ ~ ~
Ok Apply Cancel Help

Figure3.44 ¢ File Selection for MicroLogix/SLC Controller Type

The message routing executes in the exact same way as the Logix Controller type in section
3.8.1.1

3.8.1.3. MULT+&ERVER

The MBR/B supports emulating multiple Modb&erver nodes when operating in Reactive
Mode. WhenMulti-Serveiis selected in théodbustab (as shown below), then the user will
be able to enter a Modbus Node address for each item in the Reactive Tag mapped items.
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ModbusRouter - Configuration

General Modbus Ports  Scheduled Tag Reactive Tag Services Mult-Server E

Modbus Parameters

Base Address Modbus (Base 0) W
Node Address
Update Rate 500 {ms)

Figure3.45 ¢ Multi-Serverselection

Once theMulti-Server has been selected, then in the Reactive Tag Map, the Node Address for
each mapped item will become available.

ModbusRouter - Configuration \EI\EI

General Modbus Ports Scheduled Tag Reactve Tag Services Mult-Server Bridge Modbus Auxiliary Map EtherNey/IP Devices EtherNet/IP Map Internal Map Advanced

Logix Controller / PLC Mapping (max. of 3 items.)
Target Name Logix Controller Path Browse
North 192.168.1.8,1,0

4 South 192.168.1.133,1,0
.

Logix /PLC Tag Mapping (max. of 100 items.)

?;:’:;S Function Element Start Element Count Data Type Target Name Target Tag Browse
5 Read Holding Register |+ 0 10 INT M North ~ | LogixArray[0]
B Read Holding Register |+ 0 10 INT ™ North ~ | LogixArray[10]
Ok Apply Cancel Help

Figure3.46 ¢ Multi-ServerNode address selection

3.9. UNSCHEDULED MODE

There is no additional configuration required when using the UnschedMede. The
configuration required for the Modbusessage is contained within the Message Block data,
configured in LogixReferto the operation section for more information.
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3.10. ENHANCEMODE

In Enhanced Mode the MBR/B can be configured in any of the four combinations:

Modbus EtherNet/IP
Client Target
Client Originator
Server Target
Server Originator

Table3.6 ¢ Enhanced Mode Operating Combinations

3.10.1. MobpBUMODE
3.10.1.1.SRVER

TheMBRB can operate as a Modbus Server for Modbus TCP, RTU232, and ROk 8.

more remote Modbus Cliend can read and write to the full Modbus Register range in the
MBRB. TheMBRAB can operate as a Modbus Server for Modbus TCP, Modbus RTU232, and
Modbus RTU485 simultaneously. The user will need to configure the relevant Modbus
Parametersas described in sectid®5and sectior.6.

The Modbus Node Number will need to be configured inMabusparameters to allow a
Modbus Client to access tHdBRB as a Modbus Server devicéhe MBR/B can also be
configured for Multi-Server allowing the module to emulate multiple Modbus node
addresses.

3.10.1.1.2. MULTISERVER

The MBR/B supports emulating multiple Modbus Server nodes when operating as a Modbus
Server in Enhanced Mode.

ModbusRouter - Configuration

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server E

Modbus Parameters

Base Address Modbus (Base 0) w
Mode Address I:I
Update Rate 500 (ms)

Figure3.47 ¢ Multi-Server selection
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Once the MultiServer has been selectethe Multi-Servertab will become available. The
Multi-Server tab allows the MBR/B to emulate multiple Modbus Node address and also remap
incoming requests to different internal Modbus Registers. This will ah@wWBR/B to not

only emulate the multiple Modbus Node address, but also prourdgque data for each node
even when the Modbus Client is reading the saviedbus address.

ModbusRouter - Configuration E@
General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map  EtherNet/IP Devices EtherNet/IP Map Internal Map Advanced
Modbus Multi-Server
Node Remap Register Offset
1 2 [l
2 3 1000
3 4 2000
1 5 3000
- EEN O

Ok Apply Cancel Help

Figure3.48 ¢ Multi-ServerNodes and Remap

In the above example, the MBR/B witlspond toModbusrequests for node 2, 3, 4nd 5.
Whena Modbus request is received for node 2, the module ne8pond withthe data in its
internal Modbus registers at the requested Modbus Registerg., if the request was
receivedto read Modbus Holding Register 1@0en the MBR/B will respond with the data in
Modbus Holding Register 100 in its internal memory)

When a Modbus request is received fon amulated node that has the remapption
configured, then the data being returned will be from the internal Modbus Register, but with
the configured offset in th&kegister Offsegparameter. For example, if Modbus request is
receivedfor node 4to read Holding Register 100, then the MBR/B will respeoith the data

in Modbus Holding Regist@100 (request offset of 100Remap offset 02000 in itsinternal
memory.

3.10.1.1.2. INTERNAL DATA SPACE MAPPING

When the module is operating as a Modbus Server, the data from the Modbus Registers (used
to exchange data with the Modbus Client) can be mapped td&terNet/IPinterface using

the Internal Map. The Internal Map configuratismndow is opened by either double clicking

on the module in the tree or rightlicking the module and selectinQonfigurationand
selecting thenternal Maptab.
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ModbusRouter - Configuration \EI\EI
General Modbus Ports Scheduled Tag Reactive Tag Services Muti-Server Bridge Modbus Auxiliary Map EtherNeylP Devices EtherNeylP Map IntemalMap Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination  Destination Copy
Source Type  Sourcelnstance g\ o0 Offset Offset  Destination Type Instance Sub-Tag Offset  BitOffset  COUNt Function Reformat
ok Apply Cancel Help

Figure3.49 ¢ Modbus Serveg Internal Mapping

IDS CORYMODBUS SOURCE

When copying ModbuBata or Statuso the EtherNet/IPinterface, the source type needs to
be MB Registeor MB Aux

@ NOTEThe Modbus Aux source is only relevant when thBRVB is operating
in Enhanced mode ashodbus Client.

ModbusRouter - Configuration \EI \EI

General Modbus Ports  Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Awxiliary Map  EtherNetIP Devices  EtherNetIP Map Intemal Map  Advanced

Internal Map
Source Source  Source Bit Destination Destination  Destination Destination Copy
Source Type Source Instance gy Tog Offset Offset  Destination Type Instance Sub-Tag Offset  BitOffset  CouNt Function Reformat
intemal
EIP Target
EIP Griginator

MB Register
System

Figure3.50¢ IDS CopyModbusRegisteiSource Type

When using the MB Register sourcketsource instance will be the Modbus register type
required.

ModbusRouter - Configuration E @

General Modbus Ports Scheduled Tag Reactive TagServices Muli-Server Bridge Modbus Auxiliary Map EtherNeylP Devices EtherNeylP Map Intemal Map  Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination Destination Copy
Source Type Source Instance g Tag Offset Offset  Destination Type Instance Sub-Tag Offset  BitOfiset  CoUNt Function Reformat
b 1 |MBRegister - [cs - 0 - 0 1 BytetoB_ | None ~

~ |CS ~ ~
IS
IR

Figure3.51 ¢ IDS CopyModbusRegistelSource Instance
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The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number diytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

When using the MBwxsource, the source instance will ba item in the Modbus Auxiliary
Map. Forexample, if there are two items in the Modbus Auxiliary Map, then there will be two
Source Instances for the MB ABrurce Type.

ModbusRouter - Configuration E@
General Modbus Poris Scheduled Tag Reactive Tag Senvices Muli-Server | Bridge Modbus Auxiliary Map  EtherNeyIP Devices EtherNel/P Map  Intemal Map  Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination  Destination Copy
Source Type  Sourcelnstance g g Offset Offset  Destination Type Instance Sub-Tag Offset  BitOffset  “ount Function Reformat
Y1 |MB A < [Auchem 1 Clsteis V] 0 < 0 2 |ByetoB |~ [None v

B Aux ftem 1 ~ ~
Aux ltem 2

Figure3.52 ¢ IDS CopyModbus Register Source Instance

The MB Aux format is as shown below:

Parameter Data Type | Description

MB Aux Status INT Bit O¢ Last Transaction Ok

Table3.7 ¢ Modbus Aux Item Status

IDS CORYMODBUS DESTINATION

When copying data from thEtherNet/IPinterface to a Modbus Register, the destination type
needs to be MB Register.

ModbusRouter - Configuration E@
General Modbus Ports  Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Awxiliary Map EtherNet/IP Devices EtherNetIP Map Intemal Map  Advanced
Internal Map
SoucsType  Soumelnsance g eSB! posinsionType  Bpelon  Doshnston Desthalon Costrelon gount oo Reformat
1 |MB Register ~|HR ~ 0 EIP Target ~ |Connection 1 |~ 0 2 Byte to B... | |None ~
» 2 EIP Target ~ | Connection 1 ~ 0 MB Aux ~ 0 1 Byte to B... |~ None v
~ Internal ~
EIP Target '
EIP Originator
MBReislel
Figure3.53¢ IDS CopyModbusRegisteDestination Type
The destination instance will be the Modbus register type required.
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ModbusRouter - Configuration E@

General Modbus Ports Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Awliary Map EtherNet/IP Devices EtherNeylP Map IntemalMap  Advanced

Internal Map
Source Source Source Bit | n T Destination Destination  Destination Destination . Copy
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset oun Function
1 |MBRegister  ~|HR ~ 0 EIP Target ~ |Connection 1|~ 0 2 Byte 10 B... |~ |None ~
» 2 |EIP Target ~ |Connection 1|~ 0 MB Register > [CS v 0 1 Byte 10 B... |~ |None ~
= ~cs =
15

Source Type  Source Instance Reformat

IR

Figure3.54 ¢ IDS CopyModbusRegisteDestination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number diytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

3.10.1.2.QLIENT

TheMBRB can operate as a Modbus Client for Modbus TCP, RTU232, and RThkl85er
will need to configure the relevant Modbus Parameters as described in s&tand section
3.6.

The user will also need to configure the Modbus Auxiliary Map whigkeid to execute the
configured Modbus requests. This map will allow the user to configure various read and write
functions to external Modbus Registers, to and from the internal Modbus registers.

3.10.1.2.1. MODBUS AUXILIARY MAP

The Modbus Auxiliary Map configuration is shown in the figure below. The Modbus
configuration is only applicable when the module has a Modbus Client operating interface.
Up to 100 mapping item@otal) can be configured while communicating to uplt®0Modbus

TCP Server devices.

The Modbus Aux Map will be executed in a sequential manner and a mapped item will be
executed at thdUpdate Raten the Modbus parameters. That is, thpdate Rates the time
between two successive mapped item executions.

The Modbus Auxiliary Map configuratisnndow is opened by either double clicking on the
module in the tree or rightlicking the module and selectil@pnfiguration
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ModbusRouter - Configuration =] B

General Modbus Poris  Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map - EtherNey/IP Devices EtherNetlP Map  Internal Map Advanced
Modbus Auxilary

Port Modbus Function  Register Type  Local Reg. Count  Remote Reg. IP Address Node Reformat
1 RS232 ~ Read ~ HR . 1000 10 1000 2 None ~
2 TCP ~ Write ~ HR ~ 2000 5 2000 192.168.1.200 3 None A

e ~ ~ v v

Apply Cancel Help

Figure3.55 ¢ Modbus Auxiliary Map Configuration

The Modbus Auxiliary Map configuration consists of the following parameters:

Parameter Description

Port The external port to be used:
TCR; Modbus TCP (Ethernet)
RS23% Modbus RTU232
RS485%, Modbus RTU485

Modbus Function This is the Modbus function that is sent to the Modbus Server.
Readq Read a Modbus Register (e.g. HR, IR, CS, or IS) from a Modbus
Write ¢ Write a Modbus Register (e.g. HR or CS) to a Modbus Server.

Register Type Modbus Register Type:
C& Coil Status

IS¢ Input Status

IR¢ Input Register

HR¢ Holding Register

Local Reg. The local (internalMBRB Modbus register address.

Count Thenumber of Modbus elements to read or write.

Remote Reg. The remote Server Modbus address register.

IP Address The IP address of the remote Modbus Server.

Node The Modbus Node address of the remote Modbus Server.

Reformat Used to specify how the data is formatted before writing to, or after reac

from, the Modbus Server.

None¢ No reformatting applied. (AA BB CC DD).
BB AA¢ 16bit Byte swap

BB AA DD C€32bit Byte Pair Swap
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CC DD AA B8Word Swap
DD CC BB AAWord and Byte Pair Swap

Table3.8 ¢ Modbus Auxiliary Maparameters

3.10.1.2.2. INTERNAL DATA SPACE MAPPING

When the module is operating as a Modbus Client, the data from the Modbus Registers (used

to exchange data with various Modbus Servers) can be mapped tattre¥Net/IPinterface
using the Internal Map. The Internal Map configuratieimdow is opened by either double
clicking on the module in the tree or righticking the module and selectir@@nfiguration
and selecting thénternal Maptab.

ModbusRouter - Configuration E@
General Modbus Ports Scheduled Tag Reactive TagServices Muli-Server Bridge Madbus Auxiliary Map  EtherNet/IP Devices  EtherNet/IP Map  Intemal Map | Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination Destination Copy
Source Type Source Instance Sub-Tag Offset Offeet  Destination Type Instance Sub-Tag Offset Bit Offset Count Function Reformat
Ok Apply Cancel Help

Figure3.56 ¢ Modbus Clientg Internal Mapping

IDS CORYMODBUS SOURCE

When copying ModbuBata or Statusto the EtherNet/IPinterface, the source type needs to
be MB Registeor MB Aux

@ NOTEThe Modbus Aux source is only relevant when the MBR/B is operating
in Enhanced mode as a Modbus Client.
ModbusRouter - Configuration \EI@
General Modbus Pors  Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auxiliary Map EtherNeyIP Devices EtherNeyIlP Map Intemal Map  Advanced
Internal Map
SouceTyps  Souwelstance  Sole SIS OB pogonrype  DpSimelon  Destnoton Destnaton DeselON goun (O Reformet
" Internal = : =
EF Orematr
Figure3.57 ¢ IDS CopyModbusRegisteiSource Type
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When using the MB Register source, the source instance will be the Madbister type
required.

ModbusRouter - Configuration E@
General Modbus Poris Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auiliary Map EtheiNelP Devices EtherNeylP Map Intemal Map | Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination Destination Copy
Source Type  Sourcelnstance g a0 Offset Offset  Destination Type Instance Sub-Tag Offset  BitOffset  “ount Function Reformat
» 1 |MBRegster |v|cS o 0 v 0 1 |ByetoB |~ |None v

w|CS ~ ~
IS
IR

Figure3.58 ¢ IDS CopyModbusRegisteiSource Instance

The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number diytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

When using the MB Aux source, the source instance will be an item in the Modbus Auxiliary
Map. For example, if there are two items in the Modbus Auxiliary Map, then there will be two
Source Instances for the MB Aux Source Type.

ModbusRouter - Configuration E@
General Modbus Poris Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auiliary Map EtherNetIP Devices EtherNeylP Map  Intemal Map | Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination Destination Copy
Source Type  Sourcelnstance g oo Offset  Offset ~ Destination Type Instance Sub-Tag Offset  BitOffset  COUNt Funetion Reformat
» 1 |MBAmx < Jauctem “Jstetis [v] o v 0 2 |BytetoB. |~|None v
. ® fux tem | = =

Figure3.59¢ IDS CopyModbus Register Source Instance

The MB Aux format is as shown below:

Parameter Data Type | Description

MB Aux Status INT Bit O¢ Last Transaction Ok

Table3.9 ¢ Modbus Aux Item Status

IDS CORYMODBUS DESTINATION

When copying data from thEtherNet/IPinterface to a Modbus Register, the destination type
needs to be MB Register.
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ModbusRouter - Configuration E@
General Modbus Poris  Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Awxiliary Map EtherNey/IP Devices EtherNeylP Map Intemal Map  Advanced
Internal Map
Source Source | Source Bit Destination Destination | Destination Destination Copy
SourceTyps  Seurcelnstance g TR pab St Destination Type et SubTog aon e Gount ooy Reformat
1 MBRegister | v |HR ~ 0 EIP Target «|connection 1 |~ 0 2 |BytetoB... |~ |None -
» 2 EIP Target | Connection 1 v 0 MB Aux v 0 1 Byte to B... |~ None ~

- Intemnal -
EIP Target
EIP Originator
MB REIS|EI

Figure3.60¢ IDS CopyModbusRegisteDestination Type

The destination instance will be the Modbus register typguired.

MaodbusRouter - Configuration E@
General Modbus Ports  Scheduled Tag Reacive Tag Services Muli-Server Bridge Modbus AwiliaryMap EtherNetIP Devices EtherNeylP Map IntemalMap Advanced
Internal Map
Source  Source  Source Bit Destination  Destination  Destination Destination Copy
Source Type  Source Instance g o0 Ofiset  Offset  Destination Type Instance Sub-Tag Offset  Bit Offset  COUM Function Reformat
1 MBRegster v |HR v ) EIP Target |~ |Connection 1 | v 0 2 [BytetoB |~ |None -
» 2 [EPTarget | v |Connection1 |~ ) MB Register |5 v 0 1 |ByletoB_ |~ None -

w ~ |Cs ~
Is
IR

Figure3.61¢ IDS CopyModbusRegisteDestination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number ddytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

3.10.2. ErHERNETIPMODE
3.10.2.1. TARGET

A controller (e.g. Logix controller) can own M&RB over EtherNet/IP using up t®Class 1
EtherNet/IP connections when thetherNet/IPMode is set to EtherNet/IParget. This will
allow the MBRB to exchange data with the controller using the input and output assembly
of the Class 1 EtherNet/IP connections. Data fiddbus devices can be mapped to the
Logix controller over EtherNet/IP.

The user will need to add theIBRB to the Logix 10 tree undemgtherNet/IP bridge (e.qg.
1756EN2TR) or Ethernet Logix controller (e.g. XZ85E).

For Logix versions 20 and beyond, the modules can be added using the EDS-Pddile
(AOP), which is described in sect®d0.2.1.1

For older versions (19 and below), the module must be added using a Generic Profile which is
described in sectio.10.2.1.2
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ﬁ NOTEThe MBR/B will need to be added to the Logix tree using an EDS AOP
when operating in Enhanced Mo@sd mapping Modbus dati the Class 1
Input and Output Assemblies.

3.10.2.1.1. STUDIO 5000 CONFIGURATWERSIONL2)

ADD MODULE TO ETHERNET/IP I/O CONFIGURATION

TheMBRB can be easily integrated with Alléradley Logix family of controllers. Integration
with the Logix family in Studio5000 makes use of the EDSOkdrofile (AOP).

@ NOTELogix version 21 and newer supports EDS AOPs.

~ z

SF2NB (GKS Y2RdzZ S OlFly 06S FRRSR (42 (KS GNBS

Using RSLinx, the EDS file can be uploaded from the device after which the EDS Hardware
Installation tool will bénvoked to complete the registration.

&4 RSLinx Classic Lite - RSWho - 1
File View Communications Station DDE/OPC Security Window Help

&| 318
3= RSWho - 1
V' Autobrowse T80 | Browsing - node 192.168.1.114 found
[+ X 192.168.1.104, 1756-EN2TR, 1756-EN2TR/B A “
X 192.168.1.105, Unrecognized Device, DeviceNet Router N
X 192.168.1.106, 1788-EN2FFR, 1788-EN2FFR/B 10.0.0.
T 192.168.1.112, PowerFlex 755, PowerFlex 755 DESKTOP
@& 192.168.1.113, 1794-AENT FLEX I/0 Ethernet Adapter, 1794-AENT/B
f§ 192.168.1.114, Modbus Router/B, Modbus Router/B %
' 192.168.1.115, Modbus Router/B, Modbus Router/B 10.20.0.
; ' 192.168.1.116, Modbus Router/B, Modbus Rq - nreemp
: ' 192.168.1.117, Modbus Router/B, Modbus Rc Remove \
| 192.168.1.118, Modbus Router/B, Modbus Rc Driver Diagnostics
X 192.168.1.125, Unrecognized Device, High Sp Confi Dri
X 192.168.1.126, Unrecognized Device, BMM GIE O LIvEL p
¥ 192.168.1.130, J1939 Router/B, J1939 Router/E Upload EDS file from device
x 192.168.1.143, Unrecognized Device, J1939 Rc Security...

Device Properties
Module Statistics

Module Configuration

Figure3.62 ¢ EDS file upload froIBRB

Alternatively, the EDS file can be downloaded from the product web page at
www.aparian.conand registered manually using the EDS Hardware Installation Tool shortcut
under the Tools menu in Studio 5000.

Document NoD1(6-018 Pager2of 204
Revision 1.1

[e=N


http://www.aparian.com/

Setup

ﬁ Logix Designer - MBRB_Example [1756-L85E 35.11]

File Edit View Search Logic Communications | Tools | Window Help

e e = XxOs 9o Options... B

= RUN . I ) Security 3

¢ H oK Path: <none> @ Documentation Languages... 5
: B Energy Storage

b offline . No Forces

- = 1/0 i Import b
Controller Organizer v I X Export >

g -

EDS Hardware Installation Tool

4 @ Controller MBRB_Example

<! Controller Tags Motion 3
Controller Fault Handler Monitor Equipment Phases
Power-Up Handler
4 o] Tasks Plug-In Manager...

4 3 MainTask
P L MainProgram
Unscheduled B ControlFLASH
4 .| Motion Groups

Custom Toals...

Figure3.63- EDS Hardware Installation Utility

After the EDS file has been registered, the module can be added to the Logix 10 tree in Studio
5000. Under a suitable Ethernet bridge module in the tree, select the Ethernet network, right
click and select the New Module option.

Controller Organizer v R X
a9 5

b Controller MBRB_Example

b 1 Tasks

b 7 Motion Groups

b 0 Alarm Manager

b Assets

1 Logical Model
4 1/0 Configuration
4 B3 1756 Backplane, 1756-A7
[ [0] 1756-L85E MBRB_Example
4 [ 1] 1756-EN2TR ETHO
4 & Ethernet ﬂ New Module...
@ 1756-L85E M Import Module...

Discover Modules...
Paste Ctrl+V

Print »

Figure3.64 ¢ Adding a module

The module selection dialog will open. To find the module more easily, use the Vendor filter
to select only the Aparian modules as shown in the figure below.
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Select Module Type
Catalog Module Discovery Favorites
aparian Clear Filters Show Filters¥
Catalog Number Description Vendor Category
A-CANOR/B CANopen Router/B Aparian Inc. Communications Adapter
A-DNTR/B DeviceMNet Router/B Aparian Inc. Communications Adapter
A-DVS DV Scanner Aparian Inc. Communications Adapter
A-FFL/B FF Link/B Aparian Inc. Communications Adapter
A-905 190 Scanner Aparian Inc. Communications Adapter
AP HART-I IP Point HART In Aparian Inc Communications Adapter
AP HART-O IP Point HART Out Aparian Inc Communications Adapter
A-J1939R/B J1939 Router/B Aparian Inc. Communications Adapter
A-MBR/B Modbus Router/B Aparian Inc. Communications Adapter
A-PAL/B PA Link/B Aparian Inc. Communications Adapter
A-TSM Time Sync Aparian Inc. Communications Adapter
11 of 854 Module Types Found Add to Favorites
[] Close on Create Create Close Help

Figure3.65 ¢ Selecting the module

Locate and select th®odbus RoutefB module and select th€reateoption. The module
configuration dialog will open, where the user must specify the Name and IP address as a
minimum to complete the instantiation.

B | New Module X
+ General™ General
i Connection
~Module Info Type: A-MBR/B Modbus Router/B
i~ Internet Protocel
" Port Configuration Vendor: Aparian Inc.
Parent ETHD
Name: MBRBO1 ‘ Ethernet Address
] @ Private Network: 192 168.1. 2
Description:
() Host Name:
Madule Definition
Revision 2001
Electronic Keying Compatible Module
Connections: /O Connection 0 Status
Change
Status: Creating OK Cancel Help

Figure3.66 ¢ Module instantiation

The MBRB supports up tcb class 1 EtherNet/IP connections. The user will neeensure
that the number of connections configured in the General tab of the module configuration
matches the selected connection count in Logix
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B New Module

- Connection

i Module Info

- Internet Protocol
Port Configuration

Status: Creating

~ General*

General

Type:
Vendor.

Parent
Name:

Description:

A-MBR/B Modbus Router/B
Aparian Inc.

ETHD

MEREBQ1

‘ Ethemnet Address

(@) Private Network:  192.168.1 S
Opaderess: [ |

(") Host Name:

Module Definiion

Revision:

2001

Electronic Keying: Compatible Module

Connections:

I/O Connection 0 Status

0K Cancel Help

Figure3.67 ¢ Change number of 10 Connections

Next the user will need to select the number of connections required.

B | Module Definition X
Revision: 2 ~ =
Electronic Keying: Compatible Module s
Connections:

Name Tag Suffix

: Input: MBRB01:11
o c tion 0 Stat 1
onnection 7 statis Output: MBRB01-01
b

IO Connection 1 Data

IO Connection 2 Data
< IO Connection 3 Data 3

I/Q Connection 4 Data

Figure3.68 ¢ Selection of IO Connections

Now theMBRB module will be in the Logix 10 tree.
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4 1/O Configuration
4 B3 1756 Backplane, 1756-A7
[ [0] 1756-L85E MBRB_Example
4 fJ [1]1 1756-EN2TR ETHO
4 5 Ethernet
fl 1756-EN2TR ETHO
i A-MBR/B MBRBO1

Figure3.69¢ Logix IO tree

The Module Defined Data Types will automatically be created during the instantiation
process. These module defined tags will need to be copied to and from meaningful structures.

3.10.2.1.2. RSLOGIX 500DNFIGURATION (RAEERSIONLP

ADD MODULE TO I/O CONFIGURATION

¢tKS Y2RdzZ S OFy 2LINIGS Ay 062GK | [23AE 426y
2LISNF 6Sa Ay | [ 23AE Ro@tebwlldded to hehadiéd tdittie RSLagixR 6 dzi

500010 tree. When using Logix versions prior to versibrtten the module will need to be
added as a generic Ethernet module. This is done by right clicking on the EthernetiBridge
the RSLogix 5000 and selectidgw Moduleafter which theETHERNEWODULEsS selected

to be added as shown in the figure below.

ﬁ NOTE The MBR/B will need to be added to the Ldgee using an EDS AOP
when operating in Enhanced Mode and mapping Modbus data to the Class 1
Input and Output Assemblies.

@ NOTE See the next section for importing the configuration (L5X).
H select Module x|
=-E5 /0 Configuration Module |Description |
E+E9 1756 Backplane, 1756-A4 ~2097-V33PR3 Kinetix 300, 44, 240V, No Fiter -
fa [0] 1756-L75 DNP3Example -2097-V33PRS Kinetix 300, 8A, 240V, No Fiter
=9 [1] 1756-EN2TR EnetBridge -2097-V33PR6 Kinetix 300, 12A, 240V, No Fiter
- o New Moduk... +2097-V34PR3 Kinetix 300, 24, 480V, No Fiter
— |:> 2097-V34PR5 Kinetix 300, 4A, 480V, No Fiter
2 Paste Ctrl+v 2097-V34PR6 Kinetix 300, 6A, 480V, No Fiter
- - 2364F RGU-EN1 Regen Bus Supply via 1203-EN1 |
Print L4 - Drivelogix5730 Ethernet Po... 10/100 Mbps Ethernet Port on DrivelLogix5730
- ETHERNET-BRIDGE Generic EtherNet/IP CIP Bridge
- Generic Ethernet Module
ETHERNET-PANELVIEW EtherNet/IP Panelview
EtherNet/IP SoftLogix5800 EtherNet/IP
- PowerFlex 4 Class Mufti-E Multi Drive via 22-COMM-E LI
[«] | o]
Find | Add Favarite |
By Category By \endor Favorites |

QK I Cancel | Help |

Figure3.70- Add a Generic Ethernet Module in RSLogix 5000
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The user must enter the IP address of the ModRauterthat will be used. The assembly
instance and size must also be added for the input, output, and configuration in the
connection parameters section. Below are the required connection parameters.

Connection Parameter Assembly Instance Size
Input 111 34 (32bit)
Output 101 1 (32bit)
Configuration 102 0 (8bit)

Table3.10- RSLogix classcbnnection parameters for the Modbuouter

EH Module Properties: EthernetBridge (ETHERNET-MODULE 1.1)

General |Connection| hodule Im‘ol

X

Type: ETHERMNET-MODULE Generic Ethernet Module
Yandar: Allen-Bradley
Parent EthernetBridge
N IMERU1 - Connection Farameters
Assembly
Description: =l Instanca: Size:
Input i P 2 @iy
[ /| Output o1 [ = iy
Data - DINT - -
Comm Furmat.l J Caonfiguration: Im:2 ID ZI (8-hit)
Address { Host Name
@ IPAddrass: | 192 . 168 . 226 Status Input: | |
 Host Name: I Stafus Output: I
Status: Offline OK Cancel | Al | Help

Figure3.71 - General module properties in RSLogix 5000

A\

NOTEThe user will need to enter the exact connection parameters before the
module will establish a classcbnnection with the Logix controller

Next theuser needs to add the connection requested packet interval (RRi is the rate at
which the input and output assemblies are exchanged. The recommended value is 500ms.
Refer to the technical specification section in this document for further details on the limits

of the RPI.
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"General Connection Mudulelnfol

Feguested Facket Interval (FFI): I EUD.UE ms  (1.0-3200.0 ms)

[ Inhibit kodule
[~ tajor Fault On Controller If Connection Fails While in Bun Mode

[¥ Use Unicast Connection over EtherMet/IP

Figure3.72 - Connection module properties in RSLogix 5000

Once the module has been added to the RSLogix BD@ee the user must assign the User
Defined Types (UD)® the input and output assemblies. The user can import the required
UDTSs by rightlicking onUserDefinedsub-folder in theData Typegolder of the 10 tree and
selectingimport Data TypeThe assemblies are then assigned to the UDTs with a ladder copy
instruction (COP) as shown in the figure below.

E---E_I /O Configuration
=-E3 1756 Backplane, 1756-A10

~f0 [0] 1756-L75 ModbusRouterExample
=@ [1] 1756-EN2TR EthernetBridge
=-#s Ethernet

------ 8 1756-EN2TR EthernetBridge

B ETHERNET-MODULE MBRO1

Figure3.73 ¢ RSLogix 5000 I/O module tree

IMPORTING UDASID MAPPING ROUTINES

To simplify the mapping of the input image, an RSLogix Ba@d@ine Partial Import (L5X) file
is provided. This file can be imported by rigiitking on the required Program and selecting
the Import Routine option.

-1 Controller Testl
-3 Tasks
E-£@ MainTask

. B New Routine...
(SRS § MainProgr

-[& progra | Import Routine...

! - E3 MainRe
Cut Ctri+X
L3 Unscheduled
-3 Motion Groups Copy cir+C
-3 Add-On Instruct |2 Paste Ctri+V
-3 Data Types Delete 52
-3 Trends

-3 IO Configuratio Verify

Figure3.74 ¢ RSLogix 5000 Importing Modbus Router specific routine and UDTs
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fs-' Import Routine il
Lookin: I | Logix j (< N ) 4
g Name = ~| Date modified | Type
- 2 . ModbusRouter.L5X 2015/06/26 06:29 AM RSLogix 5000 XML File
Recent Places
Desktop
Libraries
J
Computer
1y
Network
‘ | ol
File name [ModbusRouterL5x = mport._|
Files of type: IRSLug\x 5000 XML Files (*.L5X) ﬂ Cancel
Files containing Rguf_ing j Help
Into: IEEJMalangram j
4

Figure3.75 - Selecting partial import file

The import will create the following:
The required UDTser defined data types)
Two controller tags representing the Input and Output assemblies.

A routine mapping the ModbusRouter module to tarementioned tags.

=A =4 =4 =4

An example Unschedulddessage instruction with the associated Tags

The user may need to change the routine to map to the correct Modboster module

AyaildlyoOoS yIFYST FyR YIFI1S &4daNBF GKFG GKS Y LILIA
Routine.
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ERS] Controller Test
i Controller Tags
----- 3 Controller Fault Handler
----- 3 pPower-Up Handler
=3 Tasks
=53 MainTask
=-£8 MainProgram
-[# Program Tags
- MainRoutine
--[B ModbusRouter I
----- 3 Unscheduled Programs / Phases
=23 Motion Groups
.3 Ungrouped Axes
----- 3 add-0On Instructions
=3 Data Types
&£ User-Defined

------ AparianModbusMessageRequest

~{m) AparianModbusMessageResponse
[ AparianModbusRouternput
[ AparianModbusRouterOutput

------ AparianModbusRouterStatus
#-Lg Strings

- Add-On-Defined

m-C Predefined

-3 Module-Defined

Figure3.76 - Imported RSLogix 5000 objects

Refer to the additional information section of this document for an example RSLogix 5000
project as well as the required UDTs

3.10.2.1.3. INTERNAL DATA SPACE MAPPING

When the module is operating as an EtherNet/IP Target, the data from the originator device
(e.g. Logix Controller) can be mapped to MedbusRegisteraising the Internal Map. The
Internal Map configurationwindow is opened by either double clicking on the module in the
tree or rightclicking the module and selectiri€pnfigurationand selecting thénternal Map

tab.

IDS CORYETHERNET/IP TARGET SOURCE

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to theModbusRegistersthe source type needs to be EIP Target.
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ModbusRouter - Configuration E@I

General Modbus Ports Scheduled Tag Reactive Tag Services  Muli-Server Bridge Modbus Auxiliary Map  EtherNet/IP Devices  EtherNet/IP Map InteralMap - Advanced

Internal Map

Source Tyoe | Source Instance Source Source  Source Bit [ .o Destination Destination  Destination Destination . Copy
P! Sub-Tag Offset Offset P Instance Sub-Tag Offset Bit Offset Function

EIP Target
EIP Originator
MB Register
MB Aux
System

Reformat

Figure3.77 ¢ IDS Copy EtherNet/IP Target Source Type

The source instance will be the connection number, which can be connddiiofy based on
the number of connections configured.

NOTEConnection 0 cannot be selectddcause the first connectiois used
for module statusConnection 1 to 4s used for Mdbus data mappingvhich

will be connectionl2 to :15 in Logix

The Source Offset is the offset in the EtherNet/IP output assembly from where the data must
be copied. The Count is the numberyfesthat will be copied.

See the Internal Data Space Mapping section for more information regarding the operation.

IDS CORYETHERNET/IP TARGET DESTINATION

When copying data from th®lodbus Register® the EtherNet/IP Target input assembly, the
destination type needs to be EIP Target.

ModbusRouter - Configuration \EI@
General Modbus Ports | Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map  EtherNet/IP Devices EtherNet/IP Map IntemalMap  Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination  Destination Copy
Source Type  Sourcelnstance g og Ofiset  Offset  estination Type Instance Sub-Tag Offset  BitOffset  COUM Function Reformat
1 |EPTarget | v|Comnection1 |~ 0 MB Register v |HR - 1000 2 [BptetoB_ |- |None v
» 2 |MBRegster v |HR < 2000 - 0 1 |BytetoB_ | v |None <
v v

EERETT
EIP Originator
VB Register

MB Aux

Figure3.78 ¢ IDS Copy EtherNet/IP Target Destination Type

The destination instance will be the connection number, which can be connettiord,
based on the number of connections configured.

NOTEConnection 0 cannot be selected because the first connection is used
for module control. Connection 1 to 4 is used for Modbus data mappirgh
will be connection :02 to :05 in Logix
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The Destination Offset is the offset of the EtherNet/IP input assembly from where the data
must be copied. The Count is the numbebygtesthat will be copied.

3.10.2.2.0RIGINATOR

TheMBRB can operate asraEtherNet/IP connection originator for cyclic (Class 1) or explicit
(Class 3 or UCMM) data exchange. The explicit messaging can be setugttheti¢et/IP
Devicesand EtherNet/IP Mapn the main configuration while the cyclic class 1 connections
are added to theetherNet/IP Connectiomsde under the module in the Slate project tree.

3.10.2.2.1. ETHERNET/IP CLASS 1 DEVICE CONNECTIONS

The MBRB can establish up to 10 cyclic Class 1 EtherNet/IP connections to EtherNet/IP
devices.This can be done by either manually entering the connection data into the
Connection Parameter windgwr by importing theconfiguration fromone or more of the
following sources

1 OnlineLogixController
1 Logix Controller L5X
1 EDS File

1 Connection Library

A. MANUAL CONFIGURATION

A class 1 connection can be added to EBieerNet/IP Connectioniee by rightclicking on the
tree in Slate and selectindd EtherNet/IP Connection.

Aparian-Slate - MBRE Demo*®

File Device Tools Window Help
Vel A 0L e

Project Explorer

=- & MBRB Demo
= [ ModbusRouter (Medbus Router/B)
- Configuration

--im Security

s Add EtherMet/IP Connection I

[
Figure3.79 ¢ Adding EtherNet/IP Class 1 Connection

Next the user will need to enter the connection parameters for the Class 1 connection.
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MyModule - Class 1 Connection - () E@
-+] Import [+ Export  Tools
Connection Name I:l Communication Status Offset Interface Fail Action Continue x
Connection Details
General Electronic Keying Advanced
Path L ] Keying Disabled Tick Time Rms v
RPI 100 Vendor ID 0 Time-Out Ticks 156
Instance Size (bytes) Device Type 0 Time-Out Multiplier x4 b
Input (T=>0) | 0 0| Product Code 0 Time-Out 4992 ms
Qutput (O=>T) | 0 0 | Major Revision 0 Transport Trigger Direction | Server ~
Configuration | 0 0 | Minor Revision 0
Configuration
Ok Apply Cancel

Figure3.80 ¢ EtherNet/IP Class 1 Connection Parameters

A\

NOTEIt is recommended that the user not change the values inAtieanced
frame of the connection parameters.

Parameter

Description

Connection Name

The instance name given to the Class 1 Connection.

Interface Fail Action

When the Modbus communication has failed, the EtherNet/IP IO can
configured to either keep the connection running as is, change the conne:
status to program mode, or force the connection offline. This will allow
EtherNet/IP device to go into a puetermined sate when the Modbus
communication is lost.

General

Path

The path to the target device.

If the device is an Ethernet device, then this will just be the IP address ¢
module.

If the device is, for example, a module in a backplane or via an adapter,
the user will need to enter the IP address of the bridge or adapter folloy
by the backplane port (for example 1) and the slot number of the device. |
item is separated by eomma.

As an example, to connect to an AHBradley Flex module (via the Fl
Adapter at IP address 192.168.1.100) that is in slot 2 of the Flex backf
the user will need to enter the following path: 192.168.1.100,1,2 (IP addi
port (backplane), slot).

RPI

The requested packet interval (RPI) is the rate in milliseconds at whicl
data will be sent from the originator to the target and vice versa.
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Input (T=>0Y, Instance

The instance of the input assembly.

Input (T=>0Y, Size (bytes)

The size in bytes of the input assembly.

Output (O=>Tg Instance

The instance of the output assembly.

Output (O=>Tg Size (bytes)

The size in bytes of the output assembly.

Configurationg Instance

The instance of the configuration assembly.

Configurationg Size (bytes)

The size in bytes of the configuration assembly.

NOTE:This is a rea@nly value and will be equal to the number of byt
entered into the configuration window below.

Electronic Keying

Keying

Electronic Keying can be used to ensure that the target device is the cc
device type.

Disabled

Keying is not enabled, and no key information will be sent in the connec
establishment.

Compatible

Keying has been enabled with compatibility enabled. This will allow de
with older firmware to also establish a connection.

Exact

Keying has been enabled and the exact device with specific firmware re\
will allow the establishment of the connection.

Vendor ID

The Vendor ID of the target device.

Device Type

The Device Type of the target device.

Product Code

The Product Code of the target device.

Major Revision

The Major Revision of the target device.

Minor Revision

The Minor Revision of the target device.

Advanced (Note: Changing

these values is not recommended)

Tick Time

For unconnected messages, this is the time dach tick to calculate the
unconnected Timeut time.

TimeOut Ticks

The number of ticks before the unconnected message is set for timeout.

TimeOut Multiplier

This is the multiplier of the RPI to define the connection timeout time.

TimeOut

The unconnected message timeout time (realy)

Transport Trigger Direction

The Transport Trigger directioSgrveror Client

Configuration

Data

The configuration data that is sent with the forward open connect
establishment. The data will need to bentered as a spaedelimited,

hexadecimal string. For example: OA OD 12 EE
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The configuration size will increase by one each time a byte is added t
configuration.

Table3.11 ¢ EtherNet/IP Class 1 Connection Parameters

B. IMPORTFROM ONLINE CONTROLLER

Here the EtherNet/IP connection parameters are imported directly from an online Logix
controller.

PREPARATION

Before the connection information can be importesbme preparation is required using
Studio5000 and a Logix controller:

1. In Studio5000 create a new project and add the required EtherNet/IP device in the 10 tree. If
GKS RSOAOSQa LINBFALS adzZllll2NILia O2y FAIdzNI GA2Y X

2. Download the project to a Logix controller.

NOTE:When instantiating modules in Studio5000 dot make use of the
Gwlk O1 hLIGAYATFGA2yé O02YYdzyAOlI A2y F2NY

NOTE{ 2YS O@OSNEA2Yy & [23IAE 6+xonHb0 R2 y2i &
configuration. Where possible use an earlier version (e.g. V24).

NOTEIt is possible that not all the connection information will be imported as
it may not be available due to the type of device and Logix version.

> B B

IMPORT CONNECTION PARAMETERS

The connection parameters can be imported from the Logix controller by selectirignpiost
from Online Controlleoption locatedunder thelmport menu of the Class 1 Connection form.

MyModule - Class 1 Connection - ()
-+] Import | [+ Export Tools
B  Import from Online Contraller I
@ Import Controller L5X
Eos  |mport EDS File

IT  Import Connection Library

Figure3.81 ¢ Import from Online Controller
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The Import Connection Parameters form will open.

mport Connection Parameters - O X

Controller

| Controller Path

[

4

Target Browser -
| X
%O

Refresh Controller

Select Configuration Tag

‘ | Tag Name Tag Type

= D 192.168.1.6: 1756-EN2TR/B ~
D 00: 1756-L62/B LOGIX5562

ﬁ 01:1756-EN2TR/B

D 02:1756-CNBJ/E 11.003

Select Connection

H 04 : 1756-L75/B LOGIXb575|

05:1756-L85E/B

Device
Type

Product O->T

O->T
Code RPI (ms) Instance

Vendor X
‘ ‘ Size @

192.168.1.7: 1756-EN2TR/C

192.168.1.89 : 1794-AENT/B

Figure3.82 ¢ Import Connection F;aramete[sControIIer Path

i i

Enter the path to the Logix controller. This can be either entered manually, or the Browse
odzii2y aXéxzX OFy o6S aStSOGSR G2 fFdzyOK (GKS
selected.

¢ I

Once the Logix controller path has been selected, all the device configuration tags and device
connections will be read from the controller and displayed in the Configuration Tag grid and
Connection grid respectively.

Import Connection Parameters - O X

Controller

Controller Path |192 1681614 Refresh Controller

Select Configuration Tag

Tag Name Tag Type Length
1 FlexACN:1:C AB:1794_DO8:C:0 36
2 FlexACN:0:C AB:1794_IB16:C:0 34
> 3 FlexEth:0:C AB:1794_IB16:C:0

Select Connection
Vendor T Tade PP g Se mwems  Sus path
1 1 7 37 50 1 2 2 B 172311
2 1 12 36 100 1 18 2 20 1,723
» 3 1 3 6 2 1,6,2,192.168.1.17,1,0
4 1 7 34 50 6 0 2 8 1.7.2.3.1.0

Ok

Cancel

Figure3.83 ¢ Import Connection ParametersSelect Connection
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In order to import all the necessary connection information, the user will need to select both
the appropriateConfiguration Tagand the matchingonnection

¢tKS ySs O2yySOiGArz2yQa 02y TA I dzNICOHKigugtionRTlagi | A &
6KSY G(KS ySg 02yySO0GA2yQa LI NCombclicANE | NB RSN

Once the appropriate selections have been made, p@ksThe imported data will be
populated into the Connection form.

The user can then modify tH@onnection NamgPathandRPlas required.

C. IMPORFROM CONTROLLER L5X FILE

| SNB GKS 9UKSNbSiUkLt O2yySOGA2Yy LI NI YSGSNE |

PREPARATION

Before the connection information can be imported some preparation is required using
Studio5000:

1. In Studio5000 create a new project and add the required EtherNet/IP device in the 10 tree. If
GKS RSOAOSQa LINBFALS adzZlJll2NILa O2y FAIdzNI GA2Y X

2. Save the Studio50Q8rojectas an L5X file

NOTE:When instantiating modules in Studio5000 do not make use of the

Gwl O1 hLIWGAYATFGA2YE O2YYdzyAOlFGA2Y F2NY
NOTEIlt is possible that not all the connection information will be imported as

it may not be availablén the L5X filedue to the type of device and Logix

version.

IMPORTS5X FILE

The connection parameters can be imported from theXLfile by selecting thelmport
Controller L5Xption locatedunder thelmport menu of the Class 1 Connection form.

MyModule - Class 1 Connection - (§

-+] Import | [+ Export  Tools

0 Import from Online Controller
@ Import Controller L5X
Eos  |mport EDS File

IT Import Connection Library
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Figure3.84 ¢ Import from Controllel.5X

The Import Connection Parameters form will open.

S Import L5X Device Configuration

Logix Designer L5X File

L5X File ‘ D Refresh Configuration

Select Module

| | Name Catalog Vendor Device Type Product Code ConfigSize

Figure3.85 ¢ Import L5X Device ConfiguratigrSelect L5X

Click on the Browsé & >batton to select the previously generated L5X file.

The modules found in the selected L5X file will then be displayed in the Module List.

5 Import L5X Device Configuration

Logix Designer L5X File
L5X File |C \Temp\Connection Import Example.L5X Refresh Configuration
Select Module
Name Catalog Wendor Device Type Product Code ConfigSize
1 | Local Local 1756-L85E 1 14 168 0
2 | Local ethO 1756-EN2TR 1 12 200 0
3 eth0 Flex5000 5094-AEN2TRXT/A 1 12 323 0
(IR Flex5000.1B16 5094-IB16XT/A 1 7 412 64
5 |Flex5000.IF8 5094-IF8XT/A 1 15 325 384
6 |Flex5000.0B16 5094-0OB16XT/A 1 7 43 64
7 | Flex5000.HSC 5094-HSC/A 1 109 93 112
Ok Cancel

Figure3.86 ¢ Import L5X Devic€onfiguration

Select the required module and cliékk The imported data will be populated into the

Connection form.

The user can then modify th@onnection NamgPathandRPlas required.

D. IMPOREDS FILE

The connection parameters can be imported frarsuitable EDS file. Typically, this approach

is preferred for devices that do not require configuration data.
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To import the connection parameters from a device EDS file, seletmih@t EDS Fileption
locatedunderthe Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - (§

+] Import | [+ Export  Tools

Import from Online Controller

Import Controller L5X
&5  Import EDS File |
Import Connection Library

[|& ==

=]

Figure3.87 ¢ Import EDS File

A File Open dialog will open allowing the user to select the EDS file.

S Select an Electronic Data Sheet - EDS File

<« v 4 > ThisPC > OS(C) > Temp v O 5 Search Temp
Organize ~ New folder = M @
-~
Name Date modified Type Size
# Quick access -
|| 055A000C006D0100.eds 2023/01/06 06:54 EDS File 35KB

& Aparian
@ OneDrive - Personal
= This PC

¥ Network

~| | Electronic Data Sheet - EDS File

File name: |055A000C00600100.eds

Figure3.88 ¢ Browse to EDS File

The selected EDS file will be imported, and a summary of the connections displayed.
The user will need to select one of the 10 connections.
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S Import EDS File Connection

EDS Flle

File: C:\Temp\055A000C006D0100 eds
Vendor:  Aparian

Product:  Modbus Router/B (A-MBR/B)

Select Connection

> > i
o7 0->T Size 0 T->0 Size Config
Instance Instance Instance

Name RPI (ms)

Gonce
Figure3.89 ¢ Select Connection

The selected connection within the EDS file will be used to populate the Connection
parameters.

The user can then modify th@onnection NamgPathand RPlas required.

E. IMPORTONNECTION LIBRARY

The connection parameters can be imported frenpreviously created Connection Library
(.EIPCNXiile.

@ NOTEPIease contact support to receive a packhaflatestConnection Library
files, for commonly used devices.

To import the connection parameters froniLérary file select thdmport Connection Library
Fileoption locatedunderthe Import menu of the Class 1 Connection form.

A1 MyModule - Class 1 Connection - ()

W‘ [+ Export  Tools
Import from Online Controller

ﬂ Import Controller L5X

Eos  |mport EDS File

—

IT Import Connection Library |

Figure3.90 ¢ Import Connection Librarfile
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A File Open dialog will open allowing the user to selectibeary (.EIPCNZXlg.
The selectedL.ibraryfile will be used to populate the Connection parameters.

The user can then modify tHéonnection NamgPathandRPlas required.

EXPORT LIBRARY FILE

In order to create a Library file for future use, select teort Connection Librargption
locatedunder theExportmenu.

a50940F8

-+] Import |[+ Export | Tools

IT  Export Connection Library ﬂ]

Connedk

Figure3.91 ¢ ExportConnection Library File

3.10.2.2.2. ETHERNET/IP EXPLICIT MESSAGE DEVICE CONNECTIONS

Up to 10 EtherNet/IP devices can be added for explicit messaging. The user will need to add
each device as explained in the EtherNet/IP Devices section below. Once the EtherNet/IP
devices have been added the user can then configure the required mappinthdor
EtherNet/IP Explicit messaging as shown in EtherNet/IP Map section below.

ETHERNET/IP DEVICES
This tab is enabled when the Primary Interface is sé&itterNet/IP Originator

The EtherNet/IP Devices configuration is shown in the figure below. Up &tHeNet/IP
devices can be configured with up to 50 EtherNet/IP mapped items allowing for either explicit
EtherNet/IP Class 3 or Unconnected Messaging (UCMM) to any of the 10 configured devices.
The data from each EtherNet/IP device is written to, or rigath, an Internal Data Space with

a size of 10&Kbytes. See thExplicit EtherNet/IP Messagisgction for more details.

The EtherNet/IP Devices configuratismndow is opened by either double clicking on the
module in the tree, or by rightlicking the module and selectif@@pnfiguration
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ModbusRouter - Configuration E@
General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNetIP Map Intemal Map Advanced
Explicit EtherNet/IP Device Settings
Scan Class A 500 ms Scan Class C ms
Scan Class B ms Scan Class D ms
Explicit EtherNet/IP Device List (max 5)
Device Name Message Type CIP Path Browse Timeout Retry Count Status IDS
PowerFlex700 UCMM ~|192.168.1.100 1000 3 2000
- - I
Apply Cancel Help

Figure3.92 ¢ EtherNet/IP DevicesConfiguration

The EtherNet/IP Devices configuration consists of the following parameters:

Parameter

Description

Scan Class A, B, C

The configurable update rates (in milliseconds) for each scan class in the Ether
Map.

Device List (per device)

Device Name

The user assignddstance name for the specific device.

The module can use eith@lass 3r Unconnected Messagingghen communicating

Message Type to the target EtherNet/IP device.
The CIP Path to the target device. This can either be entered manually or the us
browse to them by clicking th8rowse button. The Target Browsewill open and
automatically scan for all available EtherNetdi&vices.

CIP Path If the Ethernet/IPmodule is a bridge module, it can be expanded by riditking on
the module and selecting th&canoption.
The required EtherNet/IP device can then be chosen by selecting it and clickiog 1
button, or by doubleclicking on the target module.

i The amount of time (in milliseconds) the module will wait for a response from
Timeout

target EtherNet/IP device.

Retry Count

The number of message retries before the target EtherNet/IP device is consi
offline.

Comm Status Offse

This is the offset in the Internal Data Space (used to map EtherNet/IP device
which provides the communication status dfach EtherNet/IP device. Th
Communication Status is as shown below:
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Bit 0- (1:Device Online , 0:Device Offline)
Bit 1 to 7¢ Reserved.

Table3.12 ¢ EtherNet/IP Devices configuration parameters

ETHERNET/IP MAP

This tab is enabled when the Primary Interface is sétterNet/IP Originator

The EtherNet/IP Map configuration is shown in the figure below. Up to 50 EtherNet/IP
mapped items, either explicit EtherNet/IP Class 3 or Unconnected Messaging (UCMM) to any
of the 10 preconfigured devices can be configured. The data from each EtherNiiPe is
written to or read from Internal Data Space with a size of 100Kbytes. Se&xpkcit
EtherNet/IP Messagingection for more details.

The EtherNet/IP Map configuratiavindow is opened by either double clicking on the module
in the tree, or by rightlicking the module and selectif@@pnfiguration

MaodbusRouter - Configuration IEI@
General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNetIP Map  Internal Map Advanced
Explicit EtherNet/IP Map
. . Input Get Qutput Set .
Device Function Scan Service Class  Instance Attribute Offset Length Offset Length Data Type Tag / Static Value

b 1 |Powerflex700 Get R I 1 1 1 4 2 ;

~ ~ ~ v

Ok Apply Cancel Help

Figure3.93 ¢ EtherNet/IP Map configuration

The EtherNet/IP Map configuration consists of the following parameters:

Parameter Description
Devi Thedevice instance name configured in the previous EtherNet/IP Devices tab.
evice
The selected device will be used for executing the communication function.
) The user can select one of four functions.

Function

Get
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The module will read data from the target EtherNet/IP device by using the Get £
Attribute CIP function. The received data will be placed into the Internal Data Sps
the Input Offsetlocation configured in this tab.

Set

The module will write data to the target EtherNet/IP device by using the Set S
Attribute CIP function. The data to be written will be retrieved from the Internal C
Space at th®utput Offsetlocation configured in this tab.

Set Static

Similar to the Set function above, but the data to be written will be fixed (equal ta
Static Valug parameter in this configuration window. This function will typically
used with the single§) Scan class which means thlBRB module can be setup tc
write the fixed value only once when the target device communication has t
established.

Custom

This function allows the user to use a custom Service to write and read data in tt
same transaction. The user will need to see which custom services that target de
adzLILI2 NI a Ay GKIFIG RS@GAOSQa dzaSNJ YI ydz

Read Tag

When using a Logix controller as BtherNet/IP Device, th®iBRB module can read
a Logix tag from the target Logix controller using Class 3 or UCMM messaging.
value from the tag will be saved at the configured Input Offset.

Write Tag

When using a Logix controller as BtherNet/IP Device, th®IBRB module can write
to Logix tag from the target Logix controller using Class 3 or UCMM messaging.
value from the tag will be read from the configured Output Offset.

The user can select Scan ClasB, Cor D (which was configured in the EtherNet/|
Devices tab). The specific mapped item will then be executed at that configured
class rate.

Scan The user can also select tBelass which means that the mapped item will only
execute once when communication to the target device is established. If the targ
device goes offline, then the mapped items with this class will bkermeed, and
resent when communication is #establishel.

Service The custom CIP service/function which is only available whe@tstomfunction

has been selected.

Class, Instance,

The CIP class, instance, and attribute of the request message to be sent.

Attribute
The location in the Internal Data Space where the received data will be written.
Input Offset o _ _
This will only be available f@etand Customfunctions.
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Get Length

The length of the data to be received. If the number of bytes received is more tha
Get Length, then the data witlot be written to the Internal Data Space.

the number of elements of the configured data type arad the byte

f NOTEWhen the function is Logix Read, then the Get Length wil
count.

This will only be available f@etand Customfunctions.

Output Offset

The location in the Internal Data Space from where the data to be written to the te
device will be read.

This will only be available f&t and Customfunctions.

SetLength

The length of the data to be written.

the number of elements of the configured data type aral the byte

f NOTEWhen the function is Logix Write, then the Set Length will
count.

This will only be available f@etand Customfunctions.

Data Type

The data type of the Static Value.
This will only be available f&@etStaticfunction.

Tag / Static Value

The value to be written to the target device when t8et Statidunction has been
selected.

Note: When using the SINT Array data tyfyes values must be entered as space
delimited hex values. For example: 05 34 2E Al

Table3.13 ¢ EtherNet/IP Map configuration parameters

3.10.2.2.3. INTERNAL DATA SPACE MAPPING

When the module is operating as EtherNet/IP Originator, the data from the EtherNet/IP 10
devices can be mapped to thdodbus Registerssing the Internal Map. The Internal Map

configurationwindow is opened by either double clicking on the module in the,toegight-
clicking the module and selectifi@pnfigurationand selecting thénternal Maptab.

IDS CORYETHERNET/IP ORIGINATOR SOURCE

When copying data fromraEtherNet/IP 10 to thé/lodbus Registershe source type needs
to be EIP Originator.
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ModbusRouter - Configuration E@

General Modbus Pors  Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherNeyIP Devices  EtherNeyIP Map  Intemal Map  Advanced

Internal Map

s T s st Source Source  Source Bit [ .o Destination Destination ~ Destination Destination . Copy
ource Type ource Instance Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset oun Function

b ~ ~ ~

ntemal

EIP Target
EIP Originator
MB Register
MB Aux
System

Reformat

Figure3.94 ¢ IDS Copy EtherNet/IP Originator Source Type

The source instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP 10
tree in Slate.

roject Explorer x
2 VBRB Demo A ModbusRouter - Configuration ]
- M Router

{ o Madbus Rouler/B) Generl Madbus Poris Scheduled Tag Reaciva Tag Sewvices Muli-Server Bridge Modbus AuiiaryMap EtherNeyiP Devices EterNeyiP Map Intemal Map | Advanced
Intormal Map
" San S S Bi Ds [ Dy D Ci
1704480 (152 168.1.112.10) cowcoTyoe  Sourcelnatonce | SOUC®  Source  SourceBt [ . estnaton Destnation  Desination Destnation Copy
1 - Source Type Source Instonce Sub-Tag Offset Offcet  Destnation Typ Instance Sub-Tag Offset Bit Ofiset OOV Function Fel
» 1 |EIP Originator  ~ |PF700 | Data - o MB Register ~ |HR - 1000 2 BytetoB.. ~ |None
. PF700 = o

Figure3.95¢ IDS Copy EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Glgast Assembly. The
Count is the number diytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

The user can select to copy either the Data, or Status, from the EtherNet/IP connection.

ModbusRouter - Configuration

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Serv

Internal Map
Source Sourc
Source Type Source Instance Sub-Tag Offse
» 1 |EIP Originator |~ PF700 ~ |Data w 0

" hvs
Status

Figure3.96 ¢ IDS Copy EtherNet/IP Originator Status

When selecting the Status, the format of the Status information is shown below:

Parameter Data Type | Description

EtherNet/IP Originator Connection Statu DINT Bit 0¢ Connection Ok

Table3.14 ¢ EtherNet/IP Originator Connection Status
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IDS CORYETHERNET/IP TARGET DESTINATION

When copying data from thielodbus Register® an EtherNet/IP 10 devic®utput Assembly,
the destination type needs to be EIP Originator.

ModbusRouter - Configuration E@

General Modbus Ports  Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Awsiliary Map EtherNet/IP Devices EtherNetIP Map  Internal Map  Advanced

Internal Map

ssssss
Source Type  Source Instance

Copy
Function
v 0 1 BytetoB.. - |None v

0 1 BytetoB.. - |None v

Reformat

1 |EIP Originator | PF700 | Data @ 0
» 2 |MB Register ~ |HR . 1000

Figure3.97 ¢ IDS Copy EtherNet/IP Originator Destination Type

The destination instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP
O tree in Slate.

x —_— e
B ModbusRouter - Configuration =N EEE o<

General Modbus Pons ScheduledTag Reactve TagServices MuliServer Bridge Modbus Auwlisry Map EtherNetIP Devices EtherNstlP Map IntemalMap Advanced

SowcoType  Sowcalosance  SoUKE  Sucs  SouceBl oo,
1 |EIP Originator | PF700 ~ | Data e 0
» 2 MB Regrster ~ |HR 1000

Figure3.98 ¢ IDS Copy EtherNet/IP Originator Destination Instance

The Destination Offset is the offset in the selected EtherNet/IP device Cl&ustplit
Assembly. The Count is the numbeibgtesthat will be copied. See the Internal Data Space
Mapping section for more information regarding the operation.

3.11. BRIDGBMMODE

In Bridge Mode, the MBR/B can operate as a transparent link for Motletseen different
media (TCP, RTU232, and RTU485). This aftavexamplea Modbus client on Modbus TCP
to communicate with Modbus devices on RS232 or RS485 and vice versa.

The Bridge mapping will need to leenfiguredoncethe Bridge Mode has been selected in
the Router Mode Thiswill instruct the MBR/B which Modbus reque$ts a specific Node and
from a specifidPort (e.g., TCP, RTU232, or RTUABBgds to be routed tavhich Modbus
Server Node and which Port (e.g., TCP, RTU232, or RTU485).

In the below exampleany Modbus requesteceivedon the EtherNet TCP pofor a Modbus
Server at Node address(f® the IP address of the MBR/B 192.168.1.16@m the Modbus
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Client at IP 192.168.1.5Will be routed tathe RS23port and sehto Modbus Serveat Node
5. The response will then be routed back to the request originator (i.e., the Modbus Client at

IP 192.168.1.50).

ModbusRouter - Configuration

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNet/IP Map Ir

Modbus Bridge

Remote Client Port Remote Client Node Remote IP Address Remote Server Port Remote Server Node
1 I TCP e 5 192.168.1.50 RS232 L 5
2 RS485 e 6 192.168.1 51 TCP L 7

Figure3.99 ¢ Bridge Mode Mag, TCP to RS232

ME Request for Node 5 at IP 192.168.1.100 VB Request for Node 5
S 5 — >
i ; Router
Modbus-TCP Modbus-RTU232 = Modbus Node 5
IP 192.168.1.100 -

SCADA - Modbus
Polling Master

IP192.168.1.50

Figure3.100¢ Bridge ModeDiagram¢ TCP to RS232

In the next example below, any Modbus request receivedh@nRS485 port for a Modbus
Server at Node addre$s will be routed to theEthernet TCIport and semto Modbus Server
Node7 with IP address 192.168.1.5Ihe response will then be routed back to the request

originator ¢he Modbus Client on RS485

ModbusRouter - Configuration

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNet/IP Map In

Modbus Bridge

Remote Client Port Remote Client Node Remote IP Address Remote Server Port Remote Server Node
1 TCP v 5 192.168.1.50 RS232 ~ 5
2 RS485 e 6 192.168.1.51 TCP ~ 7
e

Figure3.101¢ Bridge Mode Map RS485 to TCP
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Maodbus-TCP

I *| Modbus Node 7
| s s il wla |
| |IP 192.168.1.100 P 192.168.1.51

| B o
SCADA - Modbus
Polling Master
LControlReom
Figure3.102¢ Bridge ModeDiagramg RS485 to TCP
A NOTEThe samaemote Clientcannot be added more than once.
NOTEWhen routing from TCP to Serial (RS232 or RSd&%) must be taken
when using multiple Modbus Clients to ensure that only Medbusrequest

iS sent at a time on the seriaktwork.

3.12. CONCENTRATOR MODE

In Concentrator Mode, the MBR/B will collect data from various Modbus devices and provide
the consolidateddata toone or moreModbus Clierds. The MBR/B will be a Modbus Server
on one port, anda Modbus Client on the other ports. This will allow a Modbus SCADA to
efficiently read the data from many Modbus devices, because the data from the various
Modbus devices have been concentrated into the MBR/B.

The Concentrator Server Port will need to be configurethe Modbus parameterérom
which the Modbus SCADA / Client waad and write. The Modbus Auxiliary Map will then
need to be populated to retrieve the data from the variaesnote Modbus Serverdevices
(similar to when operating in Enhanced Mode as a Modbus Client).

In the exampleébelow the Modbus SCADA is communicating on Modbus TCP to the MBR/B
which is serving as a proxy for the ModR$U devices in the field. The MBR/B will collect
data from the Modbus RTU devices via the radio network and save it in its internal Modbus
RegistersModbus HR 1000 will be read from each node and placelD@tintervals in the
MBR/B internal MB registers (e.data from node 2 will be at HR1000, data from node 3 will
be at HR1100, data from node 4 will be at HR1200, etc.).

The Modbus SCADA will thee able to read that data from the MBR/B at the specific Modbus
Registers.
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ModbusRouter - Configuration E@

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map  EtherNeyIP Devices EtherNet/IP Map Intemal Map Advanced

Modbus Auxilary

Port Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat
1 RS232 |v Read ~ HR ~ 1000 10 1000 2 None ~
2 RS232 |~ Read ~ HR ~ 1100 10 1000 3 None ~
3 RS232 2 Read = HR = 1200 10 1000 4 None =
4 RS232 M Read ~ HR v 1300 10 1000 5 None v
~ ~ ~ 1~

Figure3.103¢ Concentrator Mode; Modbus Auxiliary Mapping

Modbus
Router §

Modbus-TCP

Modbus-RTU E
<

SCADA - Modbus
Polling Master

Control Room

Figure3.104 ¢ Concentrator Mode Diagram

3.13. INTERNAL DATA SPACE MAP

The internal data map is used to exchange data from the Ethernet interface tldlbus
Registersand vice versa. Up t800 items can be mapped. The Internal Map configuration
window is opened by either double clicking on the module in the tree, or-afitking the
module and selectin@Gonfigurationand selecting thénternal Maptab.

TheCountis the number of bytes that will be copied from the source to the destination.
There are four differen€opy Functionghat can be used.

Function Description

Byte to Byte Eachbyte from the source will be directly copied to ealbtite in the destination.

Each byte from the source will be copied to each bit in the destination. If a \
greater than zero is read from thsource bytethen a 1 will be written to the
Byte to Bit destination bit address. If a value of zero is read from gweirce bytethen a 0 will be
written to the destination bit address. The destination offset will be the bit offset a
the destination address will be incremented by one bit each time.

Bit to Bit Eachbit from the source will be directly copied to eabh in the destination.
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Bit to Byte

Each bit from the source will be copied to each byte in the destination. If a value c
is read from thesource bitthen a 1 will be written to thelestination byte address. If
a value of zero is read from trsmurce bitthen a 0 will be written to thelestination

byte address. The source offset will be the bit offset and the source address w

incremented by one bit each time.

Table3.15¢ Internal Map Copy functions

The data in the destination source can also be reformatted. Rdfermat option provides

five different reformat options.

NOTETheReformat option is only available f@yte to ByteCopy Functions.

Function Description

None No reformatting applied (AA BB CC DD)
BB AA 16bit Byte swap

BB AADD CC 32bit Byte Pair Swap

CC DD AA BB Word Swap

DD CC BB AA Word and Byte Pair Swap

Table3.16 ¢ Internal Map Reformat Options

3.13.1. CopYHROM

One ofsixsources can be selected to copy from:
Internal, EIP Target, EIP OriginatdB RegisterMB Aux and System.

ModbusRouter - Configuration

General Modbus Ports Scheduled Tag Reactive TagServices Multi-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNetIP Map Intemal Map  Advanced

Internal Map

Source Source Source Bit Destination Destination  Destination Destination

Sub-Teg Offant Offet  Destination Type Count

Source Type Source Instance Instance Sub-Tag Offset Bit Offset
[ > -

Internal
EIP Target
EIP Originator
MB Register
MB Aux

System

Figure3.105¢ Internal Map¢ Source Type

3.13.1.1.INTERNAL

Copy

Function Reformat

~

When copying data from the internal data space (IDS), the source type needs to be Internal.

Document NoD135-018
Revision 111

PagelOlof 204



Setup

ModbusRouter - Configuration IEI@

General Modbus Ports  Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map  EtheiNet/IP Devices EtherNet/IP Map Intemal Map  Advanced

Internal Map

Source Source  Source Bit Destination Destination ~ Destination Destination Copy

SubTag pivly fteet | Destination Type Count

Source Type Saurce Instance Instance Sub-Tag Offset Bit Offset Function

Reformat

b ~ M v

Interal
EIP Target
EIP Originator
MB Register
MB Aux
System

Figure3.106¢ IDS Copy Internal Source Type

The source instance is Not Applicable for the internal data space. The Source Offset is the
offset in thelnternal Data Space (ID@hich has a max of 100,000 bytes. The Count is the
number ofbytesthat will be copied.

3.13.1.2.EIPTARGET

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to the Modbus Registers, the source type needs to be EIP Target.

ModbusRouter - Configuration E@I

General Modbus Poris  Scheduled Tag Reactive Tag Services  Muli-Server Bridge Modbus Awiliary Map  EtherNeyIP Devices EtherNet/IP Map Internal Map - Advanced

Internal Map

SouceType | Sourcs Instance Source Souce  Sowrce Bt oo Destination Destination  Destination Destination . Copy

Sub-Tag Offset Offset Instance Sub-Tag Offset  Bit Offset Function Reformat

- ~ v v

internal
EIP Target

EIP Originator
MB Register

System

Figure3.107¢ IDS Copy EtherNet/IP Target Source Type

The source instance will be the connection number, which can be connection 1 to 4, based on
the number of connections configured.

NOTEConnection 0 cannot be selected because the first connection is used
for module status. Connection 1 to 4 is used for Modbus data mapping.

The Source Offset is the offset in the EtherNet/IP output assembly from where the data must
be copied. The Count is the numberxyfesthat will be copied.

See the Internal Data Space Mapping section for more information regarding the operation.

3.13.1.3.EIPORIGINATOR

When copying data fromraEtherNet/IP 10 to the Modbus Registers, the source type needs
to be EIP Originator.
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ModbusRouter - Configuration

General Modbus Pors Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus AwiliaryMap EtherNet/IP Devices EtherNetIP Map IntemalMap  Advanced
Internal Map

Source Source  Source Bit Destination

Source Type Source Instance ¢ Il Offeot Offewt | Destination Type

Destination ~ Destination Destinaion = Copy Reformat
Instance Sub-Tag Offset Bit Offset Function

b ~

Intemal

EIP Target
EIP Originator
MB Register
MB Aux
System

~ ~

Figure3.108¢ IDS Copy EtherNet/IP Originator Source Type

The source instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP 10
tree in Slate.

x
FA MadbusRouter - Configuration =N
eneral Modbus Pors  Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auxiliary Map EtherNetP Devices EtherNeyiP Map IntemalMap  Advanced

Internal Map

Source Sou Source Bit Destination Destination  Destinstion  Destnation Copy

Source Type Source Instance o Soures pstination Type o
Source Type  Source Instence g 1ag Offset Offcet _ Desimotion Typ instance Sub-Tag Offset Bt Offset “ Function

- ot
+ 1 |[EPOnginator |~ [PF0 | Dam ~ o MB Register  ~ |HR v 1000 2 ByteloB._. ~|None
. - = - )

179188

Figure3.109¢ IDS Copy EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Gltgast Assembly. The

Count is the number diytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

The user can select to copy either the Data, or Status, from the EtherNet/IP connection.

ModbusRouter - Configuration
General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Serv

Internal Map

Source Sourc
Source Type Source Instance Sub-Tag Offse
» 1 |EIP Originator |~ PF700 ~ |Data v 0

& N
Status

Figure3.110¢ IDS Copy EtherNet/IP Originator Status

When selecting the Status, the format of the Status information is shown below:

Parameter Data Type | Description

EtherNet/IP Originator Connection Statu DINT Bit 0¢ Connection Ok

Table3.17 ¢ EtherNet/IP Originator Connection Status
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3.13.1.4. MBREGISTER

When copying Modbus Data &tatus to the EtherNet/IP interface, the source type needs to
be MB Register.

ModbusRouter - Configuration EI@

General Modbus Ports Scheduled Tag Reactive Tag Sevices Mult-Server Bridge Modbus Auwiliary Map EtherNeylP Devices EtherNetIP Map IntemalMap Advanced
Internal Map
Source Source  Source Bit Destination Destination ~ Destination Destination Copy

Sub-Tag Offset Offeet  Destination Type Instance Sub-Tag Offset Bt Offset ount Function Reformat

e ~ ~

Source Type Source Instance

Internal
EIP Target
EIP Originator

MB Register
MB Aux
System

Figure3.111¢ IDS CopyModbus Register Source Type

When using the MB Register source, the source instance will be the Modbus register type
required.

ModbusRouter - Configuration E@
General Modbus Porls Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherNeyIP Devices EtherNeylP Map  Intemal Map  Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination Destination Copy
Source Type Source Instance g b Tog Offset Offset  Destination Type Instance Sub-Tag Offset  BitOffset  COUNt Function Reformat
» 1 |MBRegister - [CS - 0 ~ 0 1 Byle o B... ~ |None ~

+ |CS ~ ~
Is
IR

Figure3.112¢ IDS CopyModbus Register Source Instance

The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number diytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

3.13.1.5.MBAuUX

When using the MB Aux source, the source instance will be an item in the Modbus Auxiliary
Map. For example, if there are two itemstire Modbus Auxiliary Map, then there will be two
Source Instances for the MB Aux Source Type.

@ NOTEThe Modbus Aux source is only relevant when the MBR/B is operating
in Enhanced mode as a Modbus Client.
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ModbusRouter - Configuration E@

General Modbus Porls Scheduled Tag Reactive Tag Sevices Multi-Server Bridge Modbus Auxiliary Map EtherNeylP Devices EtherNet/IP Map  Intemal Map  Advanced

Internal Map

Source Source  SourceBit Lo Destination Destination  Destination Destination Copy
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset oun Function

b 1 MBAux ~ | Aux ftem 1 w | Status ~ 0 ~ 0 2 Byteto B.. ~ None ~

¥ Auxitem 1 < -

Source Type  Source Instance Reformat

Figure3.113¢ IDS CopyModbus Register Source Instance

The MB Aux format is as shown below:

Parameter Data Type | Description

MB Aux Status INT Bit O¢ Last Transaction Ok

Table3.18 ¢ Modbus Aux Item Status

3.13.1.6.SrSTEM

When copying system information, the source type needs to be System.

DNRO1 - Configuration E=aEERCXx"|
General DeviceNet DeviceNetDevices DeviceNetMap PLC5Map EtherNeyIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map  Advanced Monitoring

Internal Map (max. of 200 items.) Recommend

Source Source: Source Bit Destination Destination Destination Destination
Source Type Source Instance g Dffct Offewt  Destination Type Itonce Sub-Tag Offest Bt Offeet | COURE Copy Function Reformat

o ~ v v

Internal
EIP Target
EIP Originator
MB Register
DNet Target
DNet Scanner
System

Figure3.114¢ IDS Copy System Information

¢CKS Y2Rdz SQa {@aiSYy AYyF2N¥IGAZ2Y KlFla GKS F2ff

Parameter Data Type | Description

Module Status.

Bit 0¢ Module Config Valid

Bit 1¢ Routing Inhibited

Bit 2¢ Disabled by Logix Standby

Status INT Bit 3 ¢ EtherNet/IP Originator Comms Ok
Bit 4¢ EtherNet/IP Target Comms Ok

Bit 5¢ Controller Rur{1yProg Mode(0)

Bit 6¢ NTP Ok

Bit 7¢ Modbus Comms Ok
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Bit 8¢ Modbus Client (0) / Server (1)

ConfigCRC

INT

The module configuration signature.

Mode

SINT

0 ¢ Scheduled

1 ¢ Reactive

2 ¢ Unscheduled
3¢ (Reservell

4 ¢ Enhanced
5¢ Bridge

6 ¢ Concentrator

Protocol

SINT

Only valid for Scheduled, Reactivend Unscheduled Mode
0 ¢ Serial
1¢TCP

Transaction Rate

INT

Only valid for Scheduled anReactive Mode

The transaction rate is the number of Modbosessages pel
second that the module is currently routing.

Scheduled Tag Count

INT

Only valid for Scheduled Mode
The number of items in the Scheduled Tag Map.

Logix Redundant State

INT

Only valid for Scheduled and Reactive Mode

When the module is operating in LogiRedundant USB thi
field will show the redundant status of the local Logix control
connected via USB.

0x02- Primary SYNC

The local Logix controller is thgrimary and is synchronize
with the secondary.

0x03- Primary DISQ

The local Logix controller is the primary and the seconc
controller is disqualified.

0x04- Primary ALONE

The local Logix controller is the primary with no second
controller.

0x10- Primary Locked

The local Logix controller is the primary and is locked
changes.

0x08- Secondary SYNC

The local Logix controller is the secondary and is synchror
with the primary.

0x09- Secondary DISQ

The local Logix controller is the secondary and is disqual
with the primary.

Ox0E- No Partner
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The local Logix controller is the secondary with no control
partner.

0x12- Secondary Locked

The local Logix controller is the secondary and is lockec
changes.

Table3.19 ¢ System Information Format

3.13.2. CGopYlIO

One offour destinations can be selected to copy to:
Internal, EIP Target, EIP Originator, 88 Register

ModbusRouter - Configuration EI@

General Modbus Ports Scheduled Tag Reactive Tag Services Mufi-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNetIP Map Intemal Map  Advanced

Internal Map
Source Source Source Bit Destination Destination | Destination Destinatior Copy
Source Type  SourceInstance g, oq Offset Offset ~ Destination Type Instance Sub-Tag Offset  BitOffset  COUNt Function Reformat
" % = =
nteral
EIP Target
EPP Originator
M Register
MB Aux

Figure3.115¢ Internal Mapg Destination Type

3.13.2.1.INTERNAL

When copying data to the internal data space (IDS), the destination type needs to be Internal.

ModbusRouter - Configuration

b=

General Modbus Ports  Scheduled Tag Reactive Tag Services  Mulii-Server Bridge Modbus Auxiliary Map  EtherNeyIP Devices EtherNeyIP Map  Intemal Map  Advanced

Internal Map

Source Type | Source Instance Source Source  Source Bit [ .o Destination Destination  Destination Destination . Copy
yp Sub-Tag Offset Offset e Instance Sub-Tag Offset Bit Offset Function

ncti
" - @ ~
Intemal
EIP Target
EIP Originator
MB Register
MB Aux

Reformat

Figure3.116¢ IDS Copy Internal Source Type

The destination instance is Not Applicable for the internal data space. The Destination Offset

is the offset in thdnternal Data Space (ID&hich has a max of 100,000 bytes. The Count is
the number ofbytesthat will be copied.

Document NoD135-018

Pagel07of 204
Revision 111



Setup

3.13.2.2.EIPTARGET

When copying data from the Modbus Registers to the EtherNet/IP Target input assembly, the
destination type needs to be EIP Target.

ModbusRouter - Configuration EI@

General Modbus Ports Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNetIP Map Iniemal Map Advanced

Internal Map

Source Type | Source Instance Source Source  SourceBit [ .o Destination Destination  Destination Destination . = Copy
e Sub-Tag Offset Offset P! Instance Sub-Tag Offset Bit Offset Function

1 |EIP Target | Connection 1 52 0 MB Register ~ |HR 52 1000 2 Byte to B... |~ |None 57
» 2 |MB Register ~ |HR ~ 2000 ~ 0 1 Byteto B.. | - |None -
.

= =
EIP Target
EIP Originator

Reformat

ME Register
ME Aux

Figure3.117¢ IDS Copy EtherNet/IP Target Destination Type

The destination instance will be the connection number, which can be connection 1 to 4,
based on the number of connections configured.

NOTEConnection 0 cannot be selected because the first connection is used
for module control. Connection 1 to 4 is used for Modbus data mapping.

The Destination Offset is the offset of the EtherNet/IP input assembly from where the data
must be copied. The Count is the numbebgtesthat will be copied.

3.13.2.3.EIPORIGINATOR

When copying data from the Modbus RegistersnidcgherNet/IP 10 devic®utput Assembly,
the destination type needs to be EIP Originator.

ModbusRouter - Configuration E@
General Modbus Porls Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus AuiliaryMap EtherNetIP Devices EtherNellP Map IntemalMap  Advanced
Internal Map
Source Source | Source Bit Destination | Destination | Destination Destination Copy
Source Type  Sourcelnstance g b oo Offset Offeet  Destination Type Instance Sub-Tag Offset  BitOffset  Count Function Reformat
1 |EP Originator | ~ |PF700 ~|pata | o MB Register |~ |HR v 0 1 [ByetoB. |~ |None -
» 2 |MBRegister v |HR v 1000 v 0 1 |ByetoB. | v |None v

= nteral =
EIP Target
EIP Originalor
ME Register
ME Aux

Figure3.118¢ IDS Copy EtherNet/IP Originator Destination Type

The destination instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP
O tree in Slate.
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ect £ ax

cnelealalln ModbusRouter - Canfiguration =l
[ Modb Modbus Router -i-
iy Modbuz Router/B) General Modbus Pors Scheduled Tag Reactive Tag Senvices Mulk-Server Bridge Modbus Ausliory Map EtherNel/IP Devices EtherNeliPMap IntemalMap | Advanced

£t Internal Map
1 100)
§ 1794188192 1631 1131.0) N S Source  Source  Source Bi ton Destination  Destination  Destination .
SowceType  Sowrcelnstenca gt grilt ST Destnation Type i SubTeg Ot Reformat
1 [EP Originator ~[PF700 | Daa ] o MB Register  ~ |HR - 0 None
» 2 |MBRegister v HR ~ 1000 EIP Originator Data ~ 0 None
. B B Pe00

Figure3.119¢ IDS Copy EtherNet/IP Originator Destination Instance

The Destination Offset is the offset in the selected EtherNet/IP device Cl&ustplit
Assembly. The Count is the numberbgiesthat will be copied. See the Internal Data Space
Mapping section for more information regarding the operation.

3.13.2.4. MBREGISTER

When copying data from the EtherNet/IP interface to a Modbus Register, the destination type
needs to be MB Register.

ModbusRouter - Configuration E@

General Modbus Ports  Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNetIP Map Intenal Map  Advanced

Internal Map
Source  Source  Source Bit Destination  Destination  Destination  Destination Capy
Source Type  Sourcelnstance g og Offset  Offset ~ Destination Type Instance Sub-Tag Offset  BitOffset U™ Function Reformat
1 [MBRegister |~ |HR v 0 ElP Targst |~ |Connection 1 |~ 0 2 [ByetB | |None v
» 2 |EIP Target ~ | Connection 1 ~ 0 MB Aux ~ 0 1 Byte to B. ~ None 7

v Intemal v
EIP Target
EIP Originator
MB Re.sm

Figure3.120¢ IDS CopyModbus Register Destination Type

The destination instance will be the Modbus register type required.

ModbusRouter - Configuration E@

General Modbus Ports  Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus AwliaryMap EtherNet/IP Devices EtherNetIP Map IntemalMap  Advanced

Internal Map

Source Tyoe | Source Instance Source Source  SourceBit [ ..o Destination Destination  Destination Destination . Copy Reformat
P! Sub-Tag Offset Offset P Instance Sub-Tag Offset Bit Offset Function
1 |MBRegster v |HR v 0 EIP Target ~ |Connection 1| 0 2 Byte t0 B... |~ |None -
» 2 |EIPTarget *|Connection 1~ 0 MB Register  ~[cs v 0 1 Byte 10 B... | |None v

v ~ |CS ~
IS
IR

Figure3.121¢ IDS CopyModbus Register Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number diytesthat will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.
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3.14. ADVANCED

The Advanced configuratiomindow is opened by either double clicking on the module in the
tree, or by rightclicking the module and selectif@pnfiguration

ModbusRouter - Configuration EI@

General Modbus Ports Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherMNet/IP Map Internal Map  Advanced
Device Level Ring

[] DLR Enable

Time Synchronization

MINTP]

NTP - Network Time Protocol

Server IP Address ‘ 192 . 168 . 1 . 236

Update Interval (s)

Ok Apply Cancel Help

Figure3.122¢ Advanced configuration

The Advanced configuration consists of the following parameters:

Parameter Description
DLR Enable Enable Device Level Ring operation.
NTP Enable TheMBR/Bcan synchronize its onboard clock to an NTP Server by enabling

This setting is the IP address of the NTP Server which will be used as a tim

NTP¢ Server IP Address
source.

This setting is the updated interval (in seconds) thatM#&R/Bwill request

NTPC Update Interval time from the NTP Server.

Table3.20 ¢ Advanced configuration parameters

3.15. MODULB®POWNLOAD

Once theModbusconfiguration has been completed, it must be downloaded to the module.
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Before downloading the Connection Path of the module should be set. This path will
automatically default to the IP address of the module, as set in the module configuration. It
can however be modified, if thelodbusRouteris not on a local network.

The Connection patban be set by rightlicking on the module and selecting the Connection
Path option.

Aparian-Slate - ModbusSample

File Device Tools Window Help
Vel g0 0L e
Project Explorer = =

= & ModbusSample

=% ModbusRout s Lo o ir
~.# Configuratio] # Configuration

Verify Configuration
|== Connection Path ‘I

Status
Go Offline
4F Go Online

¥ Download
4+ Upload

Generate 5tatus Report
Event Viewer
Modbus Packet Capture

Generate Status Report
Il

Figure3.123- Selecting Connection Path

The new connection path can then be either entered manually or selected by means of the
Target Browser

ModbusRouter - Connection Path =N SES X
Connection Path
1921681226 | Browse
Ok Cancel

Figure3.124- Connection Path
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When the module has been setup with Controller Mddmix¢ USB Redundarie user will
need to enter the connection path for both Modbus Router A and B.

ModbusRouter - Connection Path =N =TS ™
Connection Path A
| | Browse
Connection Path B
Browse

Ok Cancel

Figure3.125- Connection Path (Redundant Modulesee Redundant section)

To initiate the download, rightlick on themodule and select the Download option.

Aparian-5Slate - ModbusSample

File Device Tools Window Help
el X g
Project Explorer -

=& ModbusSample

=" ModbusRouter B
.../ Configuration | # Configuration

Verify Configuration
= {onnection Path

LW P | Sy, PR p——

Status
Go Offline
dF Go Online

|Iv Download
4 Upload

Generate Status Repart

Event Viewer
Maodbus Packet Capture

Generate Status Repart

I
Figure3.126- Selecting Download

Once complete, the user will be notified that the download was successful.
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The module is now configured and will start operating immediately.

Aparian-Slate *

@ Download to A Successful.

Figure3.127 - Successful download

Aparian-5Slate - ModbusRouterBExample

File. Device Tools Window Help
Ll +.9 82 4
Project Explorer

= & ModbusRouterBExample

=} ModbusRouter (Modbus Router/B)

------ # Configuration

- [ A-Status

isfm Modbus Packet Capture

Figure3.128- Module online

Document NoD1(6-018
Revision 111

Pagell3of 204



Device Firmware Update

4. DEVICE FIRMWARE UPDATE

The MBR/B module supportsreld firmware upgrading. The latest firmware for the module
can be downloaded from the Aparian websievw.aparian.com The firmware is digitally
signed, so only the correct firmware can be used.

To firmware upgrade the module, follow the steps below:

1 From theToolsmenu in Slate, select tHeeviceFlashtility.

Aparian-Slate

File Device | Tools | Window Help
o= Target Browser

DHCP Server

Event Viewer

DeviceFlash

3
+
A
5

Packet Capture Viewers

GSD File Management

FF DD Management

CAN EDS File Management
DeviceNet EDS File Management

& Application Settings

Figure4.1 ¢ Select DeviceFlash utility from Slate

1 When the utility opens, the user will be prompted to select the binary file to be used to
firmware upgrade the module.

Select a Device Flash File X
« v 4 » This PC > Documents > Aparian * ~ (] 2 Search Aparian
Organize ~ New folder - O @
% This PC ~ Name Date modified Type Size
¥ 3D Objects || PCD_MBRB_2001010.afb 2023/04/11 13:25 AFB File 518 KB
[ Desktop BatteryVision 2023/03/06 1431 File folder
= Documents DVSnof 2022/08/11 14:05 File folder
& Downloads HoneywellCapture 2022/08/11 14.05 File folder
) JSONTest 2022/08/11 14.05 File folder
D Music } -
Trimble 2022/08/11 1405 File folder
=] Pict
= riewres ControlNet Router EDS 2022/08/11 1405 File folder
E Videos
L9 0S(C)
¥ Network
v
File name: [PCD_MBRB_2001010.afb V| Device Flash (*.afb) ~
Figure4.2 ¢ Select the binary file
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Device Firmware Update

1 After selecting the file, the usevill be prompted to select the device to firmware upgrade on
the local network.

Target Browser - O X
"'* C’) Done

192.168.1.7 : 1756-EN2TR/C “

=1
o0

192.168.1.8 : 1756-EN2TR/B
192.168.1.41 : BMEP584040
192.168.1.42 : BMEP584040
192.168.1.113: 1794-AENT/B
192.168.1.114 : Modbus Router/B

192.168.1.115: Modbus Router/B

192.168.1.116 : Modbus Router/B

1921681117 : Modbus Router/B
192.168.1.118 : Modbus Router/B

192.168.1.149 : PMEPXMO100

o o | i s e s e | o e { o o

Ok Cancel

Figure4.3 ¢ Select the device to be updated

 After the device selection the user will be prompted if the device ffasist start. The firmware
update will take less than 2 minutes to complete.

B Device Fian E=S R
File Tools
m = f
Parameter Source File Target Device &
Path PCD_MBRB_2001010 192.168.1.116
Product Modbus Router/B Modbus Router/B
Vendor 1370 1370
Device Type 12 12
Product Code 109 109
Revision 2.001 2.001.010 w
Flash Cancel
Sending Chunk 172 .

Figured.4 ¢ Firmware update busy

Document NoD1(6-018 Pagell5of 204
Revision 111



Device Firmware Update

1 Once the firmware update has successfully completed, the Target Device textboxes will
display green.

Device Flash E=RECE X"
File Tools
a5
Parameter Source File Target Device &
Path PCD_MBRB_2001010 192.168.1.116
Product Modbus Router/B Modbus Router/B
Vendor 1370 1370
Device Type 12 12
Product Code 109 109
Revision 2.001 2.001.010 v
Flash Cancel
Complete

Figure4.5 ¢ Firmware update successfully completed.

c NOTEIf for any reason the firmware update failed (e.g. power down during the
update), then the module will revert back to thmotloader. The user can then
simply reflash the module again to update it to the latest application firmware.
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5. SECURITY

The MBR/B suppostsecurity services allowing the user to configure various levels of module
security.

When security is enabled all EtherNet/IP communication betwSkteand the module is
encrypted preventing information from being intercepted by a third party.

{ SOdzNRA (& 2F (KS Y2RdzZ S Aa O2yFA3IdzNBR | YR
(application) configuration and can thus be configured online without affecting the running
process.

The security services provide the following features:

Configurable level of security

Encrypted EtherNet/IP communication

Fixed User Roles and Custom Users
Configurable Password rules

Login Expiry

Failed Login Coaff and Account Disable options
Configurable Global Services and Custom Ports
Optional IP Address Access Control List
Optional MAC Access Control List

Restrictions on Reset command

Restrictions on Device Flash options

=A =4 =4 4 -4 4 -4 -4 -4 -4 -4 -

Security Audit trail in Event Log

Optional user authentication can be enabled, requiring users to login to the module when
connecting. In addition to the fixed role users, (viz. Administrator, Engineer, Operator, Auditor
and Viewer) up to 5 custom users can be configured. Each custornswessigned one of the
aforementioned fixed roles.

Once user authentication has been initialized, only users with Administmteitegesare
able to change the security configuration and reset passwords etc.
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Allowed privileges for each user role is tabulated below

Privileges / Roles ‘ Administrator ‘ Engineer‘ Operator‘ Auditor ‘ Viewer | None

System

Identity Object v v v v

Device Flash (Firmware Upgrade)

Reset Module

Change Ethernet Interface Settings

Application

Download/Upload Configuration

View Status and Statistics

ClearStatistics

Packet Capture

View Event Log

Clear Event Log

Generate Status Report

ModbusPass Through Functions

CKK ISISIKIKISE KIS

Internal Register Viewer

Security

Download/Upload Security Configuration

Clear All Security

View Security Status and Statistics

Clear Security Statistics

Change Own Password

CSIKIKISISIKT SISIKISIKIKISIKIKST ISIKIKK

ACSERER
ACSEREE

Change Another User's Password

Tableb.1 ¢ User Role Privileges

5.1. SECURING PROCESS

The process to secure a module involves the following basic steps:
1 Setup Securitonfiguration
1 DownloadSecurity Configuration to the module
9 Initialize User Authentication

5.1.1. CONFIGURATION

The Security Configuration is accessed by +ofjbking on theSecurityitem in the device tree
and selecting th&ecurity Configuratioroption.
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£ [ ModbusRouter (Modbus Router/B)

Aparian-Slate - MBRB Demo*

File Device Tools Window Help

+.5 02

Security Configuration

e W X O
Project Explorer =
= & MBRB Demo
..... # Configuration
i
£
A
@
[~
-+]

Security Status

Change My Password

Change Other Password

Verify Configuration

Initialize User Authentication
Clear All Security

Download Security Configuration

Export Security Configuration
Import Security Configuration

I'l

Figure5.1 ¢ Selecting Security Configuration

The configuration form will open and display multiple configuration tabs.

5.1.1.1. GENERACONFIGURATION

TheGeneralconfiguration tab is shown below.

ModbusRouter - Security Configuration

Master Security Enable
Enable Fixed Users
Engineer
[] operator
Auditor
Viewer

Module Reset and Flash Rules
Allow Reset
Allow Reset to Factory Defaults
[ Allow Reset when Connected
[] Allow Device Flash when Connected

Ok

General Password Rules Custom Users Services |IP Access Control List MAC Access Control List

Login Rules

Login Expire

Timeout Period IIl (minutes)

Failed Login Cool-Off

Cool-Off Period {minutes)

|:| Failed Login Disables Account

Apply Cancel

E=N R =5

Figure5.2 ¢ Security ConfigurationGeneral
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TheGeneralconfiguration tab comprises the following parameters:

Parameter

Description

Master Security Enable

Used to enable or disable the master security.
@ NOTE If this optionis disabled then all Securit

Enable Fixed Users
Engineer
Operator
Auditor
Viewer

measures are disabled.
Allows each of the fixed users to be enabled or disabled.

®

NOTE The fixed Administrator user cannot be
disabled.

Module Reset and Device Flash Ru

les

Allow Reset

Must be checked to allow any type of Reset via EtherNet/IP.

Allow Reset to Factory Defaults

Must be checked to allow Reset to Factory Defaults (including
to Factory Defaults except Communication settings).

Allow Reset when Connected

Must be checked to allow any type of Reset when the modul
connected, where connected implies an EtherNet/IP Clas
connection.

Allow Device Flash when Connecte

Must be checked to allow Device Flash when the module
connected, where connected implies an EtherNet/IP Clas
connection.

Login Rules

Login Expire

Selecting this option causes all users to be automatically locggéec
after the Login Expire Timeout Period.

Login Expire Timeout Period

The duration, in minutes, after which all users will be automatic
loggedout.

Min: 1 minute
Max: 1440 minutes (24 hours)

Failed Login Cod)ff

Selecting this option initiates a Ceaff period after a user has
entered an incorrect password 3 times in succession. During the
off period the user will not be able to login.

@ NOTE This option, and the Failedogin Disable

Failed Login Co@ff Period

Account option, cannot be simultaneously selected
The CoclOff duration, in minutes.

Once a user has entered an incorrect password 3 times in succe
they would need to wait this period before they can login again.

Min: 1 minute
Max: 1440 minutes (24 hours)
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Failed Login Disables Account {StSOGAYy3a (KAa 2LIiA2y Ol dza
enter an incorrect password 3 times in succession.
NOTEhy OS (KS dzaSNna | 002
Administrator would need to reset their password.

NOTE This option, and the Failed Login Gauf
option, cannot be simultaneously selected.

NOTE This option will not be applicable for th
Administrator user account.

® 0O

Tableb.2 ¢ Security Configuratiog General

5.1.1.2. PASSWORBULECONFIGURATION

ThePassword Rulegab is show below.

ModbusRouter - Security Configuration EI@

Custom Users Services |P Access Control List MAC Access Control List

General |

Password Rules

Minimum Length 3 ~

Requires at least one Lowercase character
Requires at least one Uppercase character
Requires at least one Numeric character

Requires at least one non-Alphanumeric character
Reject Triples (3 identical consecutive characters)

[] Reject Username Deriviatives (4 consecutive characters)

Ok Apply Cancel

Figure5.3 ¢ Security Configuratiog Password Rules

ThePassword Ruletgab comprises the following parameters:

Parameter Description
Minimum Length The minimum number of characters the password must contain.
Min: 1
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Max: 32

Requires at least one
Lowercasecharacter

When selected, all passwords will require at least one lowercase characte
eg.abcd

Requires at least one
Uppercasecharacter

When selected, all passwords will require at least one uppercase characte
eg.ABCD

Requires at least one
Numericcharacter

When selected, all passwords will require at least one -alpihanumeric
character.

eg.1234

Requires at least ondon-
Alphanumericcharacter

When selected, all passwords will require at least one -alpthanumeric
character.

eg.'@#S%

RejectTriples

When selected, all passwords may not contain 3 identical {resmnsitive)
consecutive characters.

e.g. MyDDDog, strangecCcat.

Reject Username
Derivative

When selected, all passwords may not contain any derivative ofabgective
username. A derivative is defined as any 4 consecutive characters o
password casésensitivematching any 4 consecutive characters of t
username.

Table5.3 ¢ SecurityConfigurationg Password Rules

5.1.1.3. QUSTOMJSERSONFIGURATION

TheCustom Usersonfiguration tab is shown below.

ModbusRouter - Security Configuration EI@
General Password Rules CustomUsers Services IP Access Control List MAC Access Control List
Enable Custom Users Custom Users (max. of 5 items.)
User Name Role

1 Rex Stardust Administrator e

2 | Cynthia Smith Engineer bed

3 | Walter Sobchak Viewer ™

33 b
Ok Apply Cancel

Figure5.4 ¢ Security Configuratiog Custom Users
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TheCustom Usersonfiguration tab comprises the following parameters:

Parameter Description

Enable Custom Users | Global Enable / Disable for all Custom Users

UserName User Name of the Custom User.
@ NOTEThe User Name cannot exceed@faracters.

NOTEThe User Name cannot be the same as any of the fixed
(Administrator, Engineer etc.)

Role The role allocated to this user. Select one of the following:
Administrator

Engineer

Operator

Auditor

Viewer

Tableb.4 ¢ Security Configuratiog Custom Users

5.1.1.4. SERVICERONFIGURATION

TheServicezonfiguration tab is shown below.

ModbusRouter - Security Configuration EI@

General Password Rules Custom Users Services |P Access ControlList MAC Access Control List
Services

] Allow Al
Global Security Services Global Custom Ports

HTTP Custom Port
Modbus-TCP 509
[] bNP3-TCP lod
[] DNP3-UDP
PCCC
DTM Access

Ok Apply Cancel

Figure5.5 ¢ Security Configuratiog Services

Document NoD1(6-018 Pagel23of 204
Revision 1.1



Security

TheServicezonfiguration tab comprises the following parameters:

Parameter Description

Allow All When selected all services are allowed by default.

HTTP Allow HTTP web server connections to be accepted.

ModbusTCP Allow ModbusTCP connections to be accepted.

DNP3TCP Allow DNP3 TCP connections to be accepted.

DNP3UDP Allow DNP3 UDe&vonnections to be accepted.

PCCC Allow PCCC connections to be accepted.

DTM Access Allow unencrypted DTMequired passthrough EtherNet/IP transactions.
This provides a limited exception to encryption requirement policy for a:
management software.

Custom Ports Up to 4 custom (TCP / UDP) ports can be added to the allowed list.
NOTE When the application is using nestandard ports for
communication services (e.g. ModUi€P) then these ports wi
need to be added to the Custom Ports list.

Table5.5 ¢ Security ConfigurationServices

5.1.1.5. IPACCESGONTROLISTCONFIGURATION

Enabling the IP Access Control List will block all communication from PCs (and other devices)
unless their IP addresses aeplicitly included in the list with the allowed services.

ThelP Access Control Lisbnfiguration tab is shown below.
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ModbusRouter - Security Configuration E@
General Password Rules CustomUsers Services P Access ControlList MAC Access Control List
IP Access Control List Enable IP ACL ltems (max. of 10 items.)
Range Start Range End SubNet Allowed Services Custom Ports
1 192.168.1.20 192.168.1.145 255.255.255.0 All
b2 192.168.1.231 192.168.1.235 255.255.255.0 HTTP + Modbus-TCP
N

Ok Apply Cancel

Figureb5.6 ¢ Security Configuratiog IP Access Control List

ThelP Access Control Lisbnfiguration tab comprises the following parameters:

Parameter Description

IP Access Control List Enabld Enable / Disable for all IP Access Control List

IP Access Control List

Range Start First IPaddress in the range.

Range End Last IP address in the range.

SubNet The subnet mask of the range.

Allowed Services The services allowed for this IP range.

Custom Ports Additional custom ports allowed for this IP range.

Tableb.6 ¢ Security Configuratiog IP Access Control List

To modify the Allowed Services the user can either click on the specific Allowed Service cell,
or right-click on the specific row and select taeit Servicesption.

¢tKS {SNIBAOS {StSOGA2Y F2N¥Y oAttt 2LISYy Ffft26AY
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Service Selection b4

[ Allow Al

Selected Services
[] EtherNet/IP

HTTP
Modbus-TCP
[] bNPa-TCP
[] bNP3-UDP
[ pccc

[] DTM Access

cares

Figure5.7 ¢ Security Configuratiog Service Selection

To modify the Custom Ports the user can either click on the sp€cifitom Portgell, or right
click on the specific row and select tkeit Custom Porteption.

NOTEThe Custom Ports option is not available if &llew Alloption has been
selected in the Allowed Services.

TheCustom Ports Selectidiorm will open allowing the user to modify the Custom Ports.

Custorn Port Selection x

Custom Ports
Custom Port

.

carce

Figureb.8 ¢ Security Configuratiog Custom Ports
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5.1.1.6. MACACCESGONTROLISTCONFIGURATION

Enabling the MAC Access Control List will block all communication from PCs (and other
devices) unless their MAC addresses are explicitly added to the list.

NOTEIncorrectly configuring the MAC Access Control List may result in the
module no longer being able to communicate walate

TheMAC Access Control Lsbnfiguration tab is shown below.

ModbusRouter - Security Configuration E@
General Password Rules Custom Users Services IP Access Control List MAC Access Control List
MAC Access Control List Enable MAC ACL ltems (max. of 10 items.)
MAC Address Description
1 B4:45:06:0E:F6:8E BADPC-5520-1
2 B4:45:06:0E:F6:8D BADPC-5520-2
3 B4:45:06:09:76:15 ENGPC

Ok Apply Cancel

Figure5.9 ¢ Security Configuratiog MAC Access Control List

TheMAC Access Control Lisbnfiguration tab comprises the following parameters:

Parameter Description

MACAccess Control List Enabll Enable / Disable for all MAC Access Control List

MAC Access Control List

MAC Address The MAC address which will be allowed to communicate with the moc

Description An optional description for the Device with tieatching MAC address.

Table5.7 ¢ Security Configuratiog MAC Access Control List
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The MAC addresses can be entered manually, or the user carclighaind select thBrowse
option.

This will open théNetwork Interface Browsedisplaying all the network interfaces and their
corresponding MAC addresses found on the local pc. The user can then select which MAC
addresses to be added to the MAC Access Control List.

Network Interface Browser X
Selected MAC Address Interface IP Addresses
I 5445060EF95F | Intel(R) Ethernet Connection (13) 1219-V 169.254.5.104 + 192.168.1.221

D B4:45:06:0E:F2:60 Realtek USB GbE Family Controller 192.168.1.218

J 0A:00:27:00:00:07 VirtualBox Host-Only Ethernet Adapter 192.168.56.1

D 28:11:A8:59:EE:FE Microsoft Wi-Fi Direct Virtual Adapter 169.254 75.30

] 2A-11:A8:59:EE-FD Micrasoft Wi-Fi Direct Virtual Adapter #2 169.254 130 44

D 00:50:56:C0:00:01 WMware Virtual Ethernet Adapter for VMnet1 192.168.52.1

D 00:50:56:C0:00:08 VMware Virtual Ethernet Adapter for VMnet8 192.168.232.1

D 28:11:A8:58:EE:FD Intel(R) Wi-Fi 6 AX201 160MHz 192.168.15.101

] 28:11:A8:59:EF:01 Bluetooth Device (Personal Area Network) 169.254.64.223

Ok Cancel

Figure5.10 ¢ Security Configuratiog Network Interface Browser

5.1.2. DOWNLOASECURITEONFIGURATION

Once the security configuration has been completed it must be downloaded tmtuile.

When online with the module, the current state of the security will be indicated by the icon
of the Security node in the project tree as follows:

Icon Description

Module Offline¢ Master Security Disabled

Module Offline¢ Master Security Enabled

Module Onlineg No Security Configuration Downloaded

Module Onlineg Master Security Disabled

Module Onlineg Master Security Enabled, User Authentication Uninitialized

ey by
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a Module Online- Secured

Table5.8 ¢ Security Status Icons

To download the security configuration rigblick on the Security item in the project tree and
select theDownload Security Configuratioitem.

= & MBRB Demo

=} ModbusRouter (Modbus Router/B)
.. Configuration

I

%@A- K Security Configuration

Security Status

Change My Password
Change Other Password
Verify Configuration
Initialize User Authentication
Clear All Security

Download Security Configuration

Export Security Configuration

Import Security Configuration

[

Figure5.11 ¢ Download Security Configuration

Security

@

X

Security Download Complete

Figure5.12 ¢ Download Security Configuration Complete

5.1.3. INITIALIZEISERAUTHENTICATION

The final step in securing the module is to initialize user authentication. This involves creating
an Administrator password as well as setting the Default password to be used by all other

users for their initial login.

To commence with this step, riglstick on the Security node in the project tree and select the

Initialize User Authenticatioroption.
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=& MBRB Demo
=} ModbusRouter (Modbus Router/B)
& Configuration

D A-S K& Security Configuration
b Mod 4 Security Status

== (hange My Password

Change Other Password

Verify Configuration

| Initialize User Authentication ‘I
¥ Clear All Security
{& Download Security Configuration

Export Security Configuration

-+] Import Security Configuration
'L

Figure5.13 ¢ Initialize User Authentication

The user (now deemed to be the Administrator) will need to configure a password for the
fixed Administrator user.

Set ADMINISTRATOR Password X

Action Notes: Set ADMINISTRATOR Password.

User Details

Username Administrator Password Criteria
+~/  Minimum Length
+~/  Contains Lowercase character

Old Password +/  Contains Uppercase character
+~/  Contains Numeric character

New Password |"“""“ | v +~/  Contains Non-Alphanumeric character
~/  No Triples

Confirm Password |"lulull | v
@  No Username Deriviatives

cares

Figure5.14 ¢ Set Administrator Password

As the new password is entered, it will be checked against the configured password rules.
The icons adjacent to each password rule will indicate if the crigggéulfilled or not, or
not applicable, as shown below:
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Icon Description

Criteria Not Applicable

Failed Criteria

J Passed Criteria

Tableb.9 ¢ Password Rule Status Icons

A green tick icon will be displayed to the right of thew Passworance it meets all the
password criteria. A green tick adjacent to @enfirm Passwordvill indicate that it
matches theNew Password

The entered passwords can either be displayed or masked by clicking Ghaone Password
check box.

Once the Administrator password has been set, thenDeéault password must be set.
TheDefault password is the password to be used by all other users for their initial login.

The Default password is configured in similar manner and must also comply with the
configured password rules.

Set DEFAULT Password X
Action Notes: Set DEFAULT Password. Used by all other users for their first login.
User Details
Username Default Password Criteria
+~/ Minimum Length
[] Show Password )
+~/  Contains Lowercase character
Old Password +~/  Contains Uppercase character
+~/  Contains Numeric character
New Password |""""" | v +~/  Contains Non-Alphanumeric character
+~/  No Triples
Confirm Password ||l"i"|l| | vy
No Username Deriviatives
Corc

Figure5.15 ¢ Set Default Password

NOTE If required, the Administrator can change the default password
individually for each user, by using tidange Other Passwomption.
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On completion of the User Authentication Initialization step, the module will be secured
indicated by the green Locked icon.

Project Explorer

= & MBRE Demo
&4
... Configuration
& Security
[ A-Status
omm Modbus Packet Capture

Figure5.16 ¢ Secured Module

5.2. OPERATION

To interact with a secured and user initialized module, each user will need to first login.

52.1. INITIAWUSEROGIN

Similar to an unsecured module, a user would open the exiSiatgproject, rightclick on
the module, and selecto Online

Project Explorer =

El,ﬁ, MBRE Dema
B- E odb Route odb RO

-/ Configuration

...... n Securin{

Configuration

E e

Verify Configuration
Connection Path

Status
Go Offline
Hr Go Online ||

4 Download
Upload

Generate Status Report
Internal Register Viewer
Event Viewer
Modbus Packet Capture

+] Import from Series A

gl Copy

[+ Export

K Delete
Reset Module »

1]

Figure5.17 ¢ Go Online
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Since the module has been secured, it will then prompt the user to login.

Login >
Login Details

O Fixed User Administrator

@ Custom User |WalterSobchak

Password |||||||||||

core

Figure5.18 ¢ Custom User Login

The user will need to select either one of thixed Usersr select theCustom Useoption
and then enter the Custom User name.

The user will then need to enter their password.

Should this be the initial login with the Default password, or if the Administrator has reset
the password and selected the option for the user to change the password, then the Set
Password form will open. The user will then need to set an appropriatevoadefore
continuing.

Set OWN Password X

Action Notes: Set OWN Password.

User Details

Username Viewer Password Criteria
+~/  Minimum Length
+/  Contains Lowercase character
Old Password |".".".. | +~/  Contains Uppercase character
+~/  Contains Numeric character
New Password |""""" | v +/  Contains Non-Alphanumeric character
+/  No Triples
Confirm Password |"i"!"!' | v )
@  No Username Deriviatives

cares

Figure5.19 ¢ Change Own Password
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NOTE TheOld Passworthat needs to be enetered on the Initial User Login,
will be the same password that was used to login.

All users are able to change their password at any time by-diijtking on theSecuritynode
in the project tree and selecting théhange My Passwordption.

=% MBRB Demo
=B {l ModbusRouter (Modbus Router/B)

------ # Configuration

...... & ; : :
D A- Security Configuration
foenFn Mo Security Status

zZ= C(Change My Password ‘I

Change Other Password

Verify Configuration
Initialize User Authentication
Clear All Security

1& Download Security Configuration

Export Security Configuration

Import Security Configuration

T
Figure5.20 ¢ Select Change My Password

5.2.2. ROLESPECIFIOPERATIONS

Users with Administrator, Engineer and Auditor roles are able to access additional functions
not available by other users.

5.2.2.1. SECURITSTATUS

The Security Status can be viewed by Hglitking on theSecuritynode in the project tree
and selecting th&ecurity Statusption.
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=& MBRB Demo
- ModbusRouter (Modbus Router/B)
.. Configuration

. A& Security Configuration
L Mc|4,- Security Status ‘

== (hange My Password
== (hange Other Password
Verify Configuration
Initialize User Authentication
¥ Clear All Security
{& Download Security Configuration

[+ Export Security Configuration

-+] Import Security Configuration
Il

Figure5.21 ¢ Select Security Status

The Security Status window will open displaying various status and statistics regarding the
security services.

TheGeneraltab displagan overview of the security status.

| ModbusRouter - Security Status A E @
General Statistics Custom Users
General Fixed Users
Security State | Active | Administrator | Active |
Security Revision | 1 | Engineer | Disabled |
Config Checksum | OxBDE4 | Operator | Disabled |
Current Session Role | Administrator | Auditor | Disabled |
Login Expiry | 0 | Viewer | Active |

Figureb.22 ¢ Security StatusGeneral

The General status tab displays the following:
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Parameter

Description

General

Security State

Thecurrent status of the security services:
No Config
No security configuration has been downloaded to the module.

Disabled

Security configuration has been downloaded to the module, but the ma
Enable Security option in the configuration has been disabled.

Uninitialized
The security configuration has been downloaded and enabled, but
Initialize User Authentication step has not yet been completed.

Active
The module has been successfully secured.

Security Revision

The revision of the securityervices currently running on the module. Tt
Ad | FdzyOliAaAz2y 2F (GKS Y2RdzZ SQa 7T.

Config Checksum

The checksum of the current security configuration.

Current Session Role

The role assigned to the user that is currently logged in.

Login Expiry The time (seconds) until the user is automatically logged out.
Only applicable if théogin Expireoption has been enabled in the securi
configuration.

Fixed Users

Fixed Users Status
Administrator
Engineer
Operator
Auditor
Viewer

The status oéach fixed user:
Disabled
The user has not been enabled in the security configuration.

Default Password

The user has not changed from their Default assigned password, or
when an Administrator reset their password.

No Password

No password exists for the user. This would typically occur when a fixed
is enabled aftethe User Authentication Initializatiorstep has taken place

An Administrator would need to reset the password for this specific use

Active

The user i#nabled and has a valid password configured.

Table5.10 ¢ Security Statug General
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The Statistics tab displays

a number of security service statistics.

_| ModbusRouter - Security Status A

General S Custom Users

Counter
Session Keys Created
Session Keys Terminated
Security Login Success
Security Login Fail
Global Security Mask Violation
IP ACL Range Violation
IP ACL Mask Violation
Config Access Violation
Status Access Violation
Firmware Update Access Violation
Reset Violations
MAC ACL Violations

ESN Hom

Value Clear Counters

ololol oo oo o= W & wm

Fi

gureb.23 ¢ Security Statug Statistics

@ NOTE Only an Administrator is permitted to select tBéear Counters

option.

Parameter

Description

Session Keys Created

The number ofsecurity session keys created between the configurat
software and the module. Each time a user connects to the module
the configuration software, and the module has been secured, a |
session key will be created.

Session KeyBerminated

The number of times when either the connection from the configurat
software has been terminated or there was a error in the connect
decryption. In both these cases the session keys will be deleted.

Security Login Success

The number of successful logins.

Security Login Fail

The number of failed login attempts.

Global Security Mask
Violation

The number of times a connection request is received from another de
2y 0KS 9UGKSNYySi yStg2N]lzZ 6KAOK K
security mask configuration.

IP ACL Range Violation

Each time a request or packet is received from an device that has
address outside the IP ACL range, this number will be incremented.

IP ACL Mask Violation

Each time a request or packetrsceived from an device that has an
address outside the Subnet ACL range, this number will be incremente

Config Access Violation

The number of times a connection with the incorrect role privileges trie
access the module security configuration.
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Status Access Violation The number of times a connection with the incorrect role privileges trie(
access the module security status.

Firmware Update Access The number of times an attempt to flash upgrade the module in an incor
Violation state (e.g., while running a class 1 EtherNet/IP connection) was made.
Reset Violations The number of times an attempt to reset the module in an incorrect sl

(e.g., while running a class 1 EtherNet/IP connection) was made.

MAC ACL Violations Each time a request or packet is received from an device that does not
a matching MAC address to those in the MAC ACL list, this numbe
increase.

Tableb.11 ¢ Security Statug Statistics

The Custom Usestatus tab displays the following:

| ModbusRouter - Security Status A E@

General Statistics Custom Users

User Name Raole Status
No Passuord
Rex Stadust Administrator Mo Password
Walter Sobchak Viewer Active

Figureb.24 ¢ Security Statug Custom Users

Parameter Description

User Name The configured user name.

Role The configured role for this specific user.
Status The status of the specific user:

Default Password

The user has not changed from their Default assigned password, or
when an Administrator reset thepassword.

No Password

No password exists for the user. This would typically occur when a u:
added after the User Authentication Initialization has taken place.

An Administrator would need to reset the password for this specific use

Active
The user is enabled and has a valid password configured.

Table5.12 ¢ Security Statug General
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5.2.3.

L'y TRYAYAAUNT 02N OFy OKI y3S -oligkig diBhé Sedudty | y @

CHANGEOTHERPASSWORD

node in the project tree and selecting ti@ghange Other Passwoiaption.

The Set Password form willopgny R 4§ KS ! RYAYAaG NI 42N OF vy
to change. The Administrator will need to-eater their password as well as the new

=% MBRB Demo
= ModbusRouter (Modbus Router/B)
...J® Configuration

Security Configuration
Security Status

Y sccurity
£

== (Change My Password

== (hange Other Password

Verify Configuration
Initialize User Authentication
K Clear All Security

[+ Export Security Configuration

-+] Import Security Configuration

1& Download Security Configuration

I

Figureb.25 ¢ Select Change Other

password for the user.

TheRequire User to Change Passwargtion forces that user to change the password the
next time they login.

Password

Set Other Password X
Action Notes: Set Other Password.
User Details
Username Cynthia Smith w Password Criteria
X Minimum Length
Show Password
& X Contains Lowercase character
Administrator Password |""""" | X Contains Uppercase character
X Contains Numeric character
New Password | | X Contains Non-Alphanumeric character
+~/  No Triples
Confirm Password | |
@  NoUsername Derivigtives
Require User to Change Password
Ok Cancel
Figureb.26 ¢ Set Other Password
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52.4. QEARALLSECURITY

An Administrator can remove all the security from a module and return it to an unsecured
state. This is done by rigktlicking on the Security node in the project tree and selecting the
Clear All Securitpption.

= £ MBRB Demo
=" {' ModbusRouter (Modbus Router/B)

Security Configuration
Security Status

+w

Change My Passward

| |
i |

Change Other Password

=

Verify Configuration

Initialize User Authentication
Clear All Security

Download Security Configuration

[ %

[+ Export Security Configuration

+] Import Security Configuration

T
Figure5.27 ¢ Select Clear All Security

This action will require the Administrator to enter their password. The security configuration
and all passwords will be removed with this action.

NOTEThis process will remove all module security configuration including all
passwords.

5.3. EVENT LOG

I A Az, A z A ~ ~ 7

lff aSOdaNAdGe NBflFIGSR S@Syida INB FRRSR G2

@ NOTEOnly an Administrator is permitted to select tiéearthe event log.
ModbusRouter - Event Viewer A IEI@
WX
Uploaded 3 records. Filter |(A||] v |
Index Time Up Time Event

2 2023/04/13 12:37:36.900 |0d - 00:16:51 Admin Login:Success
1 2023/04/13 12:37:27.380 |0d - 00:16:41 Walter Sobchak Login:Success
B 2023104113 12:37:10.220 | 0d - 00:16:24 | Log reset

Figure5.28 ¢ Event Log
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5.4. RESET SECURITY CONFIGURATION

¢CKS Y2RdzZ SQa aSOdz2NAG& O2y FA3dzpthermddilevdthy o6S N
DIP switches 2, 3, and 4 set to the ON position.

é NOTE:This process will remove all module application configuation and
security configuration including all passwords.

NOTE Once the module has bootadp, the DIP switches should be returned to
@ normal (all OFF). New security configuration cannot be downloaded with the Reset
DIP switch combinatioactive.
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6. OPERATION

6.1. SCHEDULED TGDE

In Scheduled Tagputing modethe MBR/B is a Modbus Client atrdnsfers data between

Modbusdevices and Logix controlleiBeloware two examples of how data is exchanged in
Scheduled Mode

Example 1

General Modbus Pons Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNetIP Map Intemal Map Advanced

Logix Controller / PLC Mapping (max. of 3 items.) Scan Configuration

I Loaix Controller Path Browse Scan Interval (ms)
| Nomn 192.168.1.6.1.0 | = 1000
South 621681 135.1.0 B 2000
" c 5000
D | 10000

Logix / PLC Tag Mapping (max. of 100 items.)

Element Element

Medbus Function Scan  Node Start  Count Data Type Target Name Target Tag ~ Browse
IReudHnldingRagister “| A I~ 1 0 10 INT ~ North * | NorthHR[0] |
Write Register v A V] 2 20 5 INT v South ~ | SouthHR[0]
" -~ .
“North” CPU - 192.168.1.8 “South” CPU - 192.168.1.133
15 8] wue] o e JIE 5o |
@
E ‘
ControlLogix® f CompactlLogix®
EtherNet/IP \
)
Aparian
Modbus Router
Scheduled Mode
Modbus-TCP
E e N [ E————— j
[ —/—/7—7—7== J ——
Modbus Server Node #2 Modbus Server Node #1

Figure6.1 ¢ Scheduled Mode Examplel

The MBR/B will execute the first item in the Scheduled Tag Map, by sending a Modbus Read
Requestor Holding Register 0 to Modbus device Node 1. The MBR/B is requesting 10 Modbus
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Holding Registers. Once the data is received from the Modbus Dévasejt is converted
into an EtherNet/IP Tag Write messatgggeted at the North Logix controlland the received
Modbus data is written to Logix tagorthHR[Owhich is a Logix INT array.

Example 2

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Awiliary Map EtherNet/IP Devices EtherNet/IP Map IntemalMap Advanced

Logix Controller / PLC Mapping (max. of 3 items.) Scan Configuration
Logix Name Logix Controller Path Browse Scan Interval (ms)
North 1921681810 1000
South 192.168.1.133,1,0 B 2000
b C 5000
D 10000
Logix / PLC Tag Mapping (max. of 100 items.)
Modbus Function Scan  Node Elselv:in( E(I:-eor\;l;?( Data Type Target Name Target Tag ~ Browse
Read Holding Register |~ | A 1 0 10 INT ! Narth ~ | NorthHR[0]
I Write Register vl A |v| 2 20 5 INT ™ South ~ | SouthHR[0]
e = v
“North” CPU - 192.168.1.8 “South” CPU - 192.168.1.133

aoa

ooa
Ll
Th

F" ]|
\ 0 |

ControlLogix® CompactLogix®

EtherNet/IP #

®
[¢]

Aparian
Modbus Router
Scheduled Mode

—

I Modbus-TCP

Modbus Server Node #2 Modbus Server Node #1

Figure6.2 ¢ Scheduled Mode Example 2

The MBR/B will execute the second item in the Scheduled Tag Map, by seridigxaag
read for tagSouthHIO] (INT array}o the South Logix controlle©Once the Logix Tag data is
received, then the MBR/B wilerform aModbusWrite Request for Holding Regist20 to
Modbus device Nod&. The MBR/B iriting 10 Modbus Holding Registers.
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6.2. REACTIVE TAG MODE

The Reactive Tagputing mode allows mapping of virtual Modbus registers to Logix tags
across multiple controllers. In this mode the ModbRsuteris a Modbus Server andill
redirect a Modbus message to a Logix contradliea preconfigured path.

Thus, the routing of Modbusead and write register requests is managed by the Modbus
Router and converted to direct Logix tag read and write functions.

Below are two examples of how data is exchangedaactive Mode.

Example 1

General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNet/IP Map Internal Map Advanced

Logix Controller / PLC Mapping (max. of 3 items.)

Target Name Logix Controller Path Browse
| North 192.168.1.8,1,0
South 192.168.1.133,1.0

Logix /PLC Tag Mapping (max. of 100 items.)

A;I:rdezs Function Element Start Element Count Data Type Target Name Target Tag Browse
5 Read Holding Register |~ 0 10 INT bl North ~ | NorthData[0] |
6 Read Holding Register |~ 20 10 INT v South ~ | SouthData[0]
Modbus
TCP
Client
Modbus-TCP \
Aparian

Modbus Router
Reactive Mode

EtherNet/IP

\

ControlLogix® CompactLogix®
“MNorth* CPU - 192.168.1.8 “South” CPU - 192.168.1.133

0l
0l

= =

Figure6.3 ¢ Reactive Mode, Example 1
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Whenthe Modbus Client (i.e., SCADA) sends a Modbus Read to node 5 for Holding Register
0, thenthe MBR/B wilmatch the request to the first mapped item in the Reactive Tag Map.
The MBR/B wiltead the Logix taglorthData[O]from the North Logix Controller when the
request is receivedOnce the Logix tag data is returned, the MBR/B will respond to the
Modbus Client request with thepdated Modbus data.

Example 2

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map  EtherNey/IP Devices EtherNet/IP Map Internal Map Advanced

Logix Controller { PLC Mapping (max. of 3 items.)

Target Name Logix Controller Path Browse
North 192.168.1.8,1,0

| South 192.168.1,133,1,0
e

Logix /PLC Tag Mapping (max. of 100 items.)
Node

Address Function Element Start Element Count Data Type Target Name Target Tag Browse
5 Read Holding Register | a 10 INT ot North ~ | NorthData[0]
I 6 Read Holding Register 20 10 INT ~ South | SouthData[0] I
e

V_ > e

Modbus
TCP
Client

Modbus-TCP  \{

Aparian
Modbus Router
Reactive Mode

—

EtherNet/IP
] g3 mjm)
— s |||
1
\ |
ControlLogix® CompactLogix®
“North” CPU - 192.168.1.8 “South” CPU - 192,168.1.133

Figure6.4 ¢ Reactive Mode; Example2

When the Modbus Client (i.e., SCADA) sends a Modbus Read t&madeolding Register

20, then the MBR/B will match the request to tsecondmapped item in the Reactive Tag
Map. The MBR/B will read the Logix taguhData[0]from the SouthLogix Controller when

the request is received. Once the Logix tag data is returned, the MBR/B will respond to the
Modbus Client request with the updated Modbus data.
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6.3. UNSCHEDULED MODE

When the ModbusRouter is configured in Unschedulelode, it will process Modbus

message requests sent from Logix via a message instruction.

NOTEThe user will need to build some of the Modbregjuest data of the
unscheduled message.

NOTEWhen in unscheduled mode the Controller Type selection in the General
configuration will not be applicable. The Modbus Router will only support a
Logix Controller type in unscheduled mode.

To simplify the configuration of the required message a numbelUDTshave been
preconfigured and are available on the Aparian Modbus Router webpage (see the further

information section).

The message instruction should be setup as follows:

SendModbusMSG

Modbus Router Unscheduled Message Example

MSG

1 F Meszage CEN
Message Control ModbusMSG L] |- DN>—
LER}—
SendModbusMSG
U
Figure6.5 - Message Instruction
Message Configuration - ModbusMSG il
Configuration |Communication| Tag I
Message Type ICIP Generic LI
Service  |Cygtarm - Source Element ModbushtessageRegu v
seviee | =] | B
Source Length: 212 (Bytes)
Senice I— . I—
Code: Ba (F=y Elee A0e itz Destination Element |M0dbusMessageRespL|
Instance: |1 Adtribute: |0 (Hex) N Tag,. |
2 Enable 2 Enable Waiting J Start 2 Done Done Length: 0
2 Error Code: Extended Error Code: [ Timed Out €
Error Path:
Error Text
— Cancel | Py | o
Figure6.6 - Message Configuration
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Parameter Description
Message Type CIP Generic
Service Type Custom

Service Code

6A (Hex} UnscheduledModbusPassthrough

Class 40E (Hex)
Instance 1
Attribute 0

Source Element

The request tag instance. Must follow the structure
the AparianModbusMessageRequest UDT.

Source Length

272

Destination Element

The response tag instance. Must follow the structure
the AparianModbusMessageResponse UDT.

Message Configuration - ModbusMSG x|

.Coﬂﬁguraﬁon Communication |Tag |

is Path:

" Broadzast I ‘l

Table6.1 - Message Configuration Paramaters

MERO1

MBRO1

Browse... |

Cammmunication iethod
@ CIP () DHx Channel: IA VI Diessiinraitian Link: IG 3:
Gt Souree Link: IE 3: DestinationMode: IG 3: (Dctal)
Source [0
[~ Connected [V | Cache Connections -
J Enable ) Enable Waiting ) Start J Done Done Length: 0
3 Error Code: Extended Error Code: [~ Timed Out *
Error Path:
Error Text

0K I Cancel | Al | Help

Figure6.7 - Messsage ConfiguraticrCommunication

The Path must be configured to that of the Modlfsuter. If the Modbus Router has been

added in the 1/O tree, then the Browse option can be used to select the path.
Alternatively, enter the CIP path in the format :
1,X,2,IP, where
1 represents the backplane port,
X represents the slot of the Ethernet bridge module,
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2 represents the Ethernet port of the Ethernet bridge module and
IP represents the IP address of the ModRauter.

e.0.1,1,2,192.168.1.41

The request tag (e.g. ModbusMessageRequest) should be configudbas:

EtodbustessageRequest {. ..} |AparianModbustiessageRequest
FtiodbusMessageRequest DestinationAddress 1/INT
FiodbuskessageRequeast Function 3|INT
FtiodbusMessageRequest Part 0 INT
FiiodbuskessageRequest RegquestSize 4|IMT
ErtiodbusMessageRequestIPAddress {-- - F[INT[4]

HiodbushiessageReguest IPAddress(0] 152 |IMT
FtodbustessageRequest IPAddress[1] 168|INT
HiodbushessageReguest IPAddress[2] 1|IMT
FtodbustessageRequest IPAddress[3] 215 (|NT
FiiodbuskessageRequest RequestData {...1|SINT[256]

Figure6.8 - UnscheduledMessage Request Tag

Parameter

Description

Destination Address

The Modbushode address of the destination device.

Function The Modbus function code. (See the table below
common function codes.)
Port The ModbusRoutersupports two ports to interface tc

a Modbus device:
0 ¢ Serial Port (ModbufTU).
1- Ethernet Port (Modbud CP)

Request Data Size

The size of the request data being sent

IP Address

The IP address of the remote device when an Ethel
port was selected above.

Request Data

Modbus request data. All the bytes succeeding tl
function code but preceding the checksum.

See the example further on in the chapter.

Table6.2 - UnscheduledMessage Request Parameters

EtodbustessageResponse {-..} |AparianiModbusiMessageRespaonse
FidodbustessageResponse. Status OlINT
FtdodbustessageResponse Responselength S|INT
FtdodbustessageResponse Response {-..}|SINT[255]

Figure6.9 - UnscheduledMessage Response Tag
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Parameter Description

Status The Modbus exception code returned. A ze
represents success. (See the tabkdow for common
exception codes.)

Response Length Length of the response data received.
Response Data Response to the Modbuspplication layer object
request.

Table6.3 - UnscheduledViessage Response Parameters

After the message has been executed successfully (Msg.DN) the Response Data will hold the
Modbus response data.

Below is a table showing common Modbus Functions:

Code Modbus Function
1 Read Coils

2 Read Discrete Inputs

3 Read Holding Registers
4 Read Input Registers

5 Write Single Coil
6

7

8

Write Single Register
Read Exception Status

Diagnostic
11 Get Comm Event Counter
12 Get Comm Event Log

15 Write Multiple Coils

16 Write Multiple Registers

17 Report Server ID

20 Read File Record

21 Write File Record

22 Mask Write Register

23 Read/Write Multiple Registers
24 Read FIFO Queue

Table6.4 - Common Modbus Functions

The following table shows common Status / Exception codes.

Code Modbus Exception
0 Success
1 lllegal Function
2 lllegal Data Address
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lllegal Data Value

Server Device Failure
Acknowledge

Server Device Busy
Memory Parity Error

10 Gateway Path Unavailable

Gateway Target Device Failed to
11 Respond

[ecRN o)) RIN-N [I)

Table6.5 - Common Exception Codes

6.3.1. EXAMPLE

In the following example, the unscheduled messaggruction is used to read two Holding
Registers (0 and 1), from a remote Ethernet Modhievice located at IP address
192.168.1.219.

The standard ModbusMessageRequest structure is populated as shown in the figure below.

='ModbusMessageRequest [ ... }l
+ ModbusMessageRequest DestinationAddress 1| Modbus node address of destination device
+ 'ModbusMessageRequest Function 3 Function : 03 - Read Holding Register
H ModbusMessageRequest Port 1| Port: 1 - Ethernet (Modbus-TCP)
H ModbusMessageRequest RequestSize 4| Number of bytes in Request Data
=ModbusMessageRequestIPAddress {-...}
* ModbusMessageRequest IPAddress[0] 192|
# ModbusMessageRequest PAddress(1] 168|  Modbus IP address of destination device
* ModbusMessageRequestIPAddress[2] 1] -192.168.1.219
2 ModbusMessageRequest|PAddress[3] 219
=rModbusMessageRequest RequestData {..-1
%ﬂ'ModbusMessageRequest.RequestData[ﬂ] 0| Register Start - 0000
* ModbusMessageRequest RequestData[1] 0
‘iﬂjModbusMessngeRequest,RequestData[Z] 0 Register Count - 0002
*ModbusMessageRequest RequestData[3] 2|

Figure6.10 ¢ ModbusMessage Request Example

6.4. ENHANCED MODE

In Enhanced Mode the MBR/B can be configured in any of the four combinations:

Modbus EtherNet/IP
Client Target
Client Originator
Server Target
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Server Originator

Table6.6 ¢ Enhanced Mode Operating Combinations

6.4.1. EIPTARGET MODBUSERVER

When theMBRB is operating in Enhanced mode ahds theModbus Modeset to Server
and the EtherNet/IP Modeset to Target then the EtherNet/IPdata (from, for example, a

Logix controllercan be mapped to and from configurable internal Modbus Registers and
offsets using the Internal Map.

The internal Modbus Registers can then be asynchronously exchanged with a remote Modbus
Client on Modbus TCP, RTU232, or RTU485. The remote Modbus Client can read or write to
the configured Modbus addresses to access HtleerNet/IPdata that has been mapped to

the Modbus Registers.

In the example below th&MBRB, operating in Enhanced mode and has tiledbus Mode
set to Serverand the EtherNet/IP Modeset to Target will have multiple Modbus Holding

Registers written from a Modbus TCP Client and then map the received data omix
controller that is owning thé&IBR/B with @ EtherNet/IP Class 1 connection.

Modbus
TCP
Client

Modbus-TCP

Aparian

Modbus Router
Enhanced-Server Mode
EtherNet/IP Target

EtherNet/IP

\ L

ControlLogix®

Figure6.11 ¢ Modbus TCP Client tcogix Assemblgperation
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For this example the remote Modbus TCP Client will write data to Modbus Holding Register
4000 in theMBRB. TheMBRB will map the received Modbus data (at Holding Register 4000)
to the input assembly of the MBR/B in Logbhe data will be available in theecond data
connection(i.e., Logix connection, ®ecause the first Logix connection is for module status

at offset 20 (in bytes so word 10).

ModbusRouter - Configuration E@

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus AwliaryMap EtherNet/IP Devices EtherNetIP Map IntemalMap  Advanced
Internal Map

Source Source Source Bit Destination Destination ~ Destination Destination Copy Reformat
) eformaf

Source Type Source Instance T i Destination Type tonce Sub-Tag Offest | BiOfisst  Count Fumeion

» 1 |MBRegister v |HR v 4000 EIP Target ~ |Connection2 |~ 20 2 Bytet0B... v [None ||~

Figure6.12 ¢ Internal Mapping from Modbus Register togix input assembly

6.4.2. EIPORIGINATORMODBUSERVER

When theMBRB is operating in Enhanced mode and has Medbus Modeset to Server
and theEtherNet/IP Modeset to Originator, then theEtherNet/IP IQlata can be mapped to
and from configurable internal Modbus Registers and offsets using the Internal Map.

The internal Modbus Registers can then be asynchronously exchanged with a remote Modbus
Client on Modbus TCP, RTU232, or RTU485. The remote Modbus Client can read or write to
the configured Modbus addresses to access HtieerNet/IP IQdata that has been mapped

to the Modbus Registers.

In the example below th&BRB, operating in Enhanced mode and has tiedbus Mode
set to Serverand the EtherNet/IP Modeset to Target will have multiple Modbus Holding
Registers written from a Modbus TCP Client and then map the received dathad\et/IP
IO that is owned with aEtherNet/IP Class 1 connection
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Modbus
TCP
Client

Modbus-TCP

Aparian

Modbus Router
Enhanced-Server Mode
EtherNet/IP Originator

EtherNet/IP

o | B _mmscee Fo )l @ owe R i

lﬂm

[

Flex-10® (1794)

Figure6.13 ¢ Modbus TCP Client ttherNet/IPIO operation

For this example the remote Modbus TCP Client will write data to Modbus Holding Register
2000 in theMBRB. TheMBRB will map the received Modbus data (at Holding Regizd€x0)

to the output assembly dEtherNet/IPIO L 7940W8§ being owned (usingass 1 EtherNet/IP
connection by theMBRB.

MBR_C - Configuration E@

General Modbus Ports  Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Awliary Map EtherNet/IP Devices EtherNeylP Map IntemalMap  Advanced

Internal Map

Source Source Source Bit Destination Destination  Destination Destination

inatior
Source Type Source Instance Destination Type Inetomce Sub-Tag Offect | BiOfiest  Count  CopyFunction  Reformat

» 1 |MBRegister  “|HR v 2000 EIP Originator |~ | 1794-OW8 ~ |Data v 0 1 BytetoB...  [None 1v

~ ~ ~

Figure6.14 ¢ Internal Mapping from Modbus Register EtherNet/IPIO

6.4.3. EIPTARGET MODBUSLIENT

When the MBR/B is operating in Enhanced mode and habitabus Modeset toClientand
the EtherNet/IP Modeset to Target then theEtherNet/IP assemblgiata can be mapped to
and from configurable internal Modbus Registers using the Internal Map.

The internal Modbus Registers are then asynchronously exchanged with Modbus devices as
configured in the Modbus Auxiliary Map. In this mapping the user can exchange (read or
write) data between the internal Modbus Registers and a remote Modbus device dbudo

TCP, RTU232, or RTU485.
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In the example below th&BRB (operating in Enhanced mode and has Medbus Mode
set to Clientand the EtherNet/IP Modeset to Target)will read multiple Modbus Holding
Registers from a Modbus Server device and then map the received datdagianput
assembly.

oooooo = Modbus

TCP
Server

U

[l

Modbus-TCP

Aparian

Modbus Router
Enhanced-Client Mode
EtherNet/IP Target

EtherNet/IP

ad

ControlLogix®

Figure6.15 ¢ Modbus Client taetherNet/IPoperation

For this example the user will configure the Modbus Auxiliary Map to read data from a
Modbus Server device on Ethernet. TRBRB will request data from Modbus Holding
wS3IA&AGSN) nannn O6FNRY GKS SEGSNYylIf a2Rodza { S1
Modbus Holding Register 3000.

MBR_C - Configuration E@

General Modbus Pors Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auxiliary Map  EtherNet/IP Devices EtherNeyIP Map Internal Map  Advanced

Modbus Auxilary

Port Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat

LI TCP &7 Read &7 HR = 3000 10 4000 192.168.1.212 8 None

w w ~

Figure6.16 ¢ Modbus Client Aux Mapping

Next the data saved in the internal Modbus Register at MB Holding Register 3000 is mapped
to the EtherNet/IPTarget connectiorl input assembly with offset 50.
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MBR_C - Configuration E@

General Modbus Ports  Scheduled Tag Reactive Tag Services Mulii-Server Bridge Modbus Auxiliary Map  EtherNetfIP Devices EtherNet/IP Map Internal Map  Advance d

Internal Map

Source Source Source Bt [ Destination Destination  Destination Destination . . Copy
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset oun Function
» 1 [MBRegister |- HR v 3000 EIP Target |Connection1 ~ 50 {20 [Byte_ |v|None |~
.

v ~ v

Source Type Source Instance Reformat

Figure6.17 ¢ Internal Mapping from Modbus Register EtherNet/IP

6.4.4. EIPORIGINATORMODBUSLIENT

When the MBR/B is operating in Enhanced mode and habltabus Modeset toClientand
the EtherNet/IP Modeset to Originator, then the EtherNet/IP 10 data can be mapped to and
from configurable internal Modbus Registers using the Internal Map.

The internal Modbus Registers are then asynchronously exchanged with Modbus devices as
configured in the Modbus Auxiliary Map. In this mapping the user can exchange (read or
write) data between the internal Modbus Registers and a remote Modbus device dbudo

TCP, RTU232, or RTU485.

In the example below the MBR/B (operating in Enhanced mode and haddtlbus Mode
set toClientand theEtherNet/IP Modeset to Originator) will read multiple Modbus Holding
Registers from a Modbus Server device and then map the received dateEihverNet/IP 10
Output assembly.

|

oooooo Modbus
TCP
Server

ru

Modbus-TCP

Aparian

Modbus Router
Enhanced-Client Mode
EtherNet/IP Qriginator

EtherNet/IP

Flex-10® (1794)

Figure6.18 ¢ Modbus Client taetherNet/IPoperation
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For this example the user will configure the Modbus Auxiliary Map to read data from a
Modbus Server device on Ethernet. TRBRB will request data from Modbus Holding
wSIAAGSN) nnnn O6FNRY GKS SEGSNYylIf a2Ro6dza { S\
Modbus Holding Register 3000.

MBR_C - Configuration E@

General Modbus Ports Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auxiliary Map  EtherNet/IP Devices EtherNeyIP Map Internal Map Advanced

Modbus Auxilary

Port Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat
» 1| TP |v| Read |v| HR ~| 3000 10 4000 192.168.1.212 8 [ None
~ ~ ~

Figure6.19 ¢ Modbus Client Aux Mapping

Next the data saved in the internal Modbus Register at MB Holding Register 3000 is mapped
to the EtherNet/IP IGonnectionoutput assembly with offsed.

MBR_C - Configuration =
General Modbus Porls Scheduled Tag Reactve Tag Senvices Mul-Server Bridge Modbus Auiliary Map  EtherNelIP Devices EtherNeliP Map IntemsiMap | Advanced
Internal Map
Source Source | Source Bit Destination Destination  Destination Destination Copy
Source Type  Source Instance g Toq Offset Ofiset  Destination Type Instance Sub-Tag Offset Bt Offset  COUNt Function = Reformat
» 1 [MBRegster | v[HR v 3000 EIP Originator | |1794-0w8 | ~|Data Y o G -0 | none v
. > = =

Figure6.20 ¢ Internal Mapping from Modbus Register EtherNet/IP

6.5. BRIDGE MODE

In Bridge Mode, the MBR/B can operate as a transparent link for Modbus between different
media (TCARTU232, and RTU485). This alldasexamplea Modbus client on Modbus TCP
to communicate with Modbus devices on RS232 or RS485 and vice versa.

In the below example, any Modbus request received on the EtherNet TCP port for a Modbus
Server at Node address 5 (to the IP address of the MBR/B 192.168.1.100), from the Modbus
Client at IP 192.168.1.50, will be routed to the RS232 port ande@nodbus Serveat Node

5. The response will then be routed back to the request originator (i.e., the Modbus Client at
IP 192.168.1.50).

ModbusRouter - Configuration
General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auwdliary Map  Etheriey/IP Devices EtherNet/IP Map Ir

Modbus Bridge

Remote Client Port Remote Client Node Remote IP Address Remote Server Port Remote Server Node
TCP ~ 5 192.168.1.50 RS232 ~ 5 I
2 RS5485 ~ 6 192.168.1.51 TCP ~ 7

Figure6.21 ¢ Bridge Mode Mag, TCP to RS232
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ME Request for Node 5 at IP 192.168.1.100 MB Reguest for Node 5
[Ty ; » Modbus » ieheisietslgeisioisiel
' ' Router
Modbus. TGP ] i o i
3 Modbus TV 232 RTU - | Modbus Node 5
| Bl alatnls alals b al ]
IP 192.168.1.100 Madbus RTU
SCADA - Modbus
] Polling Master '
| ControlReom i

IP 192.168.1.50
Figure6.22 ¢ Bridge Mode Diagramg TCP to RS232

In the next example below, anylodbus request received on the RS485 port for a Modbus
Server at Node address 6, will be routed to the Ethernet TCP port atndosdre Modbus
Serverat Node7 with IP address 192.168.1.51. The response will then be routed back to the
request originator (the Modbus Client on RS485).

ModbusRouter - Configuration

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNeyIP Devices EtherNet/IP Map In

Modbus Bridge

Remote Client Port Remaote Client Node Remote IP Address Remote Server Port Remate Server Node
1 TCP M 5 192.168.1.50 RS232 ~ 5
2 RS485 M 6 182.168.1.51 TCP ~ 7
[ 1] ' R
Figure6.23 ¢ Bridge Mode Mag, RS485 to TCP
MEB Request for Node 6 MB Request for Node 7 at IP 192.168.1.51
prTTTmmmTT H ' Modbus .:
i ' Router
- 485 Modbus-TCP -
Lot BT — | Modbus Node 7
IP 192.168.1.100 IP 192.168.1.51
SCADA - Modbus
: Polling Master :
. ControlRoom H

Figure6.24 ¢ Bridge Mode Diagrarg RS485 to TCP
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6.6. CONCENTRATOR MODE

In Concentrator Mode, the MBR/B will collect data from various Modbus devices and provide
the consolidateddata to one or moreModbus Clients. The MBR/B will be a Modbus Server
on one port, anda Modbus Client on the other ports. This will allow a Modbus SCADA to
efficiently read the data from many Modbus devices, because the data from the various
Modbus devices have been concentrated into the MBR/B.

In the example below the Modbus SCADA is communicating on Modbus TCP to the MBR/B
which is serving as a proxy for the Modbus RTU devices in the field. The MBR/B will collect
data from the Modbus RTU devices via the radio network and save it in its inidautiius
Registers. Modbus HR 1000 will be read from each node and placed at 100 intervals in the
MBR/B internal MB registers (e.g., data from node 2 will be at HR1000, data from node 3 will
be at HR1100, data from node 4 will be at HR1200, etc.).

The Modbus SCADA will then be able to read that data from the MBR/B at the specific Modbus
Registers.

MaodbusRouter - Configuration E@I
General Modbus Ports Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auxiliary Map  EtherNet/IP Devices EtherNet/IP Map Intemal Map Advanced

Modbus Auxilary

Port Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat
1 RS232 2 Read = HR = 1000 10 1000 2 None =
2 RS232 ™ Read ~ HR e 1100 10 1000 3 None e
3 RS232 M Read ~ HR ~ 1200 10 1000 4 None ~
4 RS232 |v Read v HR e 1300 10 1000 5 None e
~ ~ ~ ~

Figure6.25 ¢ Concentrator Mode; Modbus Auxiliary Mapping

Modbus
Router |

Modbus-TCP Modbus-RTU

e
SCADA - Modbus
Polling Master

Control Room

Figure6.26 ¢ Concentrator Mode Diagram
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6.7. INTERNAL MAP DATA FORMATS

The following tables describe the raw format of the data structures that can be mapped in
the Internal Map table configuration.

6.7.1.

SYSTENBrATUS

When copying system information, the source type needs to be System.

DNRO1 - Configuration

General DeviceNet DeviceNetDevices DeviceNetMap PLCSMap EtherNetIP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map Internal Map  Advanced Monitoring

Internal Map (max. of 200 items.)

Source Type Source Instance

A

¢CKS Y2RdzZ SQa aeaidsSYy AyF2NNIGAZ2Y

Source Source  Source Bit
Sub-Tag Offset Offset

Destination Type Destination Destination Destination Destination Count
P Instance Sub-Tag Offset Bit Offset

Figure6.27 ¢ IDS Copy System Information

Copy Function

Recommend

Reformat

b= e

Parameter

Data Type

Description

Status

INT

Module Status.

Bit 0¢ Module Config Valid

Bit 1¢ Routing Inhibited

Bit 2¢ Disabled by Logi®tandby

Bit 3¢ EtherNet/IP Originator Comms Ok
Bit 4¢ EtherNet/IP Target Comms Ok

Bit 5¢ Controller Run (1)/Prog Mode (0)
Bit 6¢ NTP Ok

Bit 7¢ Modbus Comms Ok

Bit 8¢ Modbus Client (0) / Server (1)

ConfigCRC

INT

The module configuratiosignature.

Mode

SINT

0 ¢ Scheduled

1 ¢ Reactive

2 ¢ Unscheduled
3¢ Reserved

4 ¢ Enhanced
5¢ Bridge

6 ¢ Concentrator

Protocol

SINT

Only valid for Scheduled, Reactive, and Unscheduled Mode
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0 ¢ Serial
1¢TCP

Only valid forScheduled and Reactive Mode

Transaction Rate INT The transaction rate is the number of Modbosssages pel
second that the module is currently routing.
Only valid for Scheduled Mode

Scheduled Tag Count INT ) ]
The number of items in the Scheduled Tag Map.
Only valid for Scheduled and Reactive Mode
When the module is operating in LogixRedundant USB thi
field will show the redundant status of the local Logix control
connected via USB.
0x02- Primary SYNC
The local Logixontroller is the primary and is synchronize
with the secondary.
0x03- Primary DISQ
The local Logix controller is the primary and the seconc
controller is disqualified.
0x04- Primary ALONE
The local Logix controller is the primary with secondary
controller.

. 0x10- Primary Locked
Logix Redundant State INT

The local Logix controller is the primary and is locked
changes.

0x08- Secondary SYNC

The local Logix controller is the secondary and is synchror
with the primary.

0x09- Secondary DISQ

The local Logix controller is the secondary and is disqual
with the primary.

OxOE- No Partner

The local Logix controller is the secondary with no control
partner.

0x12- Secondary Locked

The local Logix controller is the secondary and is lockec
changes.

Table6.7 ¢ System Information Format
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6.7.2. MBAUXITEMSTATUS

When using the MB Aux source, the source instance will be an item in the Modbus Auxiliary

Map. For example, if there are two items in the ModiBusxiliary Map, then there will be two
Source Instances for the MB Aux Source Type.

@ NOTEThe Modbus Aux source is only relevant when the MBR/B is operating
in Enhanced mode as a Modbus Client.

ModbusRouter - Configuration E@
General Modbus Poris Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherNeyIP Devices EtherNeylP Map Intemal Map Advanced

Internal Map

s T s Inst Source Source  SourceBit L LT Destination Destination ~ Destination Destination
ource Type ource Instance Sub-Tag Offsat Offsat estination Type

Copy

Instance Sub-Tag Offset  BitOffset  COUNt Function Reformat
» 1 MB Aux | Aux ftem 1 w | Status ~ o v 0 2 Byteto B.. ~ None ~
. B fux tem 1 -

Figure6.28 ¢ IDS CopyModbus Register Source Instance

The MB Aux format is as shown below:

Parameter Data Type | Description

MB Aux Status INT

Bit O¢ Last Transaction Ok

Table6.8 ¢ Modbus Aux Item Status

6.7.3. ETHERETIPIODEVICEIATUS

The user can select to copy the Data, or Status, from the EtherNet/IP connection.

ModbusRouter - Configuration

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Serv

Internal Map

3 T 3 Inst Source Sourc
ource Type ource Instance Sub-Tag Offse

» 1 |EIP Originator  ~ | PF700 ~ |Data w 0
® W
Status

Figure6.29 ¢ IDS Copy EtherNet/IP Originator Status

When selecting the Status, the format of the Status information is shown below:
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Parameter Data Type | Description

EtherNet/IP Originator Connection Statu DINT Bit 0¢ Connection Ok

Table6.9 ¢ EtherNet/IP Originator Connection Status
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/. LOGIX REDUNDANCY

The Modbus Router will allow theser to create a Logix redundant architecture where the
activemodule will follow the Primary Logix controller and use a shé@kadbus)IP address
Whenthe previously Secondary Logix becomes the Primary, the Modbus Router connected
to the new Primary Logix will tak@/er and assume the shared (Modbus) IP address. The
Modbus Router connected to the new Secondary Logix, will disable its Modbus functionality.

Control Room

SCADA - Modbus
Polling Master

Madbus TCP

Modbus Modbus
Router Router

USB USB

ControlLogix ControlLogix

Redundancy Fiber Pair

Figure7.1 - Redundant Logix Controller communicating with Modbus RouteUSB.

7.1. SETUP

In this architecture the user will need to set tRouter Modeo Reactive and theController
Modeto Logix¢ USB Redundanisee below). This will enable IP AddressHich is used for
the second Modbus Router connected to the other pair of the Logix Controllers.
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ModbusRouter - Configuration E@

General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices  EtherNet/IP Map Intemal Map Advanced

Identity
Instance Name ‘MudbusRuuter
Description ‘
IP Address A ‘ 192 0 188 . 1 . 182 ‘ Major Revision |2 ~
IP Address B [192 . 188 . 1 . 83 ||
Operational Mode EtherNetlP
| Router Mode Reacivellng > | EtherNet/IP Retry Limit [0-5]
| Controller Mode Logix - USB Redundant £ | EtherNetIP TimeOut ms
Modbus Mode Server

EtherNet/IP Mode  EtherMet/IP Target Target Connections 1

Ok Apply Cancel Help

Figure7.2 ¢ Selecting Logig USB Redundant Controller Mode

Next the user will need to enter the IP address of each Modbus Router used in the redundant
pair:

ModbusRouter - Configuration E@

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNet/IP Map Intemal Map Advanced

Identity
Instance Name [ModbusRauter |
Description |
|IPAddressA | 192 . w8 . 1 182 ‘ | Major Revision |2 ~
|IPAddressE [ 192 . es . 1 . o183 | [ |
Operational Mode EtherNetIP

Router Mode ReactiveTag ~ EtherNetIP Retry Limit 051
Controller Mode Logix - USB Redundant ~ EtherNetIP TimeOut 1000 ms
Modbus Mode Server

EtherNetIP Mode  EtheNetlP Target Target Connections 1

Ok Apply Cancel Help

Figure7.3 ¢ Setting redundant pair IP addresses

Next the user will need to set thdodbus protocol to Modbus TCP and set #iared Modbus
TCP IP address between the two Modbus Routers used for the redundant architecture.
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ModbusRouter - Configuration

Modbus Parameters

Base Address Modbus (Base 0)
Node Address
Update Rate 500
Timeout
Retry Limit 3

Reply Wait Time lIl
Inactivity Timeout 2000

TCP Port

B EE Cx
General Modbus Ports  Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNet/IP Map Intemal Map Advanced
Modbus Legacy
™ | Protocol Modbus-TCP ~ |
[ Multi-Server Redundant IP Address w2 . 188 . 1 . 184 ‘l
(ms)
[100-5000] {ms)
0-255]
[0-255] (ms) e
(ms)
{0 implies default port 502)
Ok Apply Cancel Help

Figure7.4 ¢ SettingModbusinterface

The ModbusClientneeds to beconfiguredto communicate withthe ModbusRedundantlP
AddressviaModbus TCRe.g. 192.168.1.184 )

7.2.

OPERATION

The Modbus Router connected to the Primary Logix controller (in the redundant system) will
activatethe shared Modbus TCP IP address (which in the example above is 192.168.1.184).
This will allow the Modbu€lientto communicate with the Primary Logix controller via the
Modbus Router connected to it.
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Control Room

SCADA - Modbus
Polling Master
Modbus TCP
Mobus TCP IP Address Modbus TCP IP Address
Modbus 192.168.1.184 Vodbus N/A
Router Router
1 Juse PRIMARY vss SECONDARY

ControlLogix ControlLogix

Redundancy Fiber Pair

Figure7.5 ¢ ModbusClientconnected to Primary Logix Controller

In the event of a failure on the Primary Logix Controller the Secondary Logix Controller will
GFr1S 20SN) 2LISNIGAZ2y® ' GKFEG Y2YSyd GKS az2R
Logix Controller will actate the shared Modbus TCP IP address (192.168.1.184) and the
Modbus Router previously connected to the Primary Logix controller will release the shared
Modbus Router IP Address.

At this moment the Modbu€£lientwill have seamlessly switched Modbus communication to
GKS aySéé tNAYFINE [23FAE O2yGNRff SN
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Control Room

SCADA - Modbus
Polling Master

Modbus TCP
Modbus TCP IP Address Mobus TCP IP Address
Modbus N/A Vodbus 192.168.1.184
Router Router
usB 4 USB PRIMARY
ControlLogix ControlLogix

Redundancy Fiber Pair

7

Figure7.6 ¢ ModbusClientO2 Y Yy SO SR (G2 daySsé t NAYIl NEB

For the status of Modbus Rou@rd [ 2 3 A E , theSifedrarRauytidte Status window
in Slate for each of the Modbus Router pair.

| ModbusRouter? - Status A \E’
{General ! Modbus Statistics Logix Statisties  SLG/MicrolLogix Statistics Map tems CIP Statisiies  Ethemet Clients  TCP /ARP  USE Statistics

Mode | ScheduledTag | MAC Address | o080:352c:AB:48 |
Owned ‘ Not Owned | Temperature | 31.7°C |
Routing ‘ Enabled | Processor Scan | 17.0us |

Logix Redundancy ‘ Unknown | USB Status | Disconnected |
Transaction Rate ‘ 25 | Ethernet Port 1 | Down |

Up Time \ 0d - 01:29:24 | Ethernet Port 2 | Up |
Module Time | 2019/07/05 16:48:01 | Ethernet DLR | Disabled |
Firmware \ 2.001.001 | NTP Status | Disabled |

DIP Switches ~ SW1-SafeMode | Off | SW3-Reserved | Off |

(Updated only onbootup) ~ SW2-Force DHCP | Off |  SW4 -Fixed IP Addr. | Off |

Figure7.7ca2 R0odza w2dzi SNRa [ 23dAE wSRdzy Rl yOe
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Parameter Description

Logix Redundancy When the module is operating in LogilRedundant USB this fiel
will show the redundant status of the local Logix control
connected via USB.

Primary SYNC

The local Logix controller is the primary and is synchronized
the secondary.

Primary DISQ

The local Logix controller is the primaand the secondary
controller is disqualified.

Primary ALONE

The local Logix controller is the primary with no second
controller.

Primary Locked
The local Logix controller is the primary and is locked for char
Secondary SYNC

The local Logix controller is the secondary and is synchror
with the primary.

Secondary DISQ

The local Logix controller is the secondary and is disqualified
the primary.

No Partner

The local Logix controller is the secondary with no control
partner.

Secondary Locked

The local Logix controller is the secondary and is locked
changes.

Unknown

Redundancy state is unknown. Eithgrcorrect mode or not
connected via USB to a Logix controller.

Table7.1 - Parameters displayed in the Status Monitorm@eneral Tab

NOTE The user will need to ensure that the Modb@ient destination
Modbus TCP IP address is the shared IP address configured (as shown

A\

o \ o B > o
LINE QA 2dzaf e 0 @ | & A yhan HhkrNet/lRR2 dddredzscanwedudzd S NI &
in the ModbusClientreading values from the Secondary Logix Controller.
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8. LOGDUSBCONNECTIVITY

The Modbus Router will allow the user to connect to a Logix controller with Studio 5000 over
USB (as shown below):

.....................................................

EtherNet/IP

Modbus
Router

UsB

ControlLogix

Figure8.1 ¢ Connect to Logix with Studio 5000 over USB.

é NOTEThe Controller Mode selected in the Modbus Router Slate configuration
must be USB.

Once the user is connected to the USB port of either a Logix controller (eg. L7x) or an Ethernet
bridge (egEN2TRand the Modbus Router/B EDS file has been instatiezluser can browse
the local Logix backplane by expanding the USB Port network under the Modbus Router/B in

RSLinx.
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=- § 192.168.1.175, Modbus Router/B, Modbus Router/B
@& Ethernet Port, Ethernet
(@ USB Port, 1789-A17/A Virtual Chassis
m-f 00, 1756-L62 LOGIX5562, DF1FaultSim
§ 01, 1756-EN2TR, 1756-EN2TR/B

Gl 02, 1756-L75 LOGIX5575, RedTest

g 03, 1756-OW16I/A, 1756-OW16l/A RELAY n.o.

Figure8.2 ¢ Logix Controller seen in RSLinx via Modbus Router/B USB Port

Once the Logix controller is seen under the USB port of the Modbus Router/B, the user can
simply select this Logix controller in Studio 5000 to go online, downtwaghload the Studio
5000 project.

Figure8.3 ¢ Logix Controller seen in Studio 5000 via Modbus Router/B USB Port
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